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21.2 *I.”Eﬁ L/TL\%)/\O‘ylj—_:/‘\%EEIHHE’\J‘:T\y 707__“_|\j—%)

VINIZT R0 Tr—=ID7 Y TTF— MUV OPEE»H Y 9, VI I T OEKEN
JDEEL dNIFHREE(L, TLTeFXa) 7o LOMBEEDOBERENHY £9., MyMEDEIE
THNTEPNIZEATRETT, HLLA=Varyn) ) —2AXNEGE. VAT AEHEZY
V—A ) —NRERBIUT, TNVHRBRINT T4V I AROPEF2) T4 T4V 7 ARDMN
EXAUTEZDEELNTLED, BB, FrlLWONA=Y a3 UMBHREKOEEIX, 08T A MR
NTWARWZO, HMEIZIXEEIZZRSZNEITT,

UL ULBDS, ML TR IRTONRY =YD Fa) T4 HHREF Y7322 LT
TlEHY FHA, TI T, E@HNCTY 77— AN T =V FRTTY I75—hgdL0
SHEEBE LT EWTL LS,

RedHat ¥ CentOS 2 ¥ ®D RedHat DT 4 ANV a—ya vy TR\ —YEHEY 7 b
7 yum 25 HENER TN TT (yum THR—FINTHWARWY T MY 27 OHAEIX. &Y
TRI2TDORRR=VUTTY IT— MOFIEEHERAL T ZI W),

yum XY RT, BUET Y 77— MNPARER S =V D—8 &2 KR U 7,

yum list updates
FlF
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21 BBV 7 by 7ER

yum check-update

[root@localhost]# yum list updates
Loaded plugins: fastestmirror, refresh-packagekit, security
Loading mirror speeds from cached hostfile
* base: ftp.nara.wide.ad.jp
* extras: ftp.nara.wide.ad.jp
* updates: ftp.nara.wide.ad.jp
Updated Packages

NetworkManager.i686 1
NetworkManager-glib.i686 1
NetworkManager-gnome. 1686 :0.8.1
ORBit2.i686 5 7-3.2.
apr.i686 3.9-5.el6

updates
updates
updates
updates
updates

bind-1libs.i686 32:9.8.2-0.10.rc1.e16_3.6 updates

TYTTF— MRS T =YDV AMDPRRINETOTHEEMRAL TS AZI W, RENZR
UL yum update I¥ Y RTT Y FTF— MNABEREDERTT Y 7T — M2 ENTEIET,

yum update

yum update IV R&FEFTTD L, TV ITF—buREAR D) A MDBERRINAE, Is this ok
y/N|: L RS hET, WAZHALCHESRIEy $—% ANFTH L TT v 75— b

BMINET,

[root@localhost]# yum update

Loaded plugins: fastestmirror, refresh-packagekit, security

Loading mirror speeds from cached hostfile
* base: ftp.nara.wide.ad.jp
* extras: ftp.nara.wide.ad.jp
* updates: ftp.nara.wide.ad.jp

Transaction Summary

Install 2 Package(s)
Upgrade 100 Package(s)

Total download size: 159 M
Is this ok [y/N]: y

Downloading Packages:
(1/102) : NetworkManager-0.8.1-34.e16_3.1686.rpm
(2/102) : NetworkManager-glib-0.8.1-34.e16_3.1686.rpm

www.lpi.or.jp 6
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FL2E Linux H—NICBlFseExa )71+ EEXF vy

util-linux-ng.i686 0:2.17.2-12.7.el6_3

xulrunner.i686 0:10.0.11-1.el6.centos

Complete!

TV T T NOBIC DN r — Y TIRIFBR AR L ORENEC, $§RTONY r—V% — %
27w ST FTEBRVEAIE. yum update IV Y RIZNNW I —VZEIFET D Z & T4 D3y
T=YDAETYTT—hTBHIENTEET,

yum update Rylr—o%

[root@localhost]# yum update sudo.i686
Loaded plugins: fastestmirror, refresh-packagekit, security
Loading mirror speeds from cached hostfile

* base: ftp.nara.wide.ad.jp

* extras: ftp.nara.wide.ad.jp

* updates: ftp.nara.wide.ad.jp

Total download size: 419 k

Is this ok [y/N]: y

Downloading Packages:

sudo-1.7.4p5-13.e16_3.1686.rpm | 419 kB 00:00

Running rpm_check_debug

Running Transaction Test

Transaction Test Succeeded

Running Transaction
Updating : sudo-1.7.4p5-13.e16_3.1686
Cleanup : sudo-1.7.4p5-11.e16.1686
Verifying : sudo-1.7.4p5-13.e16_3.i686
Verifying : sudo-1.7.4p5-11.e16.i686

Updated:
sudo.i686 0:1.7.4p5-13.e16_3

Complete!

2183 ARERVYI DT T7ZA VA M= LRV

AVARN=IULTWBY 7 bz T7HNEANE. ZO07Z Y 7 b7 OigeM %% % A 4E
EENELRDET, TOEOEFIV T DENY — N2 BT L IZEIRERERERY 7oy
DAEAVAN—=NTBLENDIDNREARTT, FHIZ Linux 21 VANV 255183y r—
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22 @Y1 —HERE

IV —TFDERT TN (Minimal)] 25380, TOHBRTHES Sy r—I&@ANCA VA M—LT 3
LRWTUL &S,

2.2 @EYiha—HEE

221 AREBERIOA—WHE, OJA4A U TER<TEH, BHIKRT S

FIHEMNRE L 22 Y OBBTA—Y TV b2 AU TBESBERRNGES, 0714 VT
EFRVEDIZT -T2 HIRTI2HELHY T,
aA—H2HIRT BI121%, userdel IX¥ Y REMHNET,

userdel 1—H%

o, A—VEHIRT D EAKICR—AT A L2 MU EHIBRLZWE&IX 1 ATV a3 v EMT
THEITULTLSEIY,

userdel -r 1—H%H

[root@localhost]# userdel -r lpic

UIES SFIAHUZOWAFIHFEROMEEERH D, £ U < IHMIPOHHTHIRT I AN —H 0y
Bl A—VHIRTE R BT Y TERVEIICTEIIENTEET, Jete/passwd % EHEHE
THILTHRTA VY TERSTDILIIMRETT A, MEI A% ERL T passwd IV RTL—
YEDOY 795 HDHIETEZETT,

passwd IV Y ROD-1 ATV a v TCa—F7 AUV b 20w I $5I8NTIET,

passwd -1 1—HH

[root@localhost]# passwd -1 lpic
a—%— 1pic AORXRT7—K%EOvY Y,

passwd: AXZI

Oy 27 Uza—%%& 7oav 7 UEMERSLIICT2I0E, uATVarvifingd,
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B2ELinux H—NICBF X1V T4 EXF vy

passwd -u 1—H%

[root@localhost]# passwd -u lpic
dA—%— 1pic AD/IXRT7—RK%EOv 7R,

passwd: AXZI

BB, root I—HiFsu ANV RTOY 7 INAZI—HIIRDZIENTIET,

222 WMEBIIHULTA—YONRRAT7—RICEMEAREAEDIF S

X2V FoARELT INAT—REEWIZZEELEL D] LEDND I ENLNTTHN
BENAT = RELEETDZBRERHLDTL &I, FETHIIENELHEZRDOTU & D,

AT —RIZET KL L SZ2IEY =V 2o 2/8 AT — RIRM /2 ) IR R % fi> /2 % —
J—RIZEDHBERGINDIDE LNETA, INOEDNRAT — REEPIEIOKEIZIF/SI AT — R
DEFIIANTIED Y XA, BHETEVNSAT—RZ2HETI VAT,

UL, 2SAT— RASEND TR Mc E H Y 9,

BIZIE, NAT—=REANTDIROF—R—REFEPEANLAOLNTVAZLEWSIHETT,
HE, ORIZHELUWSZAT = RTEFEISW—FITT, /2, THALE 100 AFDOT ATV M %
ER L, £BEIERNSAT—=RE2FHGFUL] 008, K< HDFETT, ZOK, FIAT—R2(E
ZBHIZ, ATRLIZHEFETNE, TR IICREND AEELHY £, -V HEIK %
DIFZREIZELTTN, ZDEIBRGEONEL LT, FHEIZNSAT— RIZESBIRZ T2 2
CEBRFNTHERNTL &,

Linux Tl chage AX¥ Y R2fi5 2 & T, NAU— ROAHIARZHITZ Z EATRETT,

%913, chage ANV RD-1 ATV a v THRAY— ROEMARBELMAETEET,

chage -1 1—H4#

[root@localhost]# chage -1 lpic

Last password change : Jan 07, 2013
Password expires ! never
Password inactive : never

Account expires : never
Minimum number of days between password change : 0
Maximum number of days between password change : 99999
Number of days of warning before password expires 3

Password expires(/NA 7 — RDKZIHA) A never IZR>TWSDT, LildFlDEE, /SAT —
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22 @Y1 —HERE

ROMRIEH D FX A,
chage AV Y RO-M A7 arvc, RAT—ROMEZ AR CTHRETEET,

chage -M B# 1—H4%

[root@localhost]# chage -M 30 lpic

[root@localhost]# chage -1 lpic

Last password change : Jan 07, 2013
Password expires : Feb 06, 2013

Password inactive : never
Account expires ! never
Minimum number of days between password change : 0
Maximum number of days between password change : 30
Number of days of warning before password expires 3 T

chage -M %517 U 724, chage -1 THEMROZKE %ML 5 £, Password expires (Z/3A 7 —
ROBEMARAHEEINTWVET, 72, Maximum number of days between password change(/$
AV — REFEZTORKAHE) 12, -M AT a v THRELZ 30(H) BPRRINTVET,

tFa) TR A-FOREMRIZMEKTDEDTT, /SAT— RIS TV S AT
RERTIHENNAT - ROAMMRZMIHICHES LTLES &, 2—FRH LW AT — R %
HAZONBODTHEICATHMZEHKL Y, BREMHEZSNAT-RE2RETLINE LNERA,
HHFIXY AT AO@RPHEMEICHEY X2 ) 7o R Y — %2R E LU THEE 22D NS
VARBODBENRDY 7,

223 rooticHhnd, HLLKIFsudo #FAB1—H%54IRT 3

—A—PFTO I L TVE L Xl root T—YDHRTEK 2T 5HEIE su 27 KT root
A—HFIZYYFEZ D sudo AV Y RTroot T—H L UL TAYY REFETTILENHY £,

suX® sudo IVY REEFTTELZI—YFTAVY MPARELZHAINSG LV AT LEZESES
NEERMNHY) E£F, W>T, suP sudo ZEITTIEILL—HFIETEHMYHIRLZAMRRNT
L&,

sud~v v NICEY BEE
sud VY REFHTES -V EHIRY 5121E. pam  wheel.so 2\ £, pam wheel.so l&.
sudv Y REFATES2—Y %, wheel 7V —TIfiET 21— HIIREL £,
pam_wheel.so Z G&I12F 5 12I%, Jetc/pam.d/su LW D 77 AT, UFDLSICTA Y MT
BOTWBEAMHDDTHREDHENH LU CTHRELAMEL £,
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B2E Linux —NICBFdtEFa T4 EEXF vy

# auth required pam_wheel.so use_uid

INT, wheel 7 NV—TFIIET 22—V DANsu AVY REZ[MHZDEDIZHY T,

sudo Ov¥ ¥ RICEEY 28%%E
sudo IX Y REFATE D 1 — VA HIRT 221 visudo I¥ Y REMNET, visudo I¥ Y R
I Jete/sudoers % vi THE 9, vi Iv Y RCEHEMOTHEL TEMED Y A,
Jete/sudoers (ZHEWT, BARD & S IZ3R T 1IEL—H Ipic (2 sudo ¥ Y ROMHZFHFA L
9,

lpic  ALL=(ALL) ALL

ZOHE, Ipic 1—Hid sudo 2F>TIARNTODIAYY REEFTED LRV ET, —Hoa
YV RDAEERITURIZT GG, ANOLSIZEHB U £, BANE, iptables 3¥ Y RDAZHE
ITHIREIC S SRR T,

lpic ALL=(ALL) /sbin/iptables

COEDIVEHBEOHRTETTED IVY REZI—YORENIIE U T oo T i KRR o i FH I i
2 eideXa) rrIl82ERICEERERLTT,

224 #HEHOI—YTTFTHIYNEHBLAWL

Linux IZfR5T, FAHENL 85 L2 —PEHEPEMHICRY £9, TI T, fHEROAZDIZVL
DDA—YT ATV NeBERORMAZETHELAZVWEE I DE UNETAD, Z0LD5 REMIIH
WXNFR A, BYRSAT — REHAREEIC RS 2 L RBIER T2 AORED L RS 720,
NAT = RORHEPHEY TELD) A2 E2EDTUE D 72OTT, K root 4 ¥ DEHLHERD I
BIZIFEEVLBETT,

B TORAFEETIE N —THEROFEHEZBHTLILRNTL LD,

23 T7F7ANLBLIUVTALIN)DT I EREZBEYICEKRET D

T7ANVBETT2 L7 MK, N—=3I vy a v eIEEnd [FARAA - EEAL - FEi7] O
REFETDIIENTEET, 771NV ELUTA LI MNVDNR—=I v a3 VIFBERKROZE
ZT2BERHYET, N—Iv¥avifchmod IV RTEFETEIENTEIET,

FriZtXaV 7 LEELT 7 A IVICEAELHERZ A RNETEHLY FHEA, EFa2VTa
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24 SULRIVEBEYIEREL., FERKRT—EVERBEIEAL

LEHERT 7 A NOHE UT, /etc/securetty. /etc/shadow. /etc/sudoers ZEMHY £3, Zh
S5D77ANE BEFHIINBRZRONDEZITEEF ) 70 280 TWRlERHY 9,

. TOVRAMEFERIZT7 7 A VEFHETZI—FPHETLEIN—TIZO0TE, #NED
OB EEE T DO EMH U2 ETHYNCHRET D ERWTL &S,

Linux 7—%)V 2.6 AETIX ACL (&% SOMM»RT 7 Al 175 2 & B TEE9d, ACL
IZ2WTIE, 5 ETHULSHEL 9,

24 SVLNVEBEYICKEL, FRAT—EVEZBEIERL

Linux TRLELRT—E V2 BEEIIEZ T L, KRLSHEDLDEWVIETOR— NHFHV
RELBLZDOTHEDRE G ADARMENDY £9, £/, CPUREDY Y — A% MENIZTHE L T
LEVET, AERT—EVHEEBLAVE D IEYNICHEL £9,

AN ABT D Web H— /N2 T GUI 2{fi> /29— NEFHY — )V & FbLR O ThH XS > L
NV JICHELZ ETARERT—EVREHLANVEIICTIERVTLED, VLRIV
GUIL Iz k2 fE¥%Hi{2E UL TH Y X Window System &2 EV—NIZIEARE L INTHWDET—E VN
ZHEHL £,

VAT LABEFIZEITST 7 AN T VLAV, Jete/inittab TEHREL £9,

VLNV E IICHRET DHEIL Jete/inittab 7 7 A VD initdefault /8T XA —X & RD XS I
BELUET,

id:3:initdefault:

TI7ANNIT VL RNEFEYNCHE L BT, BET27—E Y 2 BEREBRICHEELET, ¥
AT LB HEERET 5 T —F v & B ERMRIZT 5 121 chkeonfig % ntsysv £ EDIY VR
ZRALUTHETLLRNTL & D,

2.5 AE7SUID, SGID ZHIFRY %

SUID &i&, FEAT7 7 A IR EI NDHERIZBE T 28T,

SUID WEEINTWDET T 7 A IIE, #ENETLUTH, 77 1 IVIAHE QMR TRELF T X
NFEF, FZIE passwd AYY RARE, ~BI—FREHLDNRNAT — REZEFT S /720DIZ root 23
FET77ANEEIMALIBEDHEGTT7 7 A NVIIMNGEINTHET,

ARER SUID PG INTND 7 7 A VDR EHERT 2121E, find Iv Y REffioT—F%
KRTDIENTEET,

PAFIE. Jusr/bin 23 7 7 1 IV OHTHAH M root T SUID B EINTWEETT 7 1)
ERRUTVET,

[root@localhost]# find /usr/bin -user root -perm -4000 -print

/usr/bin/sudoedit
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FL2E Linux H—NICBlFseExa )71+ EEXF vy

/usr/bin/chfn
/usr/bin/newgrp
/usr/bin/staprun
/usr/bin/sudo
/usr/bin/chsh
/usr/bin/passwd

/usr/bin/pkexec
/usr/bin/gpasswd
/usr/bin/Xorg
/usr/bin/chage
/usr/bin/at
/usr/bin/crontab

SUID ##%F45121%. chmod 7Y RD/S—3Iw > a VIETEDLIAIZ 4 D13 T4 OBT %
BELUTHEFLET,

[root@localhost]# chmod 4755 command
[root@localhost]# 1s -1 command
-rwsr-xr-x. 1 root root 0 18 27 20:22 2013 command

SUID M NTW2B 7 7 1 IVIZFiEH DR, rwx TIREL rws LR TWS I L 2EHRLT
72XV,
SUID ZH( Y 9 I2id, 4 213902, 3HDOEFE T chmod I Y REFEITLET,

[root@localhost]# chmod 755 command
[root@localhost]# 1s -1 command
-rwxr-xr-x. 1 root root 0 18 27 20:22 2013 command

SGID iZ. EF 77 A NE TN —T DR CEFEI T EETT,
FOHITIE, /usr/bin iZdHd 7 7 1 IVOHTHAEHM root T SGID BIE5INTNWEFEITT 7
ANEFRRLUTVET,

[root@localhost]# find /usr/bin -user root -perm -2000 -print
/usr/bin/locate

/usr/bin/wall

/usr/bin/write

/usr/bin/ssh-agent

AFOav Y RTIE., command (Z SGID 25 L TWET,
SUID Tl 4 2L FEU/A, SGID TE 2 2fEL 7,

[root@localhost]# chmod 2755 command
[root@localhost]# 1s -1 command

-rwxr-sr-x. 1 root root 0 18 27 20:22 2013 command
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26 OV % EHICET

TN—=TDNR=3Iy v arNrs EBo>TNBIE2HERLTLIEI N,

BEDESIZ, SUID LU SGID B EINTWEIEFT I 7 A NVELIEL T, ET77 71
HUTREHIMN G INTOWEGE1E, HREFRELRBTEIIICLEL &,

chmod I %> R SUID % SGID O#FE% T 3I21E 8 MO FTHRET 221 THRLS uts®
s DEDBRXFTIHETSZLEHEETT, U <IXman chmod R E%2SLU T ZI W,

26 OJZIERICEYT

EoENOWEEZ I EGERAERBENTONAZGE, ="y N7 =70 HEd
3 E DWEILKRBIEORE Z 47V, KA AEST I N2 D0 % afREZR Y ERMEICTRAEREL 9,
FEOEARIE, BT T 7 A NDABTON-OPZTETEIETT, TDAOTT 7714V
TEDLEIERTIEVBETT,

BE, DT T7ANEN=RT A AV UET D L T4 AV DESFENRMY) . WTFNITAR
RRIZMZBEBRERH Y £F, 0/ 0—F—2avzntd I CAROMBIZMIL I, &
WEITBEATUED 72D, N—RT 4 A7 DRI ZEZRL BN S EHND T 7 7 1 VITE
ABAIRE DI T+ AR T —T RIATREIBTLRVTL & D,

FARMIZ Linux DY A7 A1 7 syslog DF%E T /var/log lE FICRFEINTVWETS, 22L&
VINTZTOFREIZE>TIHMIDOT 4 L7 NV ETIBEEINTVWIHEAEHY) 9,

F/z, 077 74INIERINTOIRAIEIEFICEERER TS, Y—ORAR TN TVD &
BAENTONAZFZRMD Y — /N DEEEIZE 1 2 WO HBERE ERHERE 2D £9, Z0
OERMEBETEI RS AVMESZZBE LU TCUES JREMEND Y £9, Y — /1 ORZI % EREIC
BOIZIENTP 2> THEICHEMIET S L RWTL LD,

2.7 Ny RT74I)8) VU T=BMICLTRELR/NNTY E2ZFL
AN

NI N7V R TR ZN Ty M UTRHREZR/NT Y MEIGEE I EAE LR/ Y M
WET 220D L AT, Linux 77—V 2.6 ABEETIL iptables A < HbNTWET,

iptables % N9 D LV —/Nd, WBARER L7287y hE2EDT, $§RTONTY MEZEL
F9, CNEHOLDIHBIIHN U THSHE SAET, BEIEETEDZ XY NI =T THRORY,
2 N7 =BT 2T ARTOY — N L iptables 2 A2 L, #ERE) ¥ —T/rwy M7 1)
BV TEEBTDERVTU &I,

iptables (/R ¥ —ICEDWT/N Ty MO - BFEEEAREL ET, BHMAR) V—Dfle LT
. AT RER - MRS EZEETIRET, REDOR—NMITI7VATEH/NrY N2 &2t
XTI,

iptables I&, R— NEFFIZ L2 BMAFIEHAZ I TIE AL, BALFR) Y —2RETd5 e ThFa
V5 /R EERTE2IENTEET, AFIK. TO—HITT,

o KFED/Nry M EWZG A, HEEIIMEL 2 TR I,
e KEDIP 7 RUANLDAT V2 AWEEL T 5,
o JERFRNZATEI B X 5NT L B8y MISE ICHIR %23 THET S, (DoS. DDoS K%
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B2ELinux H—NICBF X1V T4 EXF vy

x5K)

ZO&DIT, BEICERER - NEESZTTIEARL, B vERm R CIC k) HIHT 2EH T,
IS DB R ETOFEE, BEER X2V T KT,
iptables DV AIZDOWTIX 3 ETHUSHNMLUET,

2.8 AFERR—LZHELS

WP EH —=NIZT 72 AT 2 2012iE, Y= MITERHADOR— STV BERH Y E
T, WIZE A, =MD E— STV R IFIENENSRATE Z L IETEERFA, L
MoT, AVHERZHNTWDR— MIBERAKRICHIBT 2 BENHY £9,

BERWTWE R — MNESEZMHRT S ICIFEHEMER T netstat I¥ Y RE2FEITLUE T,

netstat -ntl

[root@localhost]# netstat -ntl
Active Internet connections (only servers)
Proto Recv-Q Send-Q Local Address i ddress State

tcp (0] 0 0.0.0.0:22 .0.0.0: LISTEN
tcp (0] 0 127.0.0.1:25 .0.0.0: LISTEN

EFROFITIE, 22 BE—IBTRTOIP 7 RV A (0.0.0.0) (2 L THWTE Y, 25 FHX— M
% (127.0.0.1) I8 U TOAREPN TN ET,

L UAERR— MW TWEGIE, BHET T —E V2R TIE[RLELTHR-MEHAL
i@—o

29 HAEHILRY NT—VRHBATEEY 55813 SSH ZFRAT 2

EE, VYBANY =N 59 RY—C2E2 AT 2HHNL <R LH, BENRESEIZY—
NEBELSHMDBL B D2HY £7,

BIZIIND TV T —EAZFALTWB5E, —NI0 71 V33 EICY —N\DORELT
THBELU TV TR ICHRPENDT, 1 V& —32Y hERHLAZVE—NTOOT A VFEN
MEEBRH>TEET,

VE—=POTA Y TY IV EETTDFEE Uik SSH WAL LN TWET, telnet 2 &% R
TR E DY F UM, telnet ILBEANEDVHEELINZNZD, NAT— RE2EHLL2TOERFA
BPE=ZFHIIBEINBD2 L VI REBDHY £F, TOEZOVE—NOTA VOHMWTIE, @Rif%
BLIRNTOBFHNEESING SSHITEIHMZ LN, BAETIRIFLALHEDNTHERA,

% <D Linux 74 ANV Ea—> 3 v Tk SSH ##i %175 720DV 7 b7 =7 & LT OpenSSH
EWVNDI N —=IUNREI N TV ET,
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29 AEH S XY T —VRATERT 53551E SSH ZFAY 3

RB, SSH THEENHEESEINT WAL LTE, NAY—RPEZFIRN TONERERD S
AV EFTAREMNHY) £9, TITSSHIZIZ/NSAT — RZTTldA < SFRHE 2 M U 72 385 5 i
ERATEZENTETET,

SSHIZIZVE— R AT A VOMEEZ T TR FTP ICESHZ 27200 7 7 1 VR ERE D
Ho>TWETF, FTP I telnet FAFRISEFHABRPHESLINTHNRNVAZOEELRT—X%2PD DT
SHBRIZIFMENTOERA, telnet ¥ FTP BAMIE RS2 R— ML TWAEWS—E A2 FHL
WAL SSH DR — MNZ ke 2 FIH T 2 Z L TRIENREZR (LT D Z LA FETT,

ZODEHDIT, SSH FH—NEH EPLE RV EFRRIZ, BERT—X %1V E—3 v NREHE
DAY M7=V RHATEZETIRICEFHATEEEICEE R LX) T WKY -V TT,

SSHIZBHLTIE, O BIZHELULSHMHLULTWETDT, THHEHESRMLTLZIWN,
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BIE

iptables IC&L B/ Yy KT 4LV

3.1 iptables #Z&

iptables 1%, Linux (ZFEHEX N7y v 740 V&) v THEEETT,

F7z. iptables 1&/37Y 74 VA Y VI EZIFTIEELS Ay NI =0T RV AZEH (NAT) RE
DIV=VIZHR>TNT Y FORND L2 ETT 22 EDOEKELRWEEZTO L ETIETH, A
PRETEIEF 2V TABELLTONTY M 74 VR) U IIZA—=Ty &Ko THHL T,

INTY N7 A4 NEY Y 7EA Y N7 =2 EIZRNAT W28y b &ETD/Nry b~y J—1
WIZE>TRZITM) ZHALAZY, HELAZY, B@EIEDZEDTYT, 20L& 2HELES A
Firewall ¥ UTHIED A Y 4 —32 v MESIL— 2R ETEL X2 ) T ¢ 2HERTDERICRIA I NT
WEY,

Linux ¥ A7 A EFCZOBREZ AT L0, YAT A BICRIER/NST Y ROHENT X /-
BETH, VATAIIHEEEZLRINTY FEKREY Y Y NT U NTEZENTETET,

#HlZ I Linux ¥ AT AT, 25 Y —EAZLNOREDHIPH TR T 25 G2, HEDAXY N7 —
YN SDBEEZITMNITRNESIZLTETIE, DXy N7 =205 OERIED /Ty~
MADTLBIL&PSIENTE, YATLDEF2) T BEE LTI EMHRET,

iptables DFE L WEiAIE, [Linux 2.4 Packet Filtering HOWTO |

http://archive.linux.or.ip/JF/JFdocs/packet-filtering-HOWTO.html

%, iptables D~ =27 )V (HAGE)

http://linuxim.sourceforge.jp/html/iptables/man8/iptables.8.html

ESZEIZLUTLEI N,
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http://archive.linux.or.jp/JF/JFdocs/packet-filtering-HOWTO.html
http://linuxjm.sourceforge.jp/html/iptables/man8/iptables.8.html

3.2 iptables DEAXRMERAEIT VY R

3.2 iptables DEARBEGAEITV K

3.2.1 iptables D#EHE

iptables TIXAHRIZIEU T, THEIWN—IVEGKT D [T — 7V NEHZINTWVE T, iptables
A9V RBRETTF—TIVERELRTNET— ) Tfilter] PEHINET,

£3.1 iptables &3 7 — T OESE
F—7NE& | B FzA>
filter NIy NTANE (F7ANN) INPUT/FOWARD/OUTPUT
nat NAT Jii PREROUTING/OUTPUT/POSTROUTING

QoS/SECMARK 7% EFReil /8w 284

mangle (iproute2 7 & % —#EIZ VW 3)

PREROUTING/INPUT/OUTPUT/POSTROUTING

Frh, TNENOT— TN IFATEDZF oA UARE->TEY, YOXA I VI TUH%

e ZlDFoarE2Mi>THREL T,

% 3.2 iptables IC&IT2F 1 v DFELE

a2 srEA

INPUT SYVEBIZASTL 38y MZHT3F o1V

FORWARD RYVERHTEZNTY MIHTRF oAV

OUTPUT O—HNI YV THERINZISTY MIRTEF o1V

PREROUTING NI WA TELGE, TSITEDONTY N2 BT D/20DF o1 v
POSTROUTING | /87w hDSHTITF L SIIEWMTZ-0DDF =1~

DS ZELENNTY N, FEVATAEOTOR AL ERI Ny ML T, &0
EOBRF A VT/NTY BB INTHS N2 FTOXIZRLUET,

Packet
=5 PREROUTING Routing INPUT Process
FORWARD
Packet
Process OUTPUT

www.lIpi.or.jp

B 31 Ny MPREBINhTWSF A VDIER
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B3 Eiptables ICL By b7 LY YT

RKIZ, BF A VIZBOTL—=IVEROTVEIET,

Iy MERF A VT, BEINEEE TN =V EHERLTHNE, LIy FUESEAICL—
IVTHRE I N WER ThNE T,

FTRTON=IZIYFURNPDNTY NI, FzA Y TEDT 7 A4V NDIV—IVIIHE> THL
HINET,

3.2.2 iptables a3~ R

iptables % &9 HEIZHEHY 5 37 > RiE, /sbin/iptables T3, Z O iptables ¥ ¥ RIZHk~
BATVavEDHT, HRDET—TN - FoA YV TOL—VEMEE - AL THEET,
iptables 1% > ROFEAKLRMHHEERIGRLUET, *!

% 3.3 iptables v NOEKXWRERFE—E

BE EEpuytl

=)L DEN iptables |-t table] -A F = ¥ J—IVOFM 4T a V]

V=L DA iptables [-t table] -1 1 ¥ b—I&ES]| V—IVOFM [A T 3 V]
NIV D& EHZ iptables [-t table] -R F = ¥ J—IVHFE L—IVOFEM [4 7> a V]
=)V DIk iptables [-t table] -D =1 ¥ L —I&EF ATV a V|

=)V DR iptables |-t table] -L [F =1 V]| [# 7Y 3 V|

F A YO —)VEHIF | iptables [-t table] -F [F =1 V| [ 7Y a3 V]

AT VEAYEY K iptables |-t table] -Z [F = V| [T > a V]

FHl1—YEHKF =1~ | iptables |-t table] -N F o ¥~

A—WEHEF =1 VHIBR | iptables [-t table] -X [F =1 V|

RV —3% iptables [-t table] -P x4 ¥ 2—=>v N [A TV 3 V]|

F A VHRIEE iptables |-t table] -E [HF = V% #iF =1 V%

ZOHTRIZE AT 20K -AOV—IVBN)/-D A7 ay OVb—IVHIR) &, -LA TV av
(V—IViEER) T,
3.3 CentOS6 LD/ vy 745 ) YT

3.3.1 CentOS6 L iptables 5%

CentOS6 O iptables i&. T 7 ANV M TEMIB>TVWET, B/IMEHKT CentOS 21 VA h—
VUEGEIZE, TORDESIZBR>TWET],

4 TTF—TNHEEBRLUGEICIE. T 74V RT filter T— 7 (37w M7 4 VR ) VU TIER) Bge5 5,
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3.3CentOS6 LD/ y hT4E )T

[rooté@loc alhost ~]# iptables -nL -

FIaUE FIFIWERID—(ZTOL—ILET v F LIEWMESIC, COIL—ILESERENS)
|‘CT¥. INF’UT](po\icg’ACCEPTO packets, 0 bytes)|

pkts bytes target  protoptin out  source destination
HFITVD 88 9668 ACCEPT all - * *  00.0.0/0 0.00.00 state RELATED ESTABLISHED - )
HNrwkic 0 OACCEPT icmp-- * * 0.00.0/0 0.0.0.0/0 =i}
HLT. 0 OACCEPT all -lo * 0.0.0.0/0 0.0.0.0/0 --- ii)
s 5 1 60ACCEPT tep --* * 00.0.0/0 0.0.00/0 state NEW tcp dpt:22 --- i)
JL— LA 0 OREJECT &l --* * 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-prohibited - )
FiliE NS

Chain FORWARD (policy ACCEPT 0 packets, 0 bytes)
pkts bytes target  protoptin out  source destination
0 OREJECT 4l --* * 00.00/0 0.0.0.0/0 reject-with icmp-host-prohibited - wi)

Chain OUTPUT (policy ACCEPT 57 packets, B525 bytes)

pkts bytes target  protoptin out  source destination --- vii)

3.2 CentOS6 ICHF2T 74 NRY > —

INPUT F =4 > (7720 biRY > —IiE ACCEPT)

—& EDIFT, state 28 RELATED, ESTABLISHED D /37w ~&, ACCEPT(# ) 272> T
WE T, RELATED IXBEF D #H TR L TWd /3w . ESTABLISHED I3 £ 8 5 M T/
TV RDORYEYBH o ZERIZELUTHE /N7y N T, IZLAZDNry M, ZITHAX
NET, state DEFHHIFERDEY TY,

% 3.4 iptables A< Y NOEAXRNRFERAE—E

INVALID Z Oy NMEIBERID G & BIfR L TR,

ESTABLISHED 2Dy ME BEBENGRIZ/IST Y RPN X -#ERICET 58
TV RTHD,

NEW ZONT S UWESR Z BB U 7200, BUGTIZIE/ Ny A% ) HLY X
NTWEWERIZET STy hTh b,

RELATED ZONRTY MO UWERZ BB L TS, FTP 7 —&izi%% ICMP
=D& HIZ, BEFEOEFICEBRLTNS,

icmp(ping A L) L TONRT Y ME, I E T,

#4576 lo(loopback) /8y MZBILTlE, RTHFAIINET,

ssh(BR— N&5 22 F) 12 UTH UDWEERARAE L 258 13 IhEd, itk SSHD
BENHFIINET,

RS DBEICE L Tk, /S b % REJECT () U, "icmp-host-prohibited" %38 U £ 9,

FORWARD ¥4 v (77 # /)L b RY > —id ACCEPT)
kDN ME, 2T REJECT(##) U, "icmp-host-prohibited" Zi& U &9,
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H 3= iptables IC&k BTy b4 LH YT

OUTPUT F x4 v (F7 4/ bRY > —I& ACCEPT)

OUTPUT F A VIZBUTIX, W=IVBEEL BN, T7AINVPOR) V—2EHEINE
9, 77 AN EDORY) V=% ACCEPT DT, OUTPUT /8w MZEEL T, &@T#HaTX N
i—é—o

Z 15 iptables DFEIL. /etc/sysconfig/iptables THEINTWET,

[root@localhost]# cat /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall
# Manual customization of this file is not recommended.
xfilter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:0UTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

3.4 CentOS6 T iptables %7

CentOS6 Tid. iptables DT % £ F 9 2 BRIZ iptables I ¥ ¥ RZ2 EEMAT D UHHICE
CUL/GUI DY =)V & {filld2 I &N TEEY, ZNTEYMHIC iptables DREZ LT T D Z
EMMTEET, BUF. Bl& LT Web ¥ — N2 AR 2B (http/https) DFEZ R TITE &
L&,

3.4.1 iptables A~ RTDHRE

B iptables DF%EWRELFE I VTS Jete/sysconfig/iptables 7 7 1 )V & [E#HET D Hik%
W|ALET,
http & Port 80. https & Port 443 % i U £ 9D T SSH (KT 3 HEAFDFHE % ZFIZLLTF OH
DESIZTNEDR—MINUTOHBEREZHFTTLLDICHET 7 ANV EEIHBAET, TO
. "/etc/init.d/iptables restart" % FEAT U THE T 7 1 N & HHiiA T2 Z & T Port 80/443 ~
%%‘WP SDERAF IR B T,

[root@wwwl ~]# more /etc/sysconfig/iptables
# Firewall configuration written by system-config-firewall
# Manual customization of this file is not recommended.

*nat
:PREROUTING ACCEPT [0:0]
:0UTPUT ACCEPT [0:0]
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3.4 CentOS6 T iptables & 7E

:POSTROUTING ACCEPT [0:0]

COMMIT

*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:0UTPUT ACCEPT [0:0]
INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
INPUT -p icmp -j ACCEPT
INPUT -i lo -j ACCEPT
INPUT state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
INPUT state --state NEW -m tcp -p tcp --dport 80 -j ACCEPT
INPUT state --state NEW -m tcp -p tcp --dport 443 -j ACCEPT
INPUT -j REJECT --reject-with icmp-host-prohibited
FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

[root@wwwl ~]# /etc/init.d/iptables restart

iptables: 774 7 U #4—JLIL—IL%&EER:

iptables: FTA % R!) > — ACCEPT ~NEXEF nat filter

iptables: EYVa—JLEZERY A L:
iptables: 774 74 —JLIL—I)LABERAH:
[root@wwwl ~]# iptables -nL -v
Chain INPUT (policy ACCEPT O packets, O bytes)
pkts bytes target prot opt in out source destination
48 3582 ACCEPT all -- = .0.0. .0.0.0/0

0 0 ACCEPT icmp -- * .0.0. .0.0.0/0
1 58 ACCEPT all 1o .0.0. .0.0.0/0
(0] 0 ACCEPT tcp * NONOE .0.0.0/0
0 0 ACCEPT tcp .0.0. .0.0.0/0
) 0 ACCEPT tep .0.0. .0.0.0/0
(0] 0 REJECT all .0.0. .0.0.0/0

Chain FORWARD (policy ACCEPT O packets, O bytes)
pkts bytes target prot opt in out source
0 0 REJECT all -- « * 0.0.0.0/0

destination
0.0.0.0/0

Chain OUTPUT (policy ACCEPT 31 packets, 4136 bytes)

pkts bytes target prot opt in out source destination

F/z. iptables ¥ Y REZEHMFHL TV —NLVP R V—%2ZBHTIHEEHITAHEL LD,
RO D & 5T iptables 1% ¥ R T Port 80, Port 443 25 U COHHDOER2FH T2 LD 4
V=& BIL £9,

[root@localhost ~]# iptables -A INPUT -p tcp --dport 80 -j ACCEPT
[root@localhost ~]# iptables -A INPUT -p tcp --dport 443 -j ACCEPT

[root@localhost ~1#
Chain INPUT (policy

pkts bytes target
151 11578 ACCEPT
RELATED , ESTABLISHED
0 0 ACCEPT

1 58 ACCEPT

0 0 ACCEPT

www.lpi.or.jp

iptables -nL -v
ACCEPT O packets, O bytes)

source
0.0.0.0/0

prot opt in  out
all -- * *

icmp --

all
tcp

22

destination
0.0.0.0/0
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H 3= iptables IC&k BTy b4 LH YT

NEW tcp dpt:22

1 60 REJECT all 0.0.0.0/0 0.0.0.0/0
-with icmp-host-prohibited ---- (1)

(0] 0 ACCEPT tcp * 0.0.0.0/0 0.0.0.0/0
:80 ---- (2)

(0] 0 ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0
1443 ---- (3)

Chain FORWARD (policy ACCEPT O packets, O bytes)
pkts bytes target prot opt in out source destination

0 0 REJECT all -- % * 0.0.0.0/0 0.0.0.0/0 reject- )
with icmp-host-prohibited

Chain OUTPUT (policy ACCEPT 23 packets, 2186 bytes)
pkts bytes target prot opt in out source destination

Z DIRFETIE Port 80/443 58D/ y MIFAIINEE A,

iptables TIZ/87w MIIV—IVDIEFZIZIH > CTIHMIX NE T,

ZDEEIE (2),(3) &\ o7z 80/tep, 443 /tep SEDFFHIMFEMI I N LD LT (1) D T2 ZETD
G Y F U2 25EI2IE 2T REJECT(HEA)] LWV —VaiHiiI N ET, TORRE,
FTRTONTY NREDOWRRT REJECTHER) SNTUEVWET,

INEF<IZIE, iptables D "-D"A TV avEHWTHENUOD (1) 2HIFRL., ZDHET (2),(3)
DN—I&EBM, T U THRBITHIBRLZ (1) Z28ML £9,

Tz &Y. 80/tep, 443/tep NDINT Y NIV —IVIZHRES THFAI I N, TSN D /Ry [
REJECT(#E®R) INd L5128 £9,

[root@localhost ~]# iptables -D INPUT -j REJECT --reject-with icmp-host-prohibited
[root@localhost ~1#

[root@localhost ~]# iptables -A INPUT -p tcp --dport 80 -j ACCEPT

[root@localhost ~]# iptables -A INPUT -p tcp --dport 443 -j ACCEPT

[root@localhost ~]# iptables -A INPUT -j REJECT --reject-with icmp-host-prohibited

[root@localhost ~]# iptables -nL -v
Chain INPUT (policy ACCEPT O packets, O bytes)
pkts bytes target prot opt in out source destination
2014 152K ACCEPT all -- «* * 0.0.0.0/0 0.0.0.0/0
RELATED , ESTABLISHED
0 0 ACCEPT icmp -- * 0.0.0.0/0 0.0.0.0/0
1 58 ACCEPT all * 0.0.0.0/0 0.0.0.0/0
0 0 ACCEPT tcp * 0.0.0.0/0 0.0.0.0/0
NEW tcp dpt:22
3 180 ACCEPT tcp .0.0.0/0 .0.0.0/0
t:80 ===
0 ACCEPT tcp .0.0.0/0 .0.0.0/0
t:443 -—-
0 0 REJECT all .0.0.0/0 .0.0.0/0
-with icmp-host-prohibited

Chain FORWARD (policy ACCEPT O packets, O bytes)
pkts bytes target prot opt in out source destination

0 0 REJECT all -- * * 0.0.0.0/0 0.0.0.0/0 reject >
-with icmp-host-prohibited
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Chain OUTPUT (policy ACCEPT 272 packets, 29973 bytes)

pkts bytes target prot opt in out source destination

72720, EROBELZTITEY —N2HEHIVAZGEITEENG SHINELA, LD kD
IZ /etc/init.d /iptables save 25179 % Z & T, BAED iptables DIEHA /ete/sysconfig/iptables
Ty A, RIEY —N% B X 55128 iptables THRE X N/ H#ATE] X ikath
5&DITHY ET,

[root@localhost ~]# /etc/init.d/iptables save
iptables: 774 7 U4 —J)LDIJL—I)L% /etc/sysconfig/iptable[ 0K 1 H:
[root@localhost ~]# cat /etc/sysconfig/iptables
# Generated by iptables-save v1.4.7 on Fri Feb 15 23:21:58 2013
*filter
: INPUT ACCEPT [0:0]
:FORWARD ACCEPT [0:0]
:0UTPUT ACCEPT [859:70467]
INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT
INPUT icmp -j ACCEPT
INPUT -i lo -j ACCEPT
INPUT tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT
INPUT tcp -m tcp --dport 80 -j ACCEPT
INPUT tcp -m tcp --dport 443 -j ACCEPT
INPUT -j REJECT --reject-with icmp-host-prohibited
FORWARD -j REJECT --reject-with icmp-host-prohibited
COMMIT
# Completed on Fri Feb 15 23:21:58 2013
# Generated by iptables-save v1.4.7 on Fri Feb 15 23:21:58 2013
*nat
:PREROUTING ACCEPT [8:480]
:POSTROUTING ACCEPT [122:7374]
:0UTPUT ACCEPT [122:7374]
COMMIT
# Completed on Fri Feb 15 23:21:58 2013

3.42 CUIY—ITODEE

CentOS T, iptables 3% Y REHAWTIZ, £ o LHHIINTY N7 4R ) VIO ERZEH
T2 EMTEDY =) (system-config-firewall) BHEINTVWET, 9. CULY— IOV A
ZHIAL £,

root 77w M T, yum 37 Y R%ffiv system-config-firewall-tui /3 7r—Y% 1 > A h—)b
L&Y,

[root@localhost ~]# yum -y install system-config-firewall-tui
Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile
c6-media | 4.0 kB 00:00 ...
Setting up Install Process
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Resolving Dependencies

--> Running transaction check

---> Package system-config-firewall-tui.noarch 0:1.2.27-5.e16 will be installed
--> Finished Dependency Resolution

Dependencies Resolved

Installing:
system-config-firewall-tui noarch 1.2.27-5.el6

Transaction Summary

Install 1 Package(s)

Total download size: 37 k

Installed size: 59 k

Downloading Packages:

Running rpm_check_debug

Running Transaction Test

Transaction Test Succeeded

Running Transaction
Installing : system-config-firewall-tui-1.2.27-5.el6.noarch
Verifying : system-config-firewall-tui-1.2.27-5.el6.noarch

Installed:
system-config-firewall-tui.noarch 0:1.2.27-5.el6

Complete!

DY =TTy " T4 NVE) VTOBREEITVET,
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root 7 777 ¥ b T"system-config-firewall-tui" %5179 5 &, KD & > RFEHEMEN R R I N
i j—o

root@wwwl:~

J7TILF) WEE) FJERV) BR(ES) WRT) ~ILTH)

fig-fir L1

e R E—————

—LEAMNICTBEETCOEEEERLET,
—LEBHCTBIEETCOERAFASNS

<Tab>/<Alt-Tab> between elements | <Space> selects | <F12> next screen

B33 CUIlY—IICEDT 747D +#—ILEETE

ZIZT THARTA R 2%RT DL, INPUT IZHUTON—IVERHETD N TEIET, 2
ZTIE TEDER—=MADH UL, VY ETHAIND D] 2BIRTDILIZRY) ETODT,
TWWW(HTTP)| & %22 WWW(HTTPS)) ##iR$ 5 Z LIk, Port80/Port443 ~dD 4t
S DRI IND LD BRY) 9,
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root@wwwl:~

27 JL(F) ﬁim FTR(V) EBRE(S) WRT) AILTH)

L= =

Y—EXREETEBINEEBTZZ
S v kg il B A i B TR

[ 1 TFTP
[.1IER 251 P

[*] NG

[ 1] %Yy RDO—JHROZS 7Y (IPP)
[ =8 =SB O == (IEEY

[ 1 YILFF+ 2~ DNS (mDNS)

3.4 CUIY—ILIC& BEE LAY —E R (HTTP)

root@wwwl:~

7 -TIL(F) Hi(E) ﬁ‘r(\f} BR(S) AT ~ILTH)

L EY—Ex |

MEBETEBIHNEEBTEET., EELRE
w0 —0me PO CEE T,

2
2
b2 = HHIRlY = = (1)

T
F %+ 2 DNS (mDNS) ]
=
i
1
)

<Tab>/<Alt-Tab> between elements | <Space> selects | <F12> next screen

35 CUlY—ILICk BEHE L 74— E &R (HTTPS)

343 GUIY—ITDEE

CentOS TiE, GUI Y —)V&ff>T CUI &) &L fEi#IT iptables DFFEE2 T I LA TI X T,
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3.4 CentOS6 T iptables %7€

ol

root 7777 M T, yum 1% KT system-config-firewall /3w r—Y% A Y A M=V LU £,

[root@wwwl ~]J# yum -y install system-config-firewall

Loaded plugins: fastestmirror, refresh-packagekit, security

Loading mirror speeds from cached hostfile

c6-media | 4.0 kB 00:00 ...
Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package system-config-firewall.noarch 0:1.2.27-5.e16 will be installed
--> Finished Dependency Resolution

Dependencies Resolved

Installing:
system-config-firewall noarch

Transaction Summary

Install 1 Package(s)

Total download size: 119 k

Installed size: 577 k

Downloading Packages:

Running rpm_check_debug

Running Transaction Test

Transaction Test Succeeded

Running Transaction
Installing : system-config-firewall-1.2.27-5.el6.noarch
Verifying : system-config-firewall-1.2.27-5.el6.noarch

Installed:
system-config-firewall.noarch 0:1.2.27-5.el6

Complete!

ZODY—=NVTNTY NT4NVA) VY TDOEERITVET, —fDT 717~ b T"system-config-
firewall"%# F479 2 &, KO & > IZEEHET & root 7Y hDI/SAT — R AT OHEEH»FRRI N
i—é_o
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.
& [# File Edit View VM Tabs Help [& G| EEG| I
P (E) ZJvar (L) ALJ (H)

=B X

L] CentOS6_-wedb & &

B ) & COTOYTS LIGHHLDY AT LOBANE T 7 P—
B 1 e BO— P 2 —BREEFRILET.
EETPAT7—D2—LOBEELIZLDESIE, FTR
EECE N | CCTEOY—ERPERTESNEERTETE T, EELEY—ERBETORZ PR Y k EEEBLTLIEEL, LOLCOY—LESEEONS

ZOHOE— - D—ORE PO RTEET, LEEEO-RI3CERTEMC EEBRLTHUTS
— | BEV. BERERCOV-ILEFOTUEOUSE, FIEX

ERLETYI =011 a2 v | R—k~/FOR3IN conntrack ~ L/ i— TOEERTATEONET . FERTOREEEERVE
VAAL=F 1w 0 Amanda /iw 57w F557> - 10080/udp amanda SHOWOHSIE COTOTSLEBBALENTIET L,
H—hIATI—F 1 V5| 9101/tcp, 9102/tcp,

[ Bacula
ICMP 71 L5 = LR A TTIT—07 - UREERATBMICF T v OB
AZE L= O Bacula 251 Pv 9102/tcp B NHNTLRESL,

] DNS RE

- BALB(C

O FTP <)

7 IpPsec 5 IPATOA—IDBREOHDA

] NFS4 J BEBERR, BENMETY,

[ OpenvePN BEFF VT -3 VHREDBEETD ¥ a VERTLE

O RADIUS SELTVEY, COPHY 3 VERTIBIEIR root #ER

ELTORMDABICEDTT.

) Red Hat Clster uite otonzo-ke: [ ]

L 5 M BEET—EIADT I IOFHE
C—— >) |

TP T—a—LEFENTT, BEENZSAIL b B

| #Froe© || BEIBW |

3.6 system-config-firewall IZ& 7 %/3 27 — REEER

2D —)T, iptables &/KZER), 2T ERZY, HIMPVREELTDHIIENTETET, &
B, ZOYV—INTEHREZLEHLZEDERMT D12, W—IVEERD TEH] K&V E2HTHERD
DET, NHMA AV EMTEREERMTINE D NOMREIA T AT BRERRINET,
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3.4 CentOS6 T iptables % E

"] IPAP—D1—LORE - o x
IPAW(E) FFvar (0) AT H)
mEc e hE Bo-F | ER
| EWERATS |

=3 system-config-firewall x

A [BOIORSVEDUSTBE, BEDI PITP— 71—
1N WEEELMELET. XULCCOMFELEVTTO?

y N

H—E20) iptables & & U ip6tables 5% > TV S
RBIBOESNLELLSICLTLES L.

wizM || Bum

C— )

DA F— 2= TT.

(EESNFLR)

GNU Image Manipulation Program

3.7 system-config-firewall IZ& F % & A DR

IR, BEZEITOV T A= a— % MHHEICHIAL £7,

EFELLY—ER
ZITEDY—ECAWEETEI 02 EBIRTEEYd, BRUAZY—ERIZHLTIE, §XRTOK
ARNWET IR ATEIENTEET,
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ITPAT—03—ILOEE oI

BRE 7 R BA BO-F fisn

CETEOY—ERMEMTE3NERRTEET. ERLET—EREZETORR MRy D—
ZDOMEOFE— 5PHEATEET,
e e Y-z v | f—r/FORIW conntrack AL~ |2
VANL=F <2 [ SSL t@ IMAP 993/tcp
F=rT2T=Fr 2510 ssi ko POP-3 995/tcp
ICMP 7+ JL5 —
- DS v TR BIER petblos ns
[J samba 5517k~ 137/udp, 138/udp netbios_ns
] TFTP 69/udp titp
O TFTP #5172 tftp il
WWW (HTTP) 80/tcp

O =y k2—2ERIZS+ 7>~ (IPP) 631/udp
O xwy Ro—2HRBIT—/i— (IPP) 631/tcp, 631/udp

O %JLF+ 2k DNS (mDNS) 5353/udp =
O X=Ju (SMTP) 25/tcp

L2 WWW (HTTPS) 443/tcp

O v e 16509/tcp

O (R38R (TLS) 16514/tcp e

- = I\ BEEY—ENOTIEIAOBEAT 3.
(< I——— ) | T

IPAP—2—)LFREWTI. (BEShELR)

3.8 system-config-firewall DfEfEL 7 —EX—&

ZDfDR— bk
TRTDBFARRRY T =V T VR ATED I EMNBEZBEMOFR— N, K— ~OHFH
ZEMTE £,

r

= TP T4 —LOKE =S
P (F) FFwav (0) AT (H)

HBIET T R B8E WA BO-K SR

{ERLEY—EX STORZRPRY RD—ONETIEITESRC EHBBEEND T — R, F—OBEE

bl | ST

ERLETYI=T17|| | f—r v | FORIN | B-E2 emw |

YANL—Faod

H—kEeFaka x
F—bD2I—F VY & :
ICMP 7o IS — —ENSIVRU—EBRIBM, FoOLTATH—RE
FORILEADLTLLE L.
NZB L= _
F—kv|ZORJL | 9—EX E‘
- r RS
5 tcp rie
5 udp e
7 tcp echa
7 udp echo
9 tcp discard
9 udp discard =]
() | 2490
TP FP—2 4 =3B T,

F0UIUD)

omok@wwwl:~/Ipi Image Manipulation Program - o X v—,

3.9 system-config-firewall (28 (F % DD R—
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3.4 CentOS6 T iptables % E

ERELEAVY—T AR
CITERUSAA VI —T A AN UT, YVATAZINT 2R ATEIBL VWS HZDIFTRZ
EMTEET,

= FPAF—04—LORE -8 x
2P (F) FFwav (Q) AT (H)

B 4 S [ ]

BEH e @R BO—F L
EELET-EX 2TOTIYI—TTRAHEMTESELS, YRFLIEINTILITEBHEDI S,
ZOMOF— zal 1Y —TT1R v | B8 | BmA)
[REE =l _r"\ eth+ -- Eeth+ 712 --
:,szij—fij\ . O ippp+ -- & ippp+ TR --
A=k 24— I - - & isdn+ FHAR -
ICMP 57 JL7 — O ppp+ - 2 ppp+ TR -
AR5 LI 0 tun+ - 2 tUn+ FHRTR -
O wlan+ -- 2 wlan+ F/i42R -

1YH-Tz1R

—BHSIVFU-ZEBRTZN FOLTATIYI—TITRE
ABDLTLES W,

e S e e 4

L g o s i
[;«yﬂmg

L=l
2PIUE) WEE BRE %FV) EROD LP-L 80 Y-D T SR D YEIM) ALF(H)

GNU Image Manipulation Program - 0 x

3.10 system-config-firewall D{EFEL7z1M V¥ —7 =14 RAKRR

RNAAL—T4 VT
IPYAHL—R%Z175 NIC 238IRT DN TIET,
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r

== TPAFP—OA—LOEE -
FPAW(E) FFvar (0) ALF H)

IR 1 iR EE  BO-—F fsh

EELET—ER

RRAL=F+ I LDO0-HIRY R D=0 1Y H =Ry R EBEIL TUSHRR R oIL—
EOMOT— H—ELYRPyITRCENTEET. BEEOO-AILRY RT=D(F1VF—Ry RS
EBELECYI—T T BRRF, TYI—RUFLEO—DOFRELAICRRAET. VIAL—F+5(d IPvA OHT
L 7.

| 22N —FTBEICA VI =T TTRIEHEDITB.
=k DA D=F 7 24

ICMP 7 ¢ b5 — i ES lS Eme)
EECIN eth+ - 2 etht F/TZ - &
[ ippp+ - ®ippp+ FIITR --
0O isdn+ - % isdn+ FTR -
0 pept — 2 ppp+ FIAR -
0O tun+ — 2 tun+ FHTR -
O wian+ - 2 wlant+ F/AR -
& L LSRR x
_| —ENSIVRY—EBRIBN FoLFATTIVI—TI1RE _
f\ Y2EV=T anLTerRn, #ic
G = | & mozs,
g mp
TP T—a—LIEENTT, (EEINE

W]
fY5—JI1R: [ |

[ +vven© |

GNU Image Manip{E=BEUE

3.11 system-config-firewall D¥ X h L —F 1 ¥ F&R=

i NVE SR b 27
FBEUZNIC/A—NMIA-TELLDE, JIDOKRA N/ AR—MIEETDIENTIET,
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r

(=] TPAFP—OA—LOEE - 0o x
FPAW(E) FFvar (0) ALF H)

IR 1 iR EE  BO-—F fsh
EmLET-ER O-ALYRF LOBEER— D 5ESH— kA, ELKRBO-ALIRTLASMOTRF L
FDOMOT— ADTAT—RIYEY—DEN. EH. MDY FLANTFT—REEDTYE—TITR

EBELEAYI—T T HIPYZOL—BEESNTUBHOHBENTT . R—FT2T— R IPvA OHTT,
PRAL—F 1 vH AYH—=TJ1R~v FORINL  H—F  BEFPRELR EH = || ENKA)

ICMP = 1 L5 — = R—bkT720—-F 194 x

NRZ L= BEECHUEEDRERAOE T3 VERIRLT
ETL.
ED T

SUB—T T [eth+ -d

ZFOR3N: [tep | C |

H—k: | 80 | @)

sk
(i T>) | N O- 17277« Y IEERICT B, K= EH

FEDF Ao CHFY— M~ + LR SEITUFL
FPAP=02—UEHHTT. EEINELR .
O 0O-ATx0=5 125

MDH— kDT 2 D— 1

IP 7 ELZ: [ 192.168.0.100

#—: | 8080 @1
A VE-FYRFLOREHR—FERITBC BB

xrven || oko) |

GNU Image Ma

3.12 system-config-firewall DA R— bk 7+ 7—F 14 ¥ J&RR

ICMP 7 14 L% —
ICMP DJt& % IR 2 Z N TEET, T 740 M TIREHR (TRTOREZRT) IZ8>T
WET,
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= TPAFP—0x—LORE
IR (E) FTFvav (0) ALF H)

B J B [
ARIEA 1 8 bz R m Rt R
EmLET-ER ICMP (Intemet Control Message Protocol) (3. E(ckykT—2 MO IVE1—5MTT
EOMOT— S—AwC—IERETIOICEATNETHR, HB(CF ping DERPIGELE DIFHEA vE—
ERLErys—T || JICERATIET.

o2 s || —BADEEENBAE ICMP 5 TEY—ULEY. EOBINTO ICMP 51 TET 71

. )| POz —LOEBBREEIENET. FI2IETEEMBRICEOTUET.
R=rTAD=F 14

[ IcMP 5 ¢ ICMP 517 v JORILSAT
PRELN— fg T8 (pong) ipv4, ipvé
Ulza-mss (pong) e
D|coxve-oi TI-#R ~OBETT. r
O S A—5hiE ipv4, ipvé
O L=5—PRRETXAT ipv4, ipvé
O —5—28 ipv4, ipvé
O smElicEETEEEA ipv4, ipvé
O smEs ipv4, ipv6
O rngesd ipv4, ipve

()
TPAP—0xa—L3ENTYT. EBEINFELR)

GNU Image Manipulation Program

3.13 system-config-firewall ® ICMP 7 1 JL% —%KkR

AR LIL—I
ORI F=TNELERELT, HOLUOXABUTHD 74 NVZIN—ILDT 71 IV%HH
AN TEET,

4
el
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= IPAP—D1—LORE - o x
FPAW(E) FFvar (0) ALF H)

IR 1 iR EE  BO-—F fsh
EmLET-ER T P—# —JUICENIL—VE BT BTz, NRELIL—ILT 7T LEBMATS. RS
EOMOT— LIv—=IUET 7 2 U ~DIL—ILOEICBNE S, 27U iptables THRELERET G
EEL ks —T | | HEEBEN.
PRAL—F 1 UH 817 ®/| TPTILER ‘ki&fﬂ(&)
H— kDA T—Fr 5| IYRU—0i
ICMP 2 1 )L —
EEE :

& NRASLL—NI PN x

FORANBT, FRAPIA—NT—T
LELVIL—LESTI7 T ILEBRL TS
e,

Joraws<: ipva |

I A F—S2—5—F): | mangle | & |
‘ 5| & TP | (L) B srEmmLTZE,
I > S 5

TP P— 07— LB TT] [#v2t© |

GNU Image Manipulation Program

3.14 system-config-firewall D5 2 ¥ LIL—ILERR

INSEDA=a—%H LT iptables DIV—IVE W ARSI A AXTEET, WAZIYA ALEE
EECT S 201030 TEA ARV EHLTI 230,

344 Jw&IC

Y—=NERAMTIEI, A VAR—NINTVWEBY T hebR{Tdebiz, Ty 710
ANV T R4FDZeiFeFa) T4 2REOODOREKRNRT I = 7 TT, FIZ iptables (5
IZERETEDY —IVED ARINTES Y S A ST Web it HR EDOERIFE £\ 2d, O
iptables DFEEZ G U TY —/NOFEANRF) ZEOH T ZIN,

www.lpi.or.jp 36 (C) LPI-Japan



R4E
SELinux

4.1 SELinux #i=

SELinux %, 2000 EiZA—TF Y =2 UL TAMIN, BIETIRIZFLALDT A AN Ea—
YAVIZT I AN P THARENTVD X2 ) T4 EYa2—NTY, ZOKEEZENITHII L
IZ&V@EE D Linux O7 7 € AHl#H (rwx % uid/gid 12 &3 7 7 & AHI#) 12412 T SELinux T
DT 72 AKIEBFHTE £T., 2D SELinux TOD 7 7 & AHI#IE root &2 & DREHEL—Y TE [0
G D Z L MTE RV T 7 2 A1 (MAC: Mandatory Access Control) TH 27zt FaV
T A EREICT S I EAAEETT,

SELinux 3 Yt 7 hOHERPF L VEIIIBEI U Tk, B4 & Web 1 hIZFE % O FA°
BRINTVWET, ThHEFOBHZIILTLIEI N,

411 SELinux 28MICT2EES2HH

CentOS 1 VA M—)L9 % &, RHCHLRINIZIANIZ URWERY 77 4 )b b T SELinux 23A %512
BOoTWET, HEDY AT ADEKT SELinux BERITR > TV B 0L "getenforce” Iv > R
THERTE £, "getenforce" 2 vV R % FEIF L 2FEH "Enforcing" % "Permissive" &3&-> T <
5354513 A7 5 ET SELinux BEMIZE > TWET, "Disabled" 3E->TL 358 F Y AT A
T SELinux &R > TV E T,

[omok@cent64 ~]1$ /usr/sbin/getenforce

Enforcing

SELinux 2 H%IZT DL, §RTOT 74NV V7Y MgEDV) Y — A (object) 70L& A
(subject) (Zi@H @ rwx % UID/CGID &IZHIC T3 ¥ FF A b (contexts)] &IFENS £ D5
INET, ZOAVTFANMIUIATOBAFBHEEL £9,

o 11— (user)

e I—)l (role)

o X1 7 (type) - 7O ADHZEIIIFHZ TRAS V] LEED

e MLS(MLS) -- % Multi Level Security 22t TE 2 2%, @HEDY AT ATIEH E D
bhgn
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4.1 SELinux &

IVFFAMIINSGDHAFICE>T" 2= 0 —)L: &+ 7:MLS L L"D & 5 IZHERL X T
WET, ZOFTE O a—YEA TV 7 M ERRET DL DN S YT SELinux Tl
KEERA T/ RAL U THBMI DR ¥ — (T 72 ABIHORE T 71 V) IZHDNT
T U ARSI O TV ET,

fle LT, CentOS 6 TOMAI T2 A TAHAEUL &5, BfE, 1FLA LD I~V Y RH SELinux 4t
IZRS>TWSAdaAvy REFEFTIEIC-Z"A T a v % D15 Z & T SELinux O#AIF2H 5
NdESITHE>TVET, 77107427 MVIZBELTIX"ls -12"L§ % Z & T SELinux ® 7
Nk B ZENAEETT,

[omok@cent64 ~1$ 1ls -1Z /home
. omok omok unconfined_u:object_r:user_home_dir_t:sO omok
1s -1Z /tmp
omok unconfined_u:object_r:user_tmp_t:sO keyring-GvTOhe
gdm system_u:object_r:xdm_tmp_t:sO orbit-gdm
omok unconfined_u:object_r:user_tmp_t:sO orbit-omok

gdm system_u:object_r:xdm_tmp_t:sO pulse-Nzl1likYbh0Yz
omok unconfined_u:object_r:user_tmp_t:sO pulse-zkowinrYCWfA
omok unconfined_u:object_r:user_tmp_t:sO virtual-omok.NNlWxt
omok unconfined_u:object_r:user_tmp_t:s0 virtual-omok.fhsxDC
omok unconfined_u:object_r:user_tmp_t:s0 virtual-omok.fqPCvR
omok unconfined_u:object_r:user_tmp_t:s0 virtual-omok.zpvN3k
root system_u:object_r:root_t:s0O yum.log

TR AZEUTIE, "ps-axZ"e§H LT, ETHRLAD RAAS VIEFRE LD Z N TS ET,

[omok@cent64 ~1$ ps axZ

LABEL COMMAND
system_u:system_r:init_t:s0O /sbin/init
system_u:system_r:kernel_t: [kthreadd]
system_u:system_r:kernel_t: [migration/0]
system_u:system_r:kernel_t: [ksoftirqd/0]
system_u:system_r:kernel_t: [migration/0]
system_u:system_r:kernel_t: [watchdog/0]
system_u:system_r:kernel_t: [migration/1]
system_u:system_r:kernel_t: [migration/1]
system_u:system_r:kernel_t: [ksoftirqd/1]
system_u:system_r:kernel_t: [watchdog/1]
system_u:system_r:kernel_t: [events/0]
system_u:system_r:kernel_t: [events/1]
system_u:system_r:kernel_t: [cgroup]
system_u:system_r:kernel_t: [khelper]
system_u:system_r:kernel_t: [netns]
system_u:system_r:kernel_t: [async/mgr]
system_u:system_r:kernel_t: [pm]
system_u:system_r:kernel_t: [sync_supers]

[
O © 00 ~NO Uk WN -
NN N N N N N N N Y N Y N N Y N N N

e
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S
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4.2 CentOS T® SELinux &Y —IJb

TR U2 & 512 SELinux @ 7 7 2 AHIEIEE % D7 7 A )b/ T ax 2 MEI N T2
MPIZEoTIFONTVEY, ZOT7 72 AREZTINV—NVOMHE THR) Y —] LiFEhE
F, KV ¥ —IF iptables DIV —IVD LS ICEHET D Z L EHTEETA CentOS DT 7 4 b Tl
"Targeted RV ¥ —" L WS ZLEHEEEMAM TN T Y ABRMNZEDNRHAINTVET, TIT
ZORY) Y= BB U THET D 2 EMRMAEIC L > TIRBIEFE AR SELinux D AR A X
HIETY,

FHZEEZOR) V=2 BBEI AR XT22 6 TEETA. CentOS5 ML CUI/GUI O
W)V CRIBIZERET D Z LA ABETT,

421 CUI'Y—JlL (semanage)

RHEL5/CentOS5 7 53 EMI /2 2% Y RTY, man ~*—YIZ"SELinux Policy Management
tool" BT HDZ oM 3iEY, SELinux (T4 LRTEITO LN TEET,

ZOAXYRIE, TIANRITIEA VA R—IINTEST, "policycoreutils-python" /Sy 7 —
VIZHEENTWET, policycoreutils-python /8w 7 —id root T yum 37 Y R&EHWTA VA
M=V TBIENTEZET,

[root@cent64 ~]# yum -y install policycoreutils-python

semanage IV Y RIEY AT A LEDRDEH%ZHIHTE £,

e SELinux ® ON/OFF

¢ I AN/ TAVZEVIZHLTOEFaAY T AV THRAN (A—Y:0—):Z A T:MLS)
DL

o I—HIIWITZFa) T IVTFAMDEN YT

o (VA —=Tx—A, R—bREFY MNI=JHVIZEALTOEF2Y TV TFANDHE
DT

e boolean(#if) ™ ON/OFF

semanage IV Y RCHIITE2HAIZ, man IX¥ Y RTRRINDEZ Y =2 T I)V¥"-—help" A 7/
VaVTRRINDMATGERLIZHRHMINTVET,

[root@cent64 ~]# semanage --help
/usr/sbin/semanage:

semanage [ -S store ] -i [ input_file | - ]
semanage [ -S store ] -o [ output_file | - ]

semanage login -{al|d|m|1|D|E} [-nrs] login_name | %groupname
semanage user -{a|d|m|1|D|E} [-LnrRP] selinux_name
semanage port -{a|d|m|1|D|E} [-nrt] [ -p proto ] port | port_range
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semanage interface -{a|d|m|1|D|E}

[-nrt] interface_spec

semanage module -{a|d|m} [--enable|--disable] module
semanage node -{a|d|m|1|D|E} [-nrt] [ -p protocol ] [-M netmask] addr
semanage fcontext -{ald|m|1|D|E} [-efnrst] file_spec
semanage boolean -{d|m} [--on|--off|-1|-0] -F boolean | boolean_file

semanage permissive -{dlall} [-n]
semanage dontaudit [ on | off ]

DU B

type

4.2.2 GUIY—JL ("SELinux Management"/system-config-selinux)

RHEL5/CentOS5 2> 538X 17z,

SELinux D% E%472 % GUIY—I)LTY, ZOY—IET

T ANV BNTIEA VAN INTEST, "policycoreutils-gui" /3y r —IIZEENTVET,
policycoreutils-gui /Y 7 —Yld root Tyum AV Y REZHWTA VA N—ITBEIENTE

9,

[root@cent64 ~]# yum -y install policycoreutils-gui

THZENTEET,

4B PFUT—Tav B B HE
B >

policycoreutils-gui I, GNOME A=a2—® Y 25 A] — ] — [SELinux Management |

oo ) B}  8A18H (1) 18:24 omok

= s
N

AT
ZOIvEa1—3IDUT
EEOOY 2

omok MOS 7S k..
Iy kgL

T n—z=nosvvayys
& v—Ex=

= ok rorn/ERE
B UTRT T PER

B orr7—a—ib

S A=Y= HI—7F

O BrcrEn

S mm

*BIMFEBE-2.0 (RGB, 2B L ¥ —) 1024x768 - GIMP & v—RvsR x

| [omok@cent64: ~] [ *ZFRFRERE-1.0 (RGB-- | I *&FnKE2E-2.0 (RGB,

D =

4.1
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Z DY =) TIx CUIL Y —)L®D semanage £ [d U <XDEHZHETE £,

e SELinux ® ON/OFF

¢« I7ANSTALZEVIZHLTOEFaA) T IV THFAL (Z—HF:B—): &1 7:MLS)
DEH

=PI THEFa )71 AV TFAMOEY YT

o VA —TJx—A, R—hBEXY NI—=FRDIZEALTOEF2Y T4V TFAMDE]
4T

boolean(#ik) ™ ON/OFF

o )Y —EYa—)LHEAOD SELinux DAR,/ &% (Permissive)

TPrILSRUET
A—HF=FwE 4
SELinux 1—H— O & romEesHT) S~
FwbkD—=01F—~

RUD=FETa—)b

FOEZRATY

[} SELinux HEE - 0O x

TP IUE) ~ILTFH)

A|R: URF LT T A OBEIE— [HE & ]
. _
T—U T Vil REOHHE—F s |

AT LTIAIEOFRY -5 1T | targeted < .

4.2 SELinux Management IZ$ 17 2 2B O EE
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SELinux 2% - O x
T7TIWE) ALTH)
iR Ir)

e 3 o

TTICE AZELE Ovoga ..

TEAISAU LG S5 — [ ]

A—F—TwEwsd

SELinux 1—*+— Active | Module ~ | Description Name

EST ok e o S SHEE_CSve - S - SHEE_Cve {

HUD—ET -1 O abrt Allow ABRT to modify public files used for public file transfer servi abrt_anon_write

SO A O apache Allow httpd to access cifs file systems httpd_use_cifs
apache Allow Apache to communicate with avahi service via dbus httpd_dbus_avahi
O apache Allow apache scripts to write to public content. Directories/Files n allow_httpd_sys_script_anon_wr
O apache Allow httpd to read home directories httpd_enable_homedirs
O apache Allow Apache to use mod_auth_pam allow_httpd_mod_auth_pam
apache Allow httpd cgi support httpd_enable_cgi
O apache Allow httpd to run gpg in gpg-web domain httpd_use_gpg
O apache Allow HTTPD scripts and modules to connect to databases over thi httpd_can_network_connect_db
O apache Allow httpd to act as a relay httpd_can_network_relay
apache Unify HTTPD handling of all content files. httpd_unified
apache Allow httpd to use built in scripting (usually php) httpd_builtin_scripting
O apache Allow HTTPD scripts and modules to connect to the network using httpd_can_network_connect
apache Unify HTTPD to communicate with the terminal. Needed for enteri httpd_tty_comm
O apache Allow Apache to modify public files used for public file transfer ser allow_httpd_anon_write
O apache Allow httpd to read user content httpd_read_user_content
O apache Allow httpd to access nfs file systems httpd_use_nfs
O apache Allow Apache to execute tmp content. httpd_tmp_exec =

S ———————————)
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FRTILE) AT
MR
e
T-UTE
A=F=TwEVST
SELinux 1—%—
R kI—OF—k
FUD—ET -
TOEARATY

SELinux BBE - B X
+ [& ] 8
e ZFONRF IR H25 L6

Sus— | |
271 Selinux 27

g IFPAINETT 517 i
! root_t:s0 directory

A default_t:s0 all files

N+ etc_runtime_t:s0 regular file

N.autofsck etc_runtime_t:s0 regular file

Iv.autorelabel etc_runtime_t:s0 regular file

.journal <<None>> all files

N.suspended etc_runtime_t:s0 regular file

fa?quota\.{user|group) quota_db_t:s0 regular file

afs mnt_t:s0 directory

/bin bin_t:s0 directory

fbin/.* bin_t:s0 all files

/binfalsaunmute alsa_exec_t:s0 regular file

/bin/bash shell_exec_t:s0 regular file

/bin/bash2 shell_exec_t:s0 regular file

/bin/d7ash shell_exec_t:s0 regular file

/bin/dbus-daemon dbusd_exec_t:s0 regular file

/binfdmesg dmesg_exec_t:s0 regular file

/bin/fish shell_exec_t:s0 regular file

/binffusermount fusermount_exec_t:s0 regular file

/bin/hostname hostname_exec_t:s0 regular file

/binfip ifconfig_exec_t:s0 regular file [~
I ——————————————————' »)

_ |
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FRTILE) AT
MR
e
T-UTE
TIPSR T
A=F=TwEVST
SELinux 1—%—
FUD—ET -
TOEARATY

SELinux BEE - B Xx
+ B = F &
e ZFONRF IR S—78/E D25 L6

Jnm— | ]
gf;“m_h v Oraw tfwcs =k i
afs_bos_port_t udp s0 7007

afs_client_port_t udp s0 7001

afs_fs_port_t udp s0 7000

afs_fs_port_t tcp s0 2040

afs_fs_port t udp s0 7005

afs_ka_port_t udp s0 7004

afs_pt_port_t udp s0 7002

afs_vl_port_t udp s0 7003

agentx_port_t udp s0 705

agenbx_port_t tep s0 705

amanda_port_t udp s0 10080-10082

amanda_paort_t tcp s0 10080-10083

amavisd_recv_port_t tcp s0 10024

amavisd_send_port_t tcp s0 10025

amgqp_port_t tcp s0 5671

amqp_port_t udp s0 5671

amqp_port_t tep s0 5672

amgp_port_t udp s0 5672

aol_port_t tcp s0 5190-5193

aol_port_t udp s0 5190-5193 )
g———— ———————— ———————p)|

_ |
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B SELinux EEE - B X
FRTILE) AT
MR |—_‘ + = @
i ¥R BN B  EEERMICTS
T-UrE
TRANSRU Y Tos— | |
ATmYvEYs ESa-E v Hi-Yay i
SELinux 1—t— abrt 1.2.0
ki accountsd 1.0.0
ada 140
TOEIRATY afs 153
aiccu 1.0.0
aide 1.5.0
aisexec 1.0.0
amanda 1.12.0
amavis 1.10.3
amtu 1.2.0
apache 2.1.2
apcupsd 1.6.1
arpwatch 1.8.1
asterisk 1.7.1
audioentropy 1.6.0
automount 1.12.1
avahi 1.11.2
awstats 1.2.0
bind 1.10.2
bitlbee 1.21 L
hlnstanth z 99 (]

I

K 4.6 SELinux Management ICE 2R Y—ETa—IL—8&
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4.3 CentOS 6 T® SELinux M&HzE

P SELinux H§EE - ° X
FPILE) ALTFH)
"o A8
T-UrE i
DPANSAUT ER R ]
A=F=wvevd Domain Name v | Mode
SELinux 1—%— NetworkManager [
Ry RI—=0F—k abrt
FU—EFa-)k abrt_dump_oops
abrt_handle_event
abrt_helper

abrt_retrace_coredump
abrt_retrace_worker
accountsd

acct

ada

admin_passwd

afs

afs_bosserver
afs_fsserver
afs_kaserver
afs_ptserver
afs_vlserver

aiccu

aide

aisexec

al

al=a

B 4.7 SELinux Management IC&132 7O0EA KX/ V—&

4.3 CentOS 6 T® SELinux DiEEE
4.3.1 Boolean(7—") 7 V1E)

SELinux TREARY Y —BHEEZLH T L I LI3EMB 2D, R Y —ZDLDIREERTIT—I
Dt F )T 1 BRED ON/OFF 24J) A5 L THRERLX ) T @ELZFHETEID LD
BoTWEY, ZOKREZ "Boolean" L IFU E Y,

Z ®"Boolean"T ON/OFF DN TE 5 F 2V 7« HH KU I "semanage boolean -1"
VWS AT Y RTIMATE XY, CentOS 6 Tk, # 150 DIEHE A ON/OFF THEEAREIZ AR -
TWETY,

[omok@cen[root@cent64 ~]# semanage boolean -1
SELinux boolean State Default &itEA

ftp_home_dir (2 Z47) Allow ftp to read and write files >
in the user home directories

smartmon_3ware (#2 s 74 7) Enable additional permissions need >
ed to support devices on 3ware controllers.

xdm_sysadm_login (2 5 Z7) Allow xdm logins as sysadm
xen_use_nfs (# 7 ) Z7) Allow xen to manage nfs files
mozilla_read_content (#F 7 ) Z7) Control mozilla content access
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ssh_chroot_rw_homedirs (#+7 . Z7) Allow ssh with chroot env to read
and write files in the user home directories

tftp_anon_write (2 5 Z7) Allow tftp to modify public files
used for public file transfer services.

allow_console_login (v Z ) Allow direct login to the console
device. Required for System 390

spamassassin_can_network (2 Z7) Allow user spamassassin clients to)

use the network.
httpd_can_network_relay (# 7 Z7) Allow httpd to act as a relay
openvpn_enable_homedirs (F> Z2) Allow openvpn to read home directo)

ries

allow_execheap (2 s 74 7) Allow unconfined executables to ma >
ke their heap memory executable. Doing this is a

iring text relocation that are not labeled textrel_shlib_t)
allow_httpd_sys_script_anon_write (Z 7 s Z7) Allow apache scripts to write t>
o public content. Directories/Files must be labeled public_rw_content_t.
mysql_connect_any (*7 . Z7) Allow mysqld to connect to all por >
ts

LU B

245D boolean fliid, CUI Y —)L Tl setsebool I¥ ¥ KX semanage 1% > K, GUI YV —Jb
Tl B SELinux Management Y —)V TV 7V R A AMIEENTE X,

i Z1E, CentOS 6 1T SELinux 2L TWAEE, T 74N M TIEA—H)LI—HTO ftp
BRaTEERA,

testuser@lucretia:~$ ftp 172.16.148.174

Connected to 172.16.148.174.

220 (vsFTPd 2.2.2)

Name (172.16.148.174:testuser): testuser

331 Please specify the password.

Password:

500 00PS: cannot change directory:/home/testuser

Login failed.

ftp> bye

421 Service not available, remote server has closed connection

ZOHAEI, "allow ftpd full access" &5 boolean i % A& 1" E T IED — AL 1—
YT ftp FElm BRI R Y 5,

[root@cent64 ~]# semanage boolean --on allow_ftpd_full_access
[root@cent64 ~]# semanage boolean -1
SELinux boolean State Default ziFH

httpd_enable_cgi (v Z>) Allow httpd cgi support

virt_use_nfs (# 7 Z7) Allow virt to manage nfs files

-- snip ---

allow_ftpd_full_access (F> s Z>) Allow ftp servers to login to loca
1 users and read/write all files on the system, governed by DAC.

-- snip ---
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cron_can_relabel (#+7 . 74 7) Allow system cron jobs to relabel >

filesystem for restoring file contexts.

git_system_use_cifs (%7 , 7Z7) Allow Git daemon system to access )

cifs file systems.

testuser@lucretia:~/1lpi/selinux$ ftp 172.16.148.174

Connected to 172.16.148.174.

220 (vsFTPd 2.2.2)

Name (172.16.148.174:testuser): testuser
331 Please specify the password.
Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.
ftp> by

221 Goodbye.

432 T7ANINRY)VYT

BIETHM L2 CUI/GULY —VEHWT, 77 A IVY AT LDV TF A NORER/EEMNT

TET,
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i SELinux EEE - B Xx
ZPTIUE) ~AILTH)
- + E B 4
B ZFONRT HlR% h25 LdE
T-UrE
5= | |
A—F—TwEws IPl o | selinux P H
SELinux 1—— [ne: ] FFAILETT 517
Sy kD —G— / root_t:s0 directory
FUD—FEF 21— A5 default_t:s0 all files
TOEARATY TN+ etc_runtime_t:s0 regular file
N.autofsck etc_runtime_t:s0 regular file
N.autorelabel etc_runtime_t:s0 regular file
f\.journal <<None>> all files
N.suspended etc_runtime_t:s0 regular file
Ja?quota\.(user|group) quota_db_t:s0 regular file
Jafs mnt_t:s0 directory
/bin/.* bin_t:s0 all files
/bin/alsaunmute alsa_exec_t:s0 regular file
/bin/bash shell_exec_t:s0 regular file
/bin/bash2 shell_exec_t:s0 regular file
/bin/d7ash shell_exec_t:s0 regular file
/bin/dbus-daemon dbusd_exec_t:s0 regular file
/bin/dmesg dmesg_exec_t:s0 regular file
/bin/fish shell_exec_t:s0 regular file
/binffusermount fusermount_exec_t:s0 regular file
/bin/hostname hostname_exec_t:s0 regular file
/binfip ifconfig_exec_t:s0 regular file [~

B 4.8 SELinux Management ICE 2774 ILSRY VY I—&

SELinux 2 A& U270 7S ANEI b AL EIEL RWGEIE. 7 7 IVIZH L CEY 4 0
VIFANPEBEINTOARVAEELHY £T, TOHEEIOY—IV2HNTIAVYTFANE
BIET2RHENHY £7,

433 TOEBRRNAAY

CentOS 6 5%, & 70X AR A1 V2 SELinux DA% - &%) (SELinux O 7 27 & AHIfH Iz
BSDEN) 2BETEHIENTETEY, 2L SELinux 2 AU AEZBIZV AT ARSI B A
EEEL R B GA IR Y AT ALKT SELinux % A1 2D TR, Y AT LNEE
UL B2 8 ICEE T RED R A1 DA% SELinux DFIEH T2 649 2 & T, £fNRE
FaVT A2 BDIRES AL OOV AT AR ERIZEHNT I ENTEET,

#il 2 1E. Apache @ CGI BN E B A LHEL R AR > 25 A121E., httpd_user_script %
httpd _sys_script %"# % (Permissive E— R)"Z U E3, Tl &Y. CGI O script BN
SELinux OHIEI T2 54NZ DT, ZORETYATANESHLALIET I 1 E2ERL. TN TE
FIE U B WGEIZIETEIZWLS DOPD RAS VEFARIZUET,
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4.4 SELinuX IC& BREBD RS TV a—F4 vy

B SELinux §EE o =
ZPTIUE) ~AILTH)
EiR:

P a

T-UTE i

ITPAISAY S FlE— [ ]

A-TovuEyy Domain Name + | Mode B

SELinux 1—t%— TICCPU_UIrSTV aur T SCTpc

Ry kI—Of—k httpd_git_script

FUD—ETa—I httpd_helper

| JOEREATY httpd_mediawiki_script

httpd_munin_script

httpd_nagios_script

httpd_nutups_cgi_script

httpd_php H
httpd_prewikka_script

httpd_rotatelogs

httpd_smokeping_cgi_script

httpd_squid_script

httpd_suexec

httpd_unconfined_script

httpd_user_script B

httpd_w3c_validator_script

hwelock

iceauth

icecast

ifconfig

a u [>)

a

4.9 SELinux Management IZ5132 7O RX4(4 Vv —&

EHLAAVTFARLEZETEF 2V T OEBEIFMETFLUEY, UL ISELinux Z2FALT, &V
HAYT, —EOL VDL Fa) To 2R UZREBTERLZV] WD =—X kg e
TEEITDT, TOEIB=Z—ZADVDHLGEITEIDOHEEZRFLUTERVTL &9,

X2V T DOMEZEDDITIE, TRTORAA VT [ (Permissive) ] Tida < Tl
(Enforcing)] THEIET S LDICCGIDAZ Y T NEEHT D0, AfETHIUEEY ¥ —DEIE%E1T
STENEXLWTY,

4.4 SELNnUXICEPBEBEDODNZ TV a—FT427

BARTIZ AR T SELinux AR Y ¥ — 6 P X 72 - O Al R I3 B I < 2 1) £ L 72 A% SELinux A%
BHZRS>TWEZ &N T )= a UDBIEFIZHN R R>TUEIEAEVHY T, Z
DFITIE, TOLDBIGEDMIGHEEZFHAL £9,

441 MEEDLY 7

B2, TSELinux BMHEKATEHEL R R>TWDDM] 2 BRAT20ERHY) £7,

— B HE R HIRIE, root 7 A7 Y N Tlsetenforce 0"& U T, ¥ A7 ALKRD SELinux % # &
(Permissive) E— RIZU, 77V =Y a UDEET 20 2R TH I L TT, ZLALDGA.
ZOHETHD TN TEET,
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f:f:“b\ ZDEEIZIERIE Y SELinux EE LR EERTIIEEL THETDOT, L OMEEITHEZRL
WG E I, /etc/sehnux/conﬁg%ﬁ(@&? EHELUEY,

SELINUX=enforcing
DiT%
SELINUX=disabled
ICEH,

VAT LEFEE LU, SELinux & MFEICHSREBIZLTT TV =Y a UAEIET 2 & HER
UEF, ZhuckY), 77075 —a UBREEICEET 2 L5108 >57/254612E, SELinux ORY
V=N TV =Y a v THRELTRHERER L2 2OICEER I LT ETOTROEICE
AET,

SELinux 2 82 LCE 7 SV —Y a YAEFEICEEL RVWEEIZIE, SELinux & 3RO
(T CRIENFEL THETOT, HIZ NI TN a—T+4 VTR >TLEIY,

442 DOJDOHR

SELinux MEIZZR > TWB A2, /var/log/audit/audit.log 2 SELinux (2 & V) B{EAMES
INZBEOBIBHIINTOETOT, IhEEALET,

#Hle U T, CentOS6.1 T vsftpd NEHEL R RZE%ZF>TOJ/DRAL N TN a—T 4
Vﬁﬁ‘?ﬁ%%ﬁﬁﬂ LEU &I (ZOREIE, BEIZ CentOS TIHMEEEINTWETODT, D CentOS
EHEALUZGAEICIERELERA),

Vﬁp?*%l_ﬁ@ﬂ74/%ﬁﬁbfwfﬁ\*%1~Wfﬁpﬁﬂyfyﬁétlﬁ—ﬁﬁ
NInTar71 U TEEEA,

testuser@lucretia:~/1pi/selinux.20121110$ ftp 172.16.148.174
Connected to 172.16.148.174.

220 (vsFTPd 2.2.2)

Name (172.16.148.174:o0omok): omok

331 Please specify the password.

Password:

500 00PS: cannot change directory:/home/omok
Login failed.

ftp>

ZOBRIZ, /var/log/audit/audit.log 2k, RO &> 20T PHIINTVET,

type=USER_AUTH msg=audit (1352814625.935:17238): user pid=3095 uid=0 auid=0 ses=1 subj >
=unconfined_u:system_r:ftpd_t:s0-s0:c0.c1023 msg='op=PAM:authentication acct="omok" e >
xe="/usr/sbin/vsftpd" hostname=172.16.148.1 addr=172.16.148.1 terminal=ftp res=succes )
S'

type=USER_ACCT msg=audit(1352814625.936:17239): user pid=3095 uid=0 auid=0 ses=1 subj >
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4.4 SELinuX IC& BREBD RS TV a—F4 vy

=unconfined_u:system_r:ftpd_t:s0-s0:c0.c1023 msg='op=PAM:accounting acct="omok" exe=")
/usr/sbin/vsftpd" hostname=172.16.148.1 addr=172.16.148.1 terminal=ftp res=success'
type=CRED_ACQ msg=audit(1352814625.938:17240): user pid=3095 uid=0 auid=0 ses=1 subj=)
unconfined_u:system_r:ftpd_t:s0-s0:c0.c1023 msg='op=PAM:setcred acct="omok" exe="/usr )
/sbin/vsftpd" hostname=172.16.148.1 addr=172.16.148.1 terminal=ftp res=success
type=AVC msg=audit(1352814625.940:17241): avc: denied { search } for pid=3100 comm)
="ysftpd" name="home" dev=dm-0 ino=130563 scontext=unconfined_ u:system_r:ftpd_t:s0-s0 >
:c0.c1023 tcontext=system_u:object_r:home_root_t:s0 tclass=dir

type=SYSCALL msg=audit (1352814625.940:17241): arch=c000003e syscall=80 success=no exi )
t=-13 a0=7ffd4a3c6030 al=1f4 a2=0 a3=7fffbcel0210 items=0 ppid=3095 pid=3100 auid=0 u)
id=0 gid=0 euid=500 suid=500 fsuid=500 egid=500 sgid=500 fsgid=500 tty=(none) ses=1 c)
omm="vsftpd" exe="/usr/sbin/vsftpd" subj=unconfined_u:system_r:ftpd_t:s0-s0:c0.c1023 >
key=(null)

07D T ldenied($i75)) LEPNTOIEFZBELET, ZOHITIK, BEM»O ZFBHDITIZ
XD & 512 denied 3H Y £,

type=AVC msg=audit (1352814625, 940: 17241} 0 ave:  denied for pid=3100

F AT T A

1= CHEE r'.':cl I_|'||”|||=|_':,|'|"||!!_':,|'”||||".' a0 ino=130563

I{I'::lll_l"-l e imed vt svstem o ftpd 1 sl—sil el |"|I":1I R e T = e A |

IV”Hl"hl system_urobject_r:home root_t:sl hr.”HH ﬂ::l

P A O e | A YT R ]

2O VL, vsftpd(2 ¥ 7 F A b : unconfined u:system r:ftpd  t:50-s0:¢0.¢1023) A%, search
EWS 77X A% home(I Y7 F AN : system_wobject r:home root t:s0) W57« L7 b
U (dir) 270, HEEINZ L WD EKRTT,

4.4.3 audit(BEE) OBEMELE TV 1 —LOAERK

SELinux QAR ¥ —THEL I N BT ZHEEIZIIGF %2012, SELinux % Permissive € —
RIZU T audit(BE#) 2BRICLUET, S ftp AT V2L L UEd, GUIY —)) (SELinux
Management ¥ —J)b) Z{#H L THOD & 5 IZMERREAEL TV —E AT U T audit 2 HR)IZ
L/i‘é—o
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1] SELinux Administration - 0O x
File Help
Select: [ie " |
= )
Status = + | » |
New Add  Remove  |Enable Audit|
Boolean L J
File Labeling Filter I ‘
User Mappin 7
K pping Module Name v  Version [~]
SELinux User
execmem 1.0.0
Network Port .
exim 1.4.2
fail2ban 1.3.2
Process Domain )
fetchmail 1.9.2 H
finger 1.9.0
firewallgui 1.0.0
fprintd 1.0.1
games 2.1.0
git 1.0.3
gitosis 1.0.1
gnome 2.0.0
gnomeclock 1.0.0 S
i Bl
|

410 SELinux Management ICH 72 RY > —EP 21— EE

ZOREBIZBEVWT, BRIV TIYATFLIftp O IV T2L, FiDEIRTIT—2FEL
i—g—o

type=AVC msg=audit(1352909794.156:232): avc: denied { rlimitinh } for pid=2459 com)
m="unix_chkpwd" scontext=system_u:system_r:ftpd_t:s0-s0:c0.c1023 tcontext=system_u:sy )
stem_r:chkpwd_t:s0-s0:c0.c1023 tclass=process

type=AVC msg=audit(1352909794.156:232): avc: denied { siginh } for pid=2459 comm=")
unix_chkpwd" scontext=system_u:system_r:ftpd_t:s0-s0:c0.c1023 tcontext=system_u:syste )
m_r:chkpwd_t:s0-s0:c0.c1023 tclass=process

type=AVC msg=audit(1352909794.156:232): avc: denied { noatsecure } for pid=2459 co)
mm="unix_chkpwd" scontext=system_u:system_r:ftpd_t:s0-s0:c0.c1023 tcontext=system_u:s)
ystem_r:chkpwd_t:s0-s0:c0.c1023 tclass=process

type=SYSCALL msg=audit(1352909794.156:232): arch=c000003e syscall=59 success=yes exit >
=0 a0=7£d5£325dc78 al=7fffb2e120d0 a2=7fd5£3463e88 a3=7 items=0 ppid=2457 pid=2459 au )
1d=4294967295 uid=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=(none) ses=)
4294967295 comm="unix_chkpwd" exe="/sbin/unix_chkpwd" subj=system_u:system_r:chkpwd_t >
:50-50:¢c0.c1023 key=(null)

type=USER_AUTH msg=audit (1352909794.189:233): user pid=2457 uid=0 auid=4294967295 ses >
=4294967295 subj=system_u:system_r:ftpd_t:s0-s0:c0.c1023 msg='op=PAM:authentication a)
cct="omok" exe="/usr/sbin/vsftpd" hostname=router addr=172.16.148.1 terminal=ftp res=)
success

type=USER_ACCT msg=audit(1352909794.190:234): user pid=2457 uid=0 auid=4294967295 ses )
=4294967295 subj=system_u:system_r:ftpd_t:s0-s0:c0.c1023 msg='op=PAM:accounting acct=)
"omok" exe="/usr/sbin/vsftpd" hostname=router addr=172.16.148.1 terminal=ftp res=succ )
ess'

type=CRED_ACQ msg=audit(1352909794.190:235): user pid=2457 uid=0 auid=4294967295 ses=)
4294967295 subj=system_u:system_r:ftpd_t:s0-s0:c0.c1023 msg='op=PAM:setcred acct="omo >

www.lpi.or.jp 53 (C) LPI-Japan



4.4 SELinux IC& 2BBDO NS TIVa—FTa VT

k" exe="/usr/sbin/vsftpd" hostname=router addr=172.16.148.1 terminal=ftp res=success'
type=AVC msg=audit(1352909794.193:236): avc: denied { search } for pid=2462 comm=" )
vsftpd" name="home" dev=dm-0 ino=130563 scontext=system_u:system_r:ftpd_t:s0-s0:c0.cl)
023 tcontext=system_u:object_r:home_root_t:s0 tclass=dir

type=AVC msg=audit(1352909794.193:236): avc: denied { search } for pid=2462 comm=" )
vsftpd" name="omok" dev=dm-0 ino=130825 scontext=system_u:system_r:ftpd_t:s0-s0:c0.cl)
023 tcontext=unconfined_u:object_r:user_home_dir_t:s0 tclass=dir

type=SYSCALL msg=audit (1352909794.193:236): arch=c000003e syscall=80 success=yes exit )
=0 a0=7£d5f9079c40 al=1f4 a2=0 a3=7fffb2e11f90 items=0 ppid=2457 pid=2462 auid=429496
7295 uid=0 gid=0 euid=500 suid=500 fsuid=500 egid=500 sgid=500 fsgid=500 tty=(none) s )
es=4294967295 comm="vsftpd" exe="/usr/sbin/vsftpd" subj=system_u:system_r:ftpd_t:sO-s
0:c0.c1023 key=(null)

ZOOT% fiplog ¥ LT, MMATA LY M) ICELTE X 2T,
fR1Z2 LU 7z ftp.log 27512, B %5 SELinux Y 2 — )V 2/EKT %Y — )b audit2allow I ¥ > R
2EITUT, ftp BEIET S DIZHEZR SELinux DRV ¥ —%2ERK L ET,

# audit2allow -M ftp_local -i ftp.log

AV REFEFLUETALIZ MNIRIZRD2DOD T 7AINVNTEET,

ftp_local.te ---  ftp HENMES 2 DICHER: SELinux DR Y & —
ftp_local.pp --- LEEED ftp_local.te & R T ADFRAAD B (N1 FU) ICLEED

F93 ftp_local.te ZHER L TAHEL £ D,

module ftp_local 1.0;

require {
type chkpwd_t;
type ftpd_t;
type home_root_t;
type user_home_dir_t;
class process { siginh noatsecure rlimitinh };
class dir search;

}

e el S

allow ftpd_t chkpwd_t:process { siginh rlimitinh noatsecure };
#!11! This avc can be allowed using one of the these booleans:
# allow_ftpd_full_access, ftp_home_dir

allow ftpd_t home_root_t:dir search;
#1111 This avc can be allowed using one of the these booleans:
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# allow_ftpd_full_access, ftp_home_dir

allow ftpd_t user_home_dir_t:dir search;

ftp_local.te 7 7 1 JViZ K & < ED lrequire] DIHE FD lallow] DIHIZHOPNET, require &
ST, ZOR) Y —EVa— AR ELTE RAAS VPREHEILHINE T, allow H43 2L, ftp
MIEULKEET 2 72DICHTTEIRET 7 ANTRINTHET, #lxIE

allow ftpd_t home_root_t:dir search;

DFEFITIE, ftpd 70X AAHIMI NS ftpd t KA A V25 home root t 21 TAME 7z
T4 LI MVIZHUT, search 2175 Z & 2FFA[T 5 L WD EIRIZARY £,

INSEDFHELVVAFIZBELTE, Web ¥4 MIFEZ ORHLHEIH-OTHETOT, THHES
FIZUTLEI N,

Z O ftp_local.pp %

# semodule -i ftp_local.pp

EUTYVAT AL AAETFET,
¥ A7 A0 SELinux % Enforcing E— RIZUE 9, ZORET, ftp WFEITTE S I LHERT
TET,

omok@localhost:~$ ftp 172.16.148.188
Connected to 172.16.148.188.

220 (vsFTPd 2.2.2)

Name (172.16.148.188:o0mok): omok

331 Please specify the password.

Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.
ftp> by

221 Goodbye.

72, ZOFXE T ftp O audit B 7% /var/log/audit/audit.log ZEHELUTUL EFVEFT DT,
GUI Y —ILC ftp 123 LT audit % 85012 LCH X &3,
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i} SELinux Administration - 0 x
File Help
Select: i
= @
Status = + o
New Add Remove  Disable Audit
Boolean
File Labeling Filter [ l
User Mappin
K il Module Name v Version (=]
SELinux User
execmem 1.0.0
Network Port .
e exim 1.4.2
. fail2ban 1.3.2
Process Domain )
| fetchmail 1.9.2 H
: finger 1.9.0
| firewallgui 1.0.0
fprintd 1.0.1
games 2.1.0
git 1.0.3
gitosis 1.0.1
gnome 2.0.0
gnomeclock 1.0.0
o 53]
(<] Im B

4.11 SELinux Management IZ$5 |+ 2B5 &R E

4.5 SELinux %z B/ {REZEDZEH

77 # ) N T SELinux 2 Ashi29 5 &, MaggtEr ik < o725 Apache ZE DY 7 vw =
TIEEAED R AL UBMINI N REBE LD 9, ZhickVEY 7o 28y REY 7 21k
INDD, AN—=IN6DY 7 by T OWFHEEZFHALUAZRERT 72 AIZEBELZELTEH,
VAT LADEERY Y — AN U THEA R E % T RENNI <R £9,

BleLT, N 77 A=—N=T70—DHHEERTAHAZEL LD, Ny T77A—1"=70—%i<}
B2 UTik libsafe DEANDH YD £FH, 2 2Tl libsafe /S 7r—IHNIZEENT VD NNY 7 74—
N=TH—=FANTOT T LEHET,

SELinux \&kd 5072 7 72 Al 25T 2720DEDRDOT, Ny 7 7A—=/"=T710—
ZTOEDZESILIETEERFA, LML, UMFDOEDITHN =NV T 7 A —N—T0—%FHX
NEGETEHECRNRIZTDZ I ENTEET,

wget TRIELD & D IZ libsafe /Sy r—Y%& &y O0—RUET,

$ wget http://pubs.research.avayalabs.com/src/libsafe-2.0-16.1386.rpm

A va—RUZrpm NV r—T%
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rpm2cpio libsafe-2.0-16.i386.rpm | cpio -id

ELUTHY AT L2 NYRIZEIL, Ny 77 A—N"—70—%FHL 7/ exploit D7 A~ 710
T L%FHUET, exploit ND t1 LS FANTOT I L% tmp A FICaI¥—ULET,

[omok@cent64 exploits]$ pwd

/tmp/libsafe

[omok@cent64 libsafel$ 1s

libsafe-2.0-16.1386.rpm

[omok@cent64 libsafe]$ rpm2cpio libsafe-2.0-16.i386.rpm |cpio -id
1936 blocks

[omok@cent64 libsafel$

[omok@cent64 libsafel$ 1s

1lib 1libsafe-2.0-16.1386.rpm usr

[omok@cent64 libsafel$ cd usr/doc/libsafe-2.0/exploits/
[omok@cent64 exploits]$ 1s

Makefile exploit-non-exec-stack tl.c t3
README exploit-non-exec-stack.c t10.c t3.c
canary-exploit int.sh tiw t3w
canary-exploit.c til tlw.c t3w.c
[omok@cent64 exploits]$ cp ./tl /tmp

O—7)2—H%T/tmp/tl 2ETL £9, SELinux WEMRRETE, Ny 77 A4A—N"—T70—
BHTERADT, Yz APRFEITINTLENET, Thid/tmp/tl 2FEITL 7Y )b (bash) A3,
unconfined t(fEHIER) R AL Y TEFINT VD 2D, YZIVDEFETEITLES ZHDTT,

[omok@cent64 exploits]$ getenforce

Enforcing

[omok@cent64 exploits]$ id

1id=500 (omok) gid=501(omok) Ffi/&% JL— =501 (omok) context=unconfined_u:unconfined_r: >
unconfined_t:s0-s0:c0.c1023

[omok@cent64 exploits]$ /tmp/tl

This program tries to use strcpy() to overflow the buffer.

If you get a /bin/sh prompt, then the exploit has worked.

Press any key to continue...

sh-4.1$ id

1uid=500 (omok) gid=501(omok) groups=501(omok) context=unconfined_u:unconfined_r:unconf )
ined_t:s0-s0:c0.c1023

S, 20 /tmp/tl % Apache XU httpd t RAAL VY THEITLET, RAASVEEZ T
79 hEFETTBIZIE. runcon E\WD 0TI ARMNET,

$ runcon -u system_u -r system_r -t httpd_t /tmp/tl

www.lpi.or.jp 57 (C) LPI-Japan



4.5 SELinux =R\ {REDEH

runcon 1% Y K& httpd ¢t R AA > & UT/tmp/tl %%E47 L 7ZBRIZi&, SELinux (2 &Y
httpd_t RAA VDD KA VIZEBTIHRPEZONTORWZD, TI72ANEEI N
i—é_o

[omok@cent64 ~]1$ runcon ~C
[omok@cent64 ~1$ ps axZ|grep http
system_u:system_r:httpd_t:s0 3875
system_u:system_r:httpd_t: 4119
system_u:system_r:httpd_t: 4120
system_u:system_r:httpd_t: 4121
system_u:system_r:httpd_t: 4122
system_u:system_r:httpd_t: 4123
system_u:system_r:httpd_t: 4124
system_u:system_r:httpd_t: 4125
system_u:system_r:httpd_t: 4126 :00 /usr/sbin/httpd
system_u:system_r:httpd_t:s0O 4127 7 0:00 /usr/sbin/httpd
unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023 4645 pts/0 S+ 0:00 grep http
[omok@cent64 ~]$ runcon -u system_u -r system_r -t httpd_t /bin/ls

runcon: /bin/ls: FFAIAHY FEA

[omok@cent64 ~]$ runcon -u system_u -r system_r -t httpd_t /tmp/tl

runcon: /tmp/tl: FFEIAHY FHA

wn
n

:00 /usr/sbin/httpd
:00 /usr/sbin/httpd
:00 /usr/sbin/httpd
:00 /usr/sbin/httpd
:00 /usr/sbin/httpd
:00 /usr/sbin/httpd
:00 /usr/sbin/httpd
:00 /usr/sbin/httpd

A I B I R N Y
O O O O O O O oo

N nnnwnnn n wn

ZDHEIZ SELinux D77 74k, RDOED128D 7,

[root@cent64 ~]# more /tmp/audit.log

type=AVC msg=audit(1353280648.820:253): avc: denied { transition } for pid=4
680 comm="runcon" path="/tmp/t1" dev=dm-0 ino=1586382 scontext=unconfined_u:unc
onfined_r:unconfined_t:s0-s0:c0.c1023 tcontext=system_u:system_r:httpd_t:s0-s0:
c0.c1023 tclass=process

type=SYSCALL msg=audit (1353280648.820:253): arch=c000003e syscall=59 success=no
exit=-13 a0=7fffafd2aB8ea al=7fffafd295f0 a2=7fffafd29600 a3=1f items=0 ppid=46
57 pid=4680 auid=500 uid=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tt
y=ptsO ses=5 comm="runcon" exe="/usr/bin/runcon" subj=unconfined_u:unconfined_r
:unconfined_t:s0-s0:c0.c1023 key=(null)

EROFINSEDDED ., A — Apache IZAREENH>TNY 77 A —N—7 10— EDJfi
SR FIHINAZELTE, SELinux 2L TTY 7t A#HE X5 b )75 > T, hE
ER/NNRIZEWIEDDE Z N TIET,
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ACL &, Linux O A7 —3)V 2.6 » HEHERH I N2 #5ET9 ., POSIX ##Lod ACL 07z & POSIX
ACL &£ EbhEd, ACL 22 kD Linux TOMER XD EMPLITT 7 AR % & E
TRHRIEWTEET,

Linux A ® OS. BHZEH D Solaris ¥ Windows R ¥ Tlk, 2—HFT&D7 71T+ L7
MVIZHUTOT 72 AEREZ BRI ETETET, /2, MINITE2HBOMEEE L VI
EDIZB>TVET, TD/2D, Linux 2TV X —7 574 ZBRBECHAT IO 2 ) 71 %2
RE272012, ACLIZBREDEDLERAET,

52 ACL z&Y
521 ACL &MY 370 D&RE

ACL X7 7 A IV AT ADHEREMEZFIH LTS 728, ACL 2FHT27-dDY — V%A
VAN TEMIZ, IREENSY RN INTWE 77 AN AT LAEZRACILENHY £7,
BAEFHINTVDS ext. extd, XFSREIFLAYDT 74NV AT LTI, IERBEMENY H— b
XhTHET,

F/z, T7ANVY AT LRI DY NTIEIZE, "ad"A SV a vEMHTILENHY FT, L
MU, CentOS 6 # G HIEDTA AN ) Ea—Ya VTRV ATLARZA VAR —ITELEIT Y K
AT aviET 7 AINVBITACL 2 R—bFT25L510R8>TVETOT, FTMEICRD I LIER
WTUL & D,

Titd—, FHUTWEIYATALATI 7AINY AT LN ac" A T a vV [FETY Y hINTVA
WIBEIZIE, KD &S 1T Jete/fstab (Z"acl"A 7Y a VEMINT 2 HERH Y £,

/etc/fstab
Created by anaconda on Mon Nov 19 02:30:58 2012

Accessible filesystems, by reference, are maintained under '/dev/disk'

#
#
#
#
# See man pages fstab(5), findfs(8), mount(8) and/or blkid(8) for more info
#

UUID=d5f1ebb8-9a01-4ff2-bed4-£7£21c83fdf2 / ext4d defaults 11
UUID=cfffd7e3-066a-4dcc-9367-65a1927cdlda /disk ext4d defaults,acl 12 <---ac)
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14372 avaE[m

UUID=30569fd1-2be4-4dbc-88c9-fbdd41432f73 swap swap defaults 00
tmpfs /dev/shm tmpfs  defaults 00
devpts /dev/pts devpts gid=5,mode=620 O O
sysfs /sys sysfs defaults 00
proc /proc proc defaults 00

ACLIFE 774V /T4 V2 MVICHUTHRELET, ACLEZATETEDLZDIE, TOI7 71/
T4 L7 N)DEH & root 21T,

522 ACLZERY2HDY—I

ACL 242200V =N LUTIE UFD220a3 Y RBHY 7,

getfacl

BI7AN - TV MVIIHULT, 770NV - fiEE - ZJV—7 - HEINTWS ACL 2%
R~UET,

HARKD X522 9,

# file: sample.txt
# owner: userl

# group: userl
user: :rw-
user:userl:rw-
group: :r--
other::r--

getfacl DH I DFEE LU WWEHHIZEI L Tld, man getfacl THERTI 9,

setfacl
BI7AN TV MIICRHLUT, ACLZ2%ELET, A 7vavik, XMo@y 9,

setfacl 2.2.51 -- set file access control lists
Usage: setfacl [-bkndRLP] { -m|-M|-x|-X ... } file ...
-m, --modify=acl modify the current ACL(s) of file(s)
-M, --modify-file=file read ACL entries to modify from file
-x, --remove=acl remove entries from the ACL(s) of file(s)
-X, --remove-file=file read ACL entries to remove from file
-b, --remove-all remove all extended ACL entries
-k, --remove-default remove the default ACL
--set=acl set the ACL of file(s), replacing the current ACL
--set-file=file read ACL entries to set from file
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--mask do recalculate the effective rights mask

-n, --no-mask don't recalculate the effective rights mask

-d, --default operations apply to the default ACL

-R, --recursive recurse into subdirectories

-L, --logical logical walk, follow symbolic links

-P, --physical physical walk, do not follow symbolic links
--restore=file restore ACLs (inverse of ‘getfacl -R')
--test test mode (ACLs are not modified)

-v, --version print version and exit

-h, --help this help text

setfacl DU WMERGEIZEE LU Tl man setfacl THEZRTE 9,

523 ACLDF Rk

TNTI, ACLZEBIZTARNLUTAEL & D, BAR, CentOS6 Zffi HL T ACLDOTARM%E L
TVWEET, TOMOTA ANV EEa—YarTE, HLWONA=Va Vv TR ACL 29 AR—hL T
5720, FAROTARNNTEET,

/disk AT, testfile 01 EWSEDT 7 A NVEEKRLET, ZOT77AIVD/NN—I v ¥ avid,
rw-r-—-r-—-. £ 72> TEY ., root UAND L —FITIXGHARADBNHF ] INTWDHIRETT, /S—3I v
YavorEO"ME ACL BDEEINTVW RN L ZEKRLTWET,

[root@localhost disk]# 1ls -1
BET 16

. 2 root root 16384 11 A 19 02:28 2012 lost+found
. 1 root root 0 11 B 27 15:49 2012 testfile_1

RiZ"setfacl -m"A TV avEHANT, ZOT7 7 AINIH LT, 21— test0l ' read/write T X
&5, ACLOWHEREE5EZXE Y, 1s -1 THETD L. rwrwr—+ EBR2TWVD Z b &
9o N=3vVaVOREN"HICEDSTVREY, ZAE. 207 71T LT ACL AT&E S
NTVWBIZEEFEKLTVET,

[root@localhost disk]# setfacl -m u:testOl:rw testfile_1
[root@localhost disk]# 1ls -1

&&t 20

. 2 root root 16384 11 A 19 02:28 2012 lost+found
-rw-rw-r--+ 1 root root 0 11 A 27 15:49 2012 testfile_1

"getfacl"A¥ Y RT, ZDT7 7V LTO ACL 2HEB LU £9, test01 123 U T rw DFERMN
EZH5NTWE00b0Y) £7,

[root@localhost disk]# getfacl testfile_1
# file: testfile_1
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# owner: root

# group: root
user: :rw-
user:testOl:rw-

group: :r--
mask: :rw-
other: :r--

test0l 2—HT, TDT7 71K UTDOHEREZMHAL T, EIIAALFHEAAADIERIIT X
B bt £9,

[root@localhost disk]# su - testO1

[testO01@localhost ~]$ echo "This is a test from test01.">> /disk/testfile_1
[test01@localhost ~]$ cat /disk/testfile_1

This is a test from testOl.

test02 2—HT, ZD7 7 AWK U TOMRZHRL 9, HAMDIZTEIEIN, HFIAA
W Wd Y FHA] LT —I128) 9,

[testO01@localhost ~]$ su - test02

INZAT— K

[test02@localhost ~]$ cat /disk/testfile_1

This is a test from testO1.

[test02@localhost ~]$ echo "This is a test from test02." >> /disk/testfile_1
-bash: /disk/testfile_1: FFAILHY FHA

ZDEDIZ, 77AMCHTEEL—YOMREZ ACL TIRETE 2 LD IT8>TWD Z b
DET,

72, 7714)0VD ACL 2HIBRT2IZEHE UK setfacl Iv Y REMFHAL 7,

B root 7AW Y MIR->T, "setfacl x" 7> 3> T, /disk/testfile 112 L T testO1 A3t
AL TS ACL OHEREZMHEL £7,

[root@localhost ~]# getfacl /disk/testfile_1

getfacl: Removing leading '/' from absolute path names
# file: disk/testfile_1

# owner: root

# group: root

user: :rw-

user:testOl:rw-

group: :r--

mask: :rw-

other: :r--

[root@localhost ~]# setfacl -x u:testOl /disk/testfile_1
[root@localhost ~]# getfacl /disk/testfile_1

getfacl: Removing leading '/' from absolute path names

# file: disk/testfile_1

# owner: root
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# group: root
user::rw-
group: :r--

mask::r--
other: :r--

testOl 1%, /disk/testfile 112X U T, GEARAADANHAIIN, HIAAITERIRZ->TWVD
ZERDNY) ET,

[root@localhost ~]# su - testO1
[testO01@localhost ~]$ cat /disk/testfile_1
This is a test by testOl.

[test01@localhost ~]$ echo "This is a test 2 by testO01." >> /disk/testfile_1
-bash: /disk/testfile_1: AN HYFEA

5.3 ACL OixFB
53.1 ACL OS5 (Web)

ACLZFHT2E, =D Fa ) 74 2fHICEDZ I ENTIET, BEKZHE LT,
Web =306 2 ATHEL & D,

Web ¥ —/\ (Apache) T, &1 —H%D Web 74 L7 MV EAL TV REBEMEL £9, &
A—YDAR—ALT+ L2 MU public_html 7+ L2 MY Z/E L T, httpd.conf T UseDir 7
LT+« T Mi>TRAME L TWDIRETT,

TARMEUT, testOl, test02, test03 L —H TZN LN [username|/public_html LAF % ABH ¢
SIREITHEL £,

<IfModule mod_userdir.c>
#
# UserDir is disabled by default since it can confirm the presence
# of a username on the system (depending on home directory
# permissions).
#
#UserDir disabled
UserDir enabled testOl test02 test03

#

# To enable requests to /~user/ to serve the user's public_html

# directory, remove the "UserDir disabled" line above, and uncomment
# the following line instead:

#

#UserDir public_html

UserDir public_html

</IfModule>
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<Directory /home/*/public_html>
AllowOverride FileInfo AuthConfig Limit
Options MultiViews Indexes SymLinksIfOwnerMatch IncludesNoExec
<Limit GET POST OPTIONS>
Order allow,deny
Allow from all
</Limit>
<LimitExcept GET POST OPTIONS>
Order deny,allow
Deny from all
</LimitExcept>
</Directory>

(AN E F 1%, http://httpd.apache.org/docs/2.2/ja/howto/public_html.html#
userdir # 2FIZLTLEZI, )

4%, SELinux 2 HMIZUTWHRET, £2—HD/home LFDT « L2~ % apache %
WTAARY %12i%. SELinux ® Boolean @ Thttpd enable homedirs] % Faid & 52 ON 2§
DMENHY ET, TI7ANNTIEOFF IZAR>TVET,

[root@localhost ~]# getsebool httpd_enable_homedirs
httpd_enable_homedirs --> off

[root@localhost ~]# setsebool -P httpd_enable_homedirs on
[root@localhost ~]# getsebool httpd_enable_homedirs
httpd_enable_homedirs --> on

(setsebool T"-P"A 7 ¥ a v 2 ET L L. VAT LADHEEIHEKDEL boolean
lhttpd _enable homedirs] 132 on 1272 £, )

ZDFET http:/ /[ AT LDT KL A|/ test01/publichtml/index.html % KR I 512
iX. /home/test0l D/A—=3I v ¥ a V% F 7 A MDD 700 »5 T IZEET S HENH Y 7,

[root@localhost confl]# 1ls -1 /home
A&t 20
drwx--x--x. b5 test01 test01 4096 11 H 29 11:02 2012 test01

5 test02 test02 4096 11 A 29 11:01 2012 test02
4 test03 test03 4096 11 A 27 15:48 2012 test03

INT, http://[ AT ALDT KL A]/Ttest01/public_html/index.html BFRRINET,
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Iceweasel X

J7PTILE) WMEE) |wN) BEES) Tuosv—0B) YW—lLOD) ~LTH)
| ntep#r172.06....01findex heml ¢ | £ 1403 Forbidden %[ 4| =

@o o% [} 172.16.148.189/- test0L/index.html v @) ['_lv Google Q) @

This is a test page for user test@1.

Hello test@1!!!

B 5.1 index.html OXRREEH

—7. 700 DE D, http://[¥ AT LADT KL Z|/ test02/public_html/index.html IF5/R X
nE¥A,
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403 Forbidden - Iceweasel X

JPTILE) WEE) RRV) BEGS) TwOY—0B) YL@ ANLTH)

| httpr172.16....01/index.html 3¢ | {7} 403 Forbidden x m v
[£3 172.16.148.189/- test02/index.ntml v@]ﬁv Q) i
Forbidden

You don't have permission to access /~test02/index.html on this server.

Apache/2.2.15 (CentOS) Server at 172.16.148.189 Port 80

5.2 index.html IC7 ¥ € AL B WS DRTEE

ZOHIETIE, 22 —HIZx LT /home/test01 IZ x TEITHEREZEZX TS0, £Fa) 5+
DAIPEFEL ET, BRI test03 T—Y TV A > F 5L, /home/testOl ML FDIEHIL Is T
search 92 Z L IZHKFEFAD, /home/test01/public_html DFFE% test03 H3HI> TW G AT
i&. /tmp BAFiZ /home/test01/public_html % A —F 2 Z LN TI£T,

F72. /home/testOl AFD 7 7 1k, N—3Iv ¥ avzELSHELTOVARVWE, TOFEER
o THBDL—Y (2 Z Tl test03) ICRSENTUES ARl H Y £7,
N=3IvyavDBREINENE

[test01@localhost “]$ 1s -1
A&t 8
-rw-rw-r--. 1 test0l testO1 5 11 A 29 11:39 2012 bank_password

D 2 —H (test03) I HEZRENTULE D!

[test03@localhost test01]$ cat /home/test01/bank_account
This is a secret file for testO1!!

1234-5678-9876
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[test03@localhost test01]$

INHEBTDITIE, E2—FIIN—IVVa VR EULSKREITD2ODHENBETT N, H
BIOAA RPN £9,

IhEEET D720, T4 L2 Y /home/|username| D/8—3 v ¥ a3 VIE 700 DE £T, ACL
% FA\WT httpd 7'+ 2® UID(apache) {2, /home/[username| DFE/THEREZ 525 LS ICU F
T, Bl UT, test02 7772 hdD/home/test02 (Z ACL #&%&E L £7,

[root@localhost homel]# setfacl -m u:apache:x /home/test02

[root@localhost homel# 1s -1 /home

A&t 20

drwx--x--x. b5 testO1l testO1l 4096 11 A 29 11:40 2012 testO1
--x---+ b5 test02 test02 4096 11 A 29 11:01 2012 test02

4 test03 test03 4096 11 A 27 15:48 2012 test03

[root@localhost homel# getfacl /home/test02

getfacl: Removing leading '/' from absolute path names

# file: home/test02

# owner: test02

# group: test02

user: :rwx

user:apache:--x

group: :---

mask::--x

other::---

ACL T apache Z/home/test02 (25 U TDEITHERZ G5 A 2720, http://|[Y AT LDT KL
2|/~ test02/public.html/index.html WRRIND LS IZAY £7,
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-

Iceweasel X

J7PTILE) WMEE) |wN) BEES) Tuosv—0B) YW—lLOD) ~LTH)
[[} http://172.16....01/index.html 32 H[} http://172.16....02/index.html 3 m -
[{j 172.16.148.189/- test02/index hitml v @] [g_lv Google Q] @

This is a test page for user test02.

Hello test@2!!!

5.3 index.html IC7 7 £ R AEEICAR S IBEICH T 2RmEIEA

testO1 123 U T & [AERIZ, test03 747 ¥ b T test02 @ public_html # ¥ —UL &> UET
W TFHNHY FRA] METEZI 128D E9, F72. /home/test02 A FD 7 7 A Lz 5
LUTE, FRRIZ TEFId Y AL &2V, RBLEY,

[test03@localhost ~]$ cp -pr /home/test02/public_html /tmp
cp: cannot stat ' /home/test02/public_html': FFAIA'HY FHA
[test03@localhost ~]$ cat /home/test02/bank_account

cat: /home/test02/bank_account: sFAIAHY FHA
[test03@localhost ~]$ su -

INZAT—R:

[root@localhost ~]# 1s -1 /home/test02

A&t 8

-rwxrwxr-x. 1 test02 test02 51 11 B 29 11:55 2012 bank_account
drwxrwxr-x. 2 test02 test02 4096 11 A 29 11:01 2012 public_html
[root@localhost ~]# cat /home/test02/bank_account

This is a secret file for test02!!

9876-5432-1234
[root@localhost ~]1#

ZD&HIZ, ACLZMHTAR{a—PICHEYRNA—I v yayREz@ilTa2IAN2MR
T, Y= N\DtFa) 5T 28D LNTEET,

www.Ipi.or.jp 68 (C) LPI-Japan



555 % ACL

5.3.2 samba & ACL ®fE%

ACLTZ74)/T+4 L2 MUK U TEMU ZHERIX, samba % {#i>THAL TOIHEITIE
Windows fiI» SRS S Z LN TEEY,

HiDIHT, /home/test02 7+ L2 bV % apache WRIHATE % & 512 ACL THEITHE (x) 25 &
F U7k, Z0/home/test02 DIEH %= Windows flINS5RTHAEL & D,

samba T/home AN Z A LU TWE T, /home/test02 Z Windows flITHER L. ¥V 7+
ZHFAND L, KOES1278D £F, /home/test02 (25t L T, apache 7777 > b A% IRk MER ] %
FoTwaZeBhb»n) 9,

24 T | naseiA |
HL—rEFEE D R G
€7 apache (Unix User¥apache)

!ﬁ Everyone
€ testl? (LOGALHOS T¥test02)

!ﬁtestDZ {Unix Group¥test02)

emor. | EERE |

apache PHHEAZFaT ()
FE

FHENCET
FHIAIREI—EERT
FHEI

EErH

PO AR

BT AT e RIS SR E R T IR BE [
HlisRE] ROV AL TIEE

moooool

ok | webn | EEe |

5.4 Windows IC# T 2HERDERTR

Rk R HEIR 2 WERR 2 &, apache 7Y Y " TAF ¥ ¥ /F47] OHEREFE>TWD Z &A%
i))‘) i—d—o
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5.3 ACL OJ5H

testD2 — Samba Server Version 35.10-125.el6 (172.16.148.180) Q5305 ((DSEEER 2=l

THEAST | P | Ak rotge |
BRILT I A TOSMER TSR, PAEASFRTTY MIEEIRLTAS, [RE] #00aL TSR,

PR SR TL MT
I = [ PoEAsFaT [ttiET [ERsE
B test2 (LOCALHOS T¥test02) 20 TR0 Ry D

test(? (nix Group¥test02) Fils ) i L CZA AN

bR L IR

Everyone

| ©
ewpL. | wEE. | HERE |
[ SO AT O A ST A A I O b TA S D bR TEDETED LI L, ENSECTIRTEIES
ENTOBLOCSHEEA

[T FATI M ATOPIEAFFRI LY ME, COEFRTEN TSI M TFA 7 MOERT R L0 TER T2 E

POEAHIIOEE I FTLE .

ok | wEebn | mEw |

5.5 Windows IC&1727 7 £ AE—EBE®

RIZ, ZOT 2 AMEZE Windows I CHREL TAET, TAMNLLT, (74 NVED—&, F—
A DHHAEY | #AIMUET,

test02 - Samba Server Version 3.5.10-125¢l6 (1721 2=l

A3zak |

£#iiN: [apache (Unix User¥apache) EEC). |
EREQ:  [CozsEnn =
TREAGFET R FFal
e
FHIAHDAZ T4 DFETT
FHIAO— BT - A0 HE
EHEmEEHE

R EHE

e PR T — A& EiAd
AR T — AT
BHEOEELD

R DEEAS

HITA A7 ITE R _
il

FREAFFRERHE LI

P T e el e o [ 6 = = P s FATATFL
SRS BT A [Fenm |

_u
o
03

dodOooOoogaooan

O
O
O
O
O
O
O

ok | wet |

5.6 Windows IC#& |7 2 HEROREBE T

Linux I T getfacl % AW T ACL %2 i3 % &, apache T —H¥W x 7213 TIEAR <L, r-x DIERZ
Ro&21tho-2e0hhl) 9,

[root@localhost ~]# getfacl /home/test02

getfacl: Removing leading '/' from absolute path names
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5 5% ACL

# file: home/test02
# owner: test02

# group: test02
user: :rwx

user:apache:r-x
group: :---
mask: :rwx
other::---

ZD&H51Z. Windows A5 ACL 2R $ 27213 TH<. ACL 2BETSZ L EHARETT,

5.3.3 &I

ACLZRFHTEZLIZ&Y, 5FTOD Linux CHEZ 22— T D7 7 AHIREBHHEIZT
XDLHIZRDFT, KHIZBEARTY—N2EHALUTWLEHEEIZIE, X2 571 DL ZT
THEL, BEHOEHEIEROONET, TOLSRGH T, ACL IFIEREIZZIDEEZOLNET,
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BOE

OpenSSH IC& B —NToER &, H—N
B

SSHIZ, VE—bFDIIFATYVEIDPOLY—NATILAL, Yz E{fo>THEEZITI LA
T9,

SSH #{fiz1E, 2AENEA VA —2 v FERBHLTT -2V AHNOT—NTHERL, Yo%
o TH—NORBERCA VT F VUV AFEREZITOIIENTEET,

SSH OEBEELZFHIE, R TOBENES(ILINEGILTY, ZhEFAVE—%2Y hEREL A
SSHIBEWE=FICHEINLGEETE, HATH-ODNNAT—REHLGRWVRY | HIEL 2%
SFIIFBBEABPDNS RN LR ERL 7,

SSH 236454 % LARI A 53 K U T 7z telnet TIH/SAT — RIFEXTE>TLUEWE A, SSH
FNAT—=REWEALETOT, KEBEFa2) T4 LOA) Y "BHY £,

ARFETIE, SSH &0 72 Y —"SADHER HIEE . SV LRBFHANFIZOWTEHMARRIZHIL £9,

6.1 OpenSSH D1 ~ 2 h—JL & fNHAEERE

Linux Tl., SSH ##:%17>5 72DV 7 b =7 & LT OpenSSH WAL FIHINTVE T,
H—/NZ OpenSSH 231 Y A h— )L EINTWAWVIEAIZ, yum IV Y R%{#->T OpenSSH %
VAR=IVUTLZXW, OpenSSH D8y r—Vik, LAFD 3 DTT,

e openssh
e openssh-clients

[ openssh—server

AVAR=ADBED o725, BEEHERT OpenSSH 07 —E v 2 EHL £,

[root@localhost]# /etc/init.d/sshd start

sshd EEEJFF' :

SSH DT 7 # )V hA— M 22 HHRD T, netstat 2{#H>T 22 BEHR— M NT WD Z & 2R
UET, £/, iptables TH, 22 BKR— bAOEREHF T L T2 2R L £,
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62 -lj-_/\‘/\o)ﬁl\)ﬂ:h (LinUX)

[root@localhost]# netstat -ntl

Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address State
tcp (0] 0 0.0.0.0:22 0.0.0.0:% LISTEN
tcp (0] 0 :::22 HEE S LISTEN
[root@localhost]# iptables -L

Chain INPUT (policy ACCEPT)

target prot opt source destination

ACCEPT all -- anywhere anywhere state RELATED,ESTABLISHED
ACCEPT tcp -- anywhere anywhere state NEW tcp dpt:ssh

6.2 H—/NADEH (Linux)

SSH ¥r—/Nizgiki § 212k ssh Iv Y R2VET, SSHZ 7147 ¥ MIBELNNY r—I%
openssh & openssh-client T9, 1 VA M=V INTWRWEEIEHFNIZ yum I Y RRE T~
AN—IUET,

F9 57 A& UT localhost IZ#EHE L £ 7,

[lpic@localhost ~]$ ssh localhost

The authenticity of host 'localhost (::1)' can't be established.

RSA key fingerprint is b8:eb:8d:e4:05:77:0f£:12:b6:37:b3:9d:9¢c:79:fe:77.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 'localhost' (RSA) to the list of known hosts.
lpic@localhost's password: </IXRT—RZAN
Last login: Wed May 29 16:28:36 2013 from 192.168.100.31

[lpic@localhost ~1$

PO THAE T AR FDHE. ssh/known hosts 7 7 A WZEFKI N T RNV OEHR T 50 E
SEMNEDED AV —YUNKRINE A, HEkICHECS R TN yes" 2 AL ET,

The authenticity of host 'localhost (::1)' can't be established.
RSA key fingerprint is b8:eb:8d:e4:05:77:0f:12:b6:37:b3:9d:9¢c:79:fe:77.

Are you sure you want to continue connecting (yes/no)?

— £ .ssh/known_hosts IZEHINZOSRENL DAY -VERRAINEEA,
known_hosts 7 7 1 )VIZIET 7 A N THFEY — /MO Jetc/ssh/ssh_host _rsa_key.pub D
WAMNEFLINE T,

ssh AY Y REfioTH—NICERTDIE, F—AT 4LV 27 MVE FDssh 74 L2 MY
& .ssh/known _hosts 7 7 1 WIXHBIICEL I N E T,

Y=\ 7747V M Linux O%&1E27 747~ MO Linux 255058 —/XOKRA M4 E
7ZIEIP 7 RV AZEEL Tssh av Y R2ETFLET,

ZIZTIEY—/MIIR A N % server, 774 7Y MIBEA N % client & LTWET, KRil$ 2
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EB6ZEOpenSSH IC& B H—NNToERE, —NEE

Zid/etc/hosts 8 EIZHGFH L TH S ERWTUL & D,

[lpic@client ~]$ ssh server
lpic@server's password: </IN2AJT—R%&EAN

Last login: Wed May 29 16:28:36 2013 from client
[1pic@server ~1$

MDOA—=FTHo v vTaTA VUGS, ROFIOD & D IZFHEEY —NDFANLEZIZIP T
RLADEIIZQZ DI Ca—Y2iEETSZ t?ﬁﬁﬁb’@’%

[1pic@client ~]$ ssh cipl@server

ssh I Y ROA TV a v FoOZELUWEIIIE man ssh 22 ¥ CHERTI T,

6.3 H—/"~D#E#w (Windows + Tera Term)

H & 112 Microsoft Windows @ PC #FIH L T\ 34, Windows BEEH 5 E % Linux ¥ —N

IVE—MNERTE D LHERITT,

Microsoft Windows @ PC % &, Linux % —/ 3\ SSH % > Tt 9 % 121k, Windows 7 5
SSH Bt n[ 862 7 54 7Y MY 7 M &S BENH Y £9, Windows FHD SSH i n[ g4 7 b
T TIEEHHY) I, TORTEEZEON Tera Term £ \W\WVDY 7 MY =7 TY,

Tera Term I, FEEKSHFELZ7) -V 7 v =7 TUEN, BIEEA—T VY -3 h,

BIZ& D33 2=F 1 TeraTerm Project IZ &> CTRIFEMTOITVWET, HHiRIE. TeraTerm
Project DR —ALR—IYMOLA Y VO—RETHIENTEIET,

Z OHiTiE WindowsT7 (2 TeraTerm % 1 >~ A b —JV U, Linux ¥ —/MI#H#id 2 FIEZ 50 L
E N

TeraTerm Project(http://sourceforge.ip/projects/ttssh2/) 75 Tera Term D717 Z
L(exe BR) #4700 —RU, exe 77 A VEFEITUET, exe 77 1 VDFEFIIZ, BREOHRE
X2V TFTAAEY T MIEY, X2V T EERLLIGENH) T, BEHEONEEZMHAL
T ZFEIRL TS ZI W,

exe 77 M NVEFFTTDEE [y "7y FIZMHATS
MR VITHARGEZERL, OK KA VAL ET,

DER|] MWERINETDT, HAZET

Hllll

S -]

[ ox [ &t |

6.1 TeraTerm ®4A ¥ X h—JL (SFEHRTE)
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6.3 — /"~ D#EH#E (Windows + Tera Term)

=Zh

SREEENTI L, ¥y TV T U = ROMBEEARRINDDT RN 2L ET,

Tera Term o b 7Pyd008 —FoBA%

CMF O LIECERDIA 1 —5 Tera Term 4.76 %4202,
[t 10

B TIRRICMOP I - U R AT T LT

B TIBIINRAL Ty PR T I3 AL B
UL T RSN

[Canan= | [ wetn |

6.2 TeraTerm DA YA h—=JL (€Y 7 v 77 1 ¥ — RDOFR)

RIZ, EAERHEZNEDOFRENROOSNETOT, NEIZHENZTNWE AT L] 2Fy 7
UT, PR 2L ET,

,
B > I ===

R RS ORIE
BTIRm L FOEERBIRERRR S

LI OERR ISR s s . A LA - AT IR ORISR REE
FbE BT,

License of Tera Term

Copyright (c) T.Teranishi.
Copyright (c) TeraTerm Project.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice,
this list of conditions and the following disdaimer. i

o EEFHM
O EIE LD

[ <Es@ | > | [ #xewn |

6.3 TeraTerm O 4 ¥ R b—)L (ERAEXZEEDRE)

o

RIZ, A VAN =IVEDIBENERINETDT, A VAR—VETANVTEZIFEELT RN %
L E9d,
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FBO6EOpenSSH ILL 2 —NT o ERE, H—1NEE

J Tera Term 7w 7w

A A - NEOlEE
Tera Term (O A b =)L AERHETELTUEE

l - TeraTerm &A LA FBTAAERELT. D &8O LTS,

B BEENRAIEIN 2 DL TUE  BIOTH LA EEIRE DI TS8R 1% D DL T

ZEhhe
#RER)

COFOHSLIRIE 7.2 MBOT (A OE SR LB LTS,

[ <Es@ | > | [ xewn |

6.4 TeraTerm @A Y X h—Jb (4 ¥ X h—ILEDIEE)

RKIZ, AVAR—=F Y FOBRNEEPERRINDEDTAL VA R=IVTE2EDEEATL IV, SSH
Bt 247D 720121%, Tera Term & Macro) & [TTSSHI 34T EIRL 7,

{8l Tera Term tw Py

k=22 MDIEIR
ADAb =N T = PR L TR

A LAR=N BT =R PEEIRLTOEE e A A b=V F DB E ORI -
MIF ol ER LTS BTSRRI NRA IR L TREE

Tera Term & Macro
TTSSH
CygTerm+
[C] LogMeTT (22 b—ZhikeghLET)
[T TnEdit (22 b —ShiEEEh LET)
[] TeraTerm Menu
TTProxy
[ Collector
|E BN 54

IRIEOEFERERIE 0.6 MBDT (ALEESREELE LT,

[ <Es@ | > | [ #xewn |

™ 6.5 TeraTerm @A YR h—JL (A Y R—F2¥ b DER)

RIZA—=HA VA =T 21 ADSFEEFPLRINETOT, HAECTHER FNXHAGEZ 2
RUT RN 2L ET,
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6.3 Hr—/\~D#HE (Windows + Tera Term)

( i= Tera Term v R w

SHOER
1AL A1 -ADEEEERL T

B R (]
0 232580

[ <Es@ | aw> | [ #xewn |

6.6 TeraTerm @4 ¥ X h—JL (EFEDEIR)

RIZTVT T LT N—TORENPFRINETOT, MERITIUZ RN 28U £9,

( i= Tera Term v R w

F0ILIN-TOIEE
FOUILPA AT BRI E L T

I o b Py AR - A2 (22X 0N L0V - My PR ERLE S

ﬁ’?{‘%?l;ii T RN wALTEE Y 85T 7 LA M RERFBIDETSR 150020 T
&N

R

[ClFoHza8 -5l D

[ <Fa@ | pemo= | [ #etn |

6.7 TeraTerm @4 YR k=)L (FAT S LTI —TDIRE)

RRIZBIMAZ A7 DFRPZRINET DT, WEICHERRIT UL RN 2 LT, RO >
AN— VRS TEET, [ YA M=)V REAVEHT LT, A VAN —IEEDRHBINET,
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HEB6EOpPenSSHICL B H—NT IR E, H—/N\EHE

(B Tera Term w Ry

A A NERET
SRR 15 Tera Term B4 A - F2HERITERLE.

A AR WERETIRAT LA - ILIE, SO EE A TR 50y
ALTRED

AL AR=ILAE:
C:¥Program Files (x86)¥teraterm

o ke iEER:
B A

BRI A
Tera Term & Macro
TTS5H
CygTerm+
TTProxy
EASHA , N )
TTXResizeMenu (VT2 @A ARy MEQPIEER TERL30E

4 1 | »

[ <ma® |[53F=0nm ] [ #wtr |

6.8 TeraTerm @A YA h—Jb (A Y A M —ILERFET)

AVAN=NDE5ET U5, Tera Term #EEL £,

0

ierairerm

Tera Term MEEIT D &, [FHLUWERG] KETIANBEEIRRAINEITODOT, FHEEHZUTOD
EDIZANUELET TOK) REvE#LUET,

KR b Y —"DIP 7 RL A

EXNY Frv e UTRRNEEZDZIHELET,
Y—EXR SSH

TCP R—k 22(SSH O F 7 # )V hiR— ~& 22 TY)
SSH/s—Y 3> | SSH2

JIZ. known hosts IZBT L F 2 ) T BERRRINET,

ZNiE, FIOTEST DY —/ DHEE known hosts V) A MIZEFHRINTWZRWDT, BEFEICH
BODRODERZ T EETY, BHLICEEVARTNIE TZDHRA N% known hosts V) A b
BN 5] 2F oy 7 UT Mfil MU ET, RE»S ZOMEMAIFRRINER A,

I SSH GREFICBEd 2 #HE AL E£T,

SEE, NSAT = RFEIE LD E2ITVETOT, [TV TFAMEMD ] 2R 7,
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6.3 Y —/"\~D#EH (Windows + Tera Term)

SSHEEEE

D270 192.168.138.130
EBETY
2—HE(N: Ipic
AT —A(Px
NAD—FEAEL HICRE T SM
I—Vz e TR0

Q) LA THRAEEDL

BEa/DEAREHR{ES

rhosts(S5H FFES

F LD AN AR EEN A — R — P AT e T N0

Pageant{ES

[ ok | [#@ED |

6.9 TeraTerm DEKEE

A—HPHENRAT V=X (VNAT—R) 2 AL UTOK 2#5 &, SSH % — /"D rhi,
YINTOY T IIMERINIATY REZETTESLLDICRY ET,

L= 192.168.138.130:22 - Ipic@localhost:~ VT
2 hO—ILOQ) D »FOW) ~ILTH)

6.10 TeraTerm D#EHKTTEOEE
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6ZEOpenSSH ICL 2 —N\T IR E, H—NEHE

6.4 OpenSSH IZH T B EHHIR
BRI ZHhNIE. Y—NALETav Y REHOREDEIENR I Y

SSH #{fiz s &5 Z &k, #&
MY —I7RHTHRBICZRS L2 EKLEY, #TH SSHAHBIHEADZRHE VS DIEEFaY

T4 EFFEULLSHY FHADT, SSH 2> THE» SEBMEEEZITD 2L DT E B 21—

JLIP 7 RV AZ BRERERICHET S ERNTUL & 5,
BERLHIBR % 47 5 72T iptables # {5 Z & TE £9 5, OpenSSH D% ETE Eli A feR 11—

FERETDZENTEET, ZITIE OpenSSH DFEHZHENL T,
OpenSSH Tld /etc/ssh/sshd _config Z#itEd % Z & CRHIHMRRAI—FZHIRTE 7,

/etc/ssh/sshd _config # AT D & S IZHHEL £7,

# UsePAM no
UsePAM yes

AllowUsers lpic

UsePAM »¥ no (278> TW35E I yes ICEFE L, AllowUsers (ZFF 7] U 72\ —HFZ DA% Flik
UEF, ZNnTa—H Ipic PAMNE SSH I X2 BN T IR AR £7,
A—VHEMTHTTLDTIEARL, I—F LR IP 7 RV AR EZMAGDETHTL 20
AR pam_ access AT HENHY £7,
pam_ access 12 X DEEHHIEZT D 2DIZIE, RO32D7 71 V2 HmELET,
1. Jetc/security /access.conf IZHilfRANE % Gk 5,

2. /etc/pam.d/sshd Z#fEHET 2.
3. /etc/ssh/sshd _config # T 5.

212 sshd 2 FHEEI U £97,
/etc/security /access.conf IZI&, EINEDHEHZFHF T TEINE VDI —I2ildk U Ed,

NRdIE. 3—¥ Ipic 4% 192.168.138.0/24 D v b U — I ML T G B DA EFTL, €

OMIEETHE TS 0>EDTT,

+ : lpic : 192.168.138.0/24
- ¢ ALL : ALL

/etc/pam.d/sshd (Z1F pam_access I[ZBI 4 Dl ZBMU 7,
(KFA5EHERST)
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6.5 $EREEIC &£ % SSH #iw

%PAM-1.0

auth required pam_sepermit.so

auth include password-auth

account required pam_nologin.so
account required /lib/security/pam_access.so
account include password-auth

=== ZHBg ===

< ZDITLYENTENT 3

pam_ access \ZB19 ki, "account include password-auth" & Y §iiZiiid 3 2 HEAH Y

TOT, FldEIERLU T EZIN,

Jete/ssh/sshd_config Tld. UsePAM % yes & U9,

ZZETOHREMNT T T4UL, sshd 2 HEE T I LT, HLOBREVKBEINET,

6.5 ##ETEEIC £ % SSH #ifn

SSH IZIZ@HD/ISAT — R & ffio LM E BT 7 A VRIH LU 28R

BHEINTHET,

6.5.1 sshd D& E

L5 (BRSNS 5 )

ANBREERE S AR Z RS 21213 Y — /MO sshd_confg ZAFD &L S IZHREL 7,

root #EFR T /etc/sshd _config L £ 7

[root@localhost]# vi /etc/ssh/sshd_config

DARD 24703 A h2ALTHIIZLET,
<ZKHH>

#PubkeyAuthentication yes
#AuthorizedKeysFile .ssh/authorized_keys

<EH B>

PubkeyAuthentication yes
AuthorizedKeysFile .ssh/authorized_keys

RELENET U725, sshd #HEEIL 7,

www.lpi.or.jp 82

(C) LPI-Japan



FEB6EOpenSSH ICL B —N\T IR E, H—NEE

[root@localhost]# /etc/init.d/sshd restart
sshd &=k

sshd %ZE@EH:

6.52 I 7AINDENEFEA

SSH TREH#N S A2 M T DIk, RIS ZERL £,

Linux TO 7 7 1 )LD ERK & EFA
Linux ET SSH O#ET 7 A )V % Al d % 1213 ssh-keygen I ¥V K&V E T,

$ ssh-keygen

BANZHET 7 A NVORAFE I E 7 7 A VA EZERINET,

Enter file in which to save the key (/home/<username>/.ssh/id_rsa):

TI7ANBMTRAE—LATAVZ MY Dssh 74 V27 M) FICHMERIT d_rsa, AFEIE
id_rsa.pub WD 7 7 A NEHTHEBINET, ZETDHENRITNIEXZDE F Enter % # L TUL
AT ET,

RIZRATV—=AD AN % KDZB AV —IMN2[AFRRINDZDT2HEERUNAT L =A%
ANUET, NATV—=XFNAT = REDEHHENENDT 10~30 XFREDTIVT 7 Ry
kB HERMSAEMETEVW I L —XE2HRETIEHRHVTL &I,

Enter passphrase (empty for no passphrase):

BRI NP Y FDS B, AR S ARNORME L MEBIIMAZHMSNTIIVIT EEA,
Z77ANDN=Iy Y a VR REGTR ) FNICE A REESBETT, 77 ANNT
“/ssh 74 L7 MUDNR—=3IvYa VK rux---—--- Lid rsa DR —3I WY I VI rw-——o--- .
id_rsa.pub D/3—3I v ¥ a Vik ru-r-r-- TY,

ssh-keygen DA 7' 2 VNG DFE L WHIHAIX man ssh-keygen 24 & THERTE X7,

Y=\ 7 FA 7V MEIZ Linux D& ROE D22 T4 7~ MUT ssh-keygen % FE73 5
ERWTUL &,

[1pic@client ~]$ ssh-keygen
Generating public/private rsa key pair.

Enter file in which to save the key (/home/lpic/.ssh/id_rsa): < Z®DX X Enter
Created directory '/home/lpic/.ssh'.
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6.5 BEEREEIC £ 5 SSH Hfit

Enter passphrase (empty for no passphrase): <27 L—X%&AA

Enter same passphrase again: <BENRIL—% AN
Your identification has been saved in /home/lpic/.ssh/id_rsa.

Your public key has been saved in /home/lpic/.ssh/id_rsa.pub.

The key fingerprint is:

£6:02:6b:73:05:95:62:c7:90:47:2d:31:ab:aa:15:d8 lpic@client

The key's randomart image is:

+--[ RSA 2048]----+

==+
+.%0.

|
[
|
I
l
[
|
[
[

[lpic@client ~]1$ 1s .ssh
id_rsa id_rsa.pub <FREREE NFHEMERINTWDS
[lpic@client ~]1$ 1s -1d .ssh
. 2 lpic lpic 4096 5 H 29 16:32 2013 .ssh
[1pic@client ~]$ 1s -1 .ssh
G
. 1 1lpic lpic 1751 5 H 29 16:32 2013 id_rsa
-rw-r--r--. 1 lpic lpic 395 5 H 29 16:32 2013 id_rsa.pub
[lpic@client ~1$

KIZ, 24TV MUTERLUZERTOS> S, AFHEE S — N \{IZHEEX L £7,
BB, = MlOF—ALT L2 M) iZssh T4 L7 MUMERINTOBWIGEIIERTIC/ER
UEF, sshT4 L ZRMN)DOXR—=Ivyaviz 700 IcBELET,

[1pic@client ~]$ ssh server
lpic@server's password:
Last login: Wed May 29 19:02:17 2013 from client
[lpic@server ~]1$ 1s -a
[lpic@server ~]$ mkdir .ssh
[1pic@server ~]$ chmod 700 .ssh
[lpic@server ~]1$ 1s -1d .ssh
. 2 lpic lpic 4096 5 H 29 19:35 2013 .ssh

.ssh/authorized _keys 7 7 1 W HMER I TV ARWEGHIXHERTIC/ER L £, authorized keys
T7ANDNN=I YT a V600 ICHELTHANS R ZENTERNESIZLET,

[lpic@server ~]$ touch .ssh/authorized_keys
[1pic@server ~]1$ chmod 600 .ssh/authorized_keys
[lpic@server ~“]$ 1s -1 .ssh
&ft 4

=]

. 1 1lpic 1lpic 395 5 H 29 19:35 2013 authorized_keys
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FEB6EOpenSSH ICL B —N\T IR E, H—NEE

9 Til.ssh/authorized key WFEEL TWEHHIZ T I 7V MITRO L ST ssh av >V K&
FITLIETREABEY 7 AV E#ET 2 Z EWARETY,

[1pic@client ~]$ cat .ssh/id_rsa.pub | ssh lpic@server 'cat >> .ssh/authorized_keys
P p P ¥

lpic@server's password:
[1pic@client ~]1$

ssh RHDMEET, Y= ML 2 547 Y MUTHHAT 22 -FAPRED5EE ssh DA T 3
VTCA—YHERELUENZNE D ITERLUET,

B — /M T authorized keys % HH T %K EMNFA TONIX, authorized keys (Z2ABH#E % BN
U 72 TR D ssh #ife i 5 RFIBERG S N TEEPITHONET,

authorized keys % # &9 & Hild password D ATIZRKDOENTWE U 7=,

[1pic@client ~1$ ssh lpic@server

lpic@server's password:
[1pic@server ~1$

authorized keys % i% &9 % & passphrase D ATIDRKD HND D128 £,

[1pic@client ~]$ ssh lpic@server
Enter passphrase for key '/home/lpic/.ssh/id_rsa':

Last login: Wed May 29 19:33:48 2013 from client
[1pic@server ~1$

Windows TD8#7 7 1 JLDERK & FII A
Windows Tl Tera Term #{H> T 7 A N2 ERKTE I ENTEET,
Tera Term D A =a—Mm 5 [EE] - TSSH HAER] 2:#IRUET,
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6.5 $EREEIC &£ % SSH #iw

W Tera Term - [FigE] VT |ﬂ|'£_hj 1
J71ILF) #|EE) [FE(S) | 2> bO—IL0) D FDI(W) ~LT(H)
BE(T)...

o F(W).
T2 ~F)...
F—i— F(K)...

2 F)Liti— I(E)...
JOF2(P)...
S5H...
SSHEZZE(A)...
SSHERE(O)...
SSHEEERL(N)...
TCP/IP...
20(G)...
ZOAMDEED). ..

BEDFE(S)...
BEOZFHAH(R)...

F—TwTRmFHAHL)...

6.11 TeraTerm @ SSH AWM A =1 —

AR OMERANBEE A LR INESTOT, FEOFED RSA] B MY 12048] 128 >TW
e eMERLT, MK REVeMUES,
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OIS
s - E1(E) E2 )

RS&41 @ RSA () DSA
ECDSA-256 ECDSA-334 2048 [ et |
ECDSA-521

B AT
PADL— A OHED:
AP0}

L RROIRTF(C) HEROIFER

6.12 TeraTerm @ SSH 4 RIFMA NEE

BOERMPTZET UL, RATZVL—ZX% ANUET, IAYVMIMEBIZANTEZIENTEET,

[ANPIEDRT ] TRBOMRIE] TNTNORZ Y ZMUT, RELEZECLTZ2O8ZHEFL
£9, ZOHITIE. A% id_rsa.pub, MEHEZ id _rsa LW AR TRIFL T E T,

MBEBEDNIEIZIRND LR OFERN BB -oTULES 2, MERIZIIBELREHENLE
T9,

RIZ. AR E Y —NAATY TO—RUE T,

Tera Term T SSH i % 17>/ LT, #E LAY 7 1 V% Tera Term OEEHANRZ v 7
ULTLZETW,
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6.5 $EREEIC &£ % SSH #iw

i 192.168.138.130:22 - Ipic@localhost:~ VT

—~——

(JeJg )+ 2
EE - B Ec - £EE - EARl

7 BRUAD

mFAsteT n
S| BEERLRSF :

# Dropbox
B ¥o>0-F idlisg

id_rsa.pub

S4751 Z

6.13 TeraTerm @7 7 1 JLER%

T 7ANVEEERITNETH? LEINETDOT, [SCPI REZVEMLULTIZ 7NV —1AT W
TO—RUTLKEIW, SCPIZESI/AEINARET T v A IV 2Lk L T NET,

4 192.168.138.130:22 - Ipic@localhost:~ VT ’Z"E"I‘

= ILIE] $EE(E} ====(G) ~ [0

FAIbEe» T FFaA b EFF B Ak 0B

I BREETE T T

scp: 7

|[ZuLiEE| | sop

6.14 TeraTerm @7 7 A JLEREHESREE

AR S —LT 4LV 27 MUETD.ssh 7+ L2 NVIZ, authorized keys &\ D 4 i THRAZL
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F9, ABEONS—=3Iw T a i 60012 LT EX N,

[root@localhost]# 1s

id_rsa.pub FYTL—hK R*axXvh JE NE
govaO—K FRUMvT ETFF G2
[root@localhost]# mv id_rsa.pub ~/.ssh/authorized_keys

[root@localhost]# chmod 600 ~/.ssh/authorized_keys
[root@localhost]# 1s -1 ~/.ssh
Bt 4

. 1 1lpic 1lpic 381 1 A 28 19:22 2013 authorized_keys

2747 Y MUTIE Tera Term IZEWTHERZ M > TH—NANT IR AZITVET, HARK
12, WAV — RCRATIHELFHALCTTH, BADOHEET LAV TFFANEMES ) TEARL,
RSA/DSA &> | 2@ U/ LT, TWEE] RA2VE2#HULT, RELTHOMEREIEEL
TLEIW,

[ ED/SAT V=i, #EEARUZBICIEELAZSAT L =X & AH LT EI N,

RN Ipic
VADL-Z(E): 9900088

NAD—FEAEL HICRE T SM
I—Vz R0

O FLATRAMEEDL

@ RSA/DSATEHE{ED FEETSRK): ¥Desktop¥i@¥id rza

thosts(SSH 1) a-mda-tHEw ]

[ mztme | |

O F e LD AR RN F — R — A AT T N0

(71 Pageart#{Es

ok | [ s@EeD |

6.15 TeraTerm DR R

6.6 PermitRootLogin M:%E

FI7 AN RO SSH OFETIE root I—H L U THEED A VT5 I EWEBERD T, root TD
074 VEHFAUENEDIZHRETDELRWVWTL LD, root TOOV A VEFHFALULARNEDIZT S
1213 /etc/ssh/sshd _config #RD & S ITEIEL £7,

<ZEHHT>
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#PermitRootLogin yes

<EHH>

PermitRootLogin no

ZR#IE sshd 2 FHEEH U 9,
PermitRootLogin (Z3E Y S HIFRD L B Y T,

RS A—% Rk

yes root TO SSH BV A Vv &FALET, (T7A4NDH)

no root TMD SSH O /A V% HFA L EH A,

without-password INAT— REIBEFEFAIL EE A,

forced-commands-only | FEEIN~ZIAYY ROARFALUET, TOMOPBIEAEFHFAIINEE A,

forced-commands-only (£, VE—NTNAY I 7Y TREDUIE X2\ & SIZMHFTY, BT
W9 2 &SI authorized keys 7 7 1 JVIZ command & 7> a VEET I I L TERITLAZVIY
VREEETSIEMNTEET, PermitRootLogin D7 7Y 3 Y IZDWTIE man sshd config T
MRTDENTEET,

6.7 NRT—RICL DR ZEMICT D

T 7 AN NOFETIFEHED/NAY — RGEFEDNF A INTWETH, W@HD/NAT — RFFETIE
HERBOLS RFETLI—PHZELNNAT—REZEHIVHINTLED L, REZRT VL AZHTHR
nnHy 9,

W UCHET 7 A Va5 2BHEDEA, RICA—FHZHENAT L —XZELH#RTE
LLUTH, MERZF S TOARTNERERTY 7 AZHTILIEHY A, /-, WBEHEEE
EFNFZL UTENRAT U — AR50 5 31T WIS % # > 2 383EE TS £ A,

COEOITEEDNSAT — RFIHL Y BT 7 AN AR FH S ZRBHEDO AL X 2) 7o fE % 5 <
BOZEMNTEET, FHZ, HERAIADEHIREFZDZWVEGEEIE, BED/SAT — REFEIXFF AT LRV
T, #T77ANEZHCEREZ T ZHTTEIREIZTEIERNTL & D,

W77 ANVTORAL T 2HATIEE, HEITHE-T7 7 A Ve oI TELS Y7 ATE
5ILEMRLET, VE—PIMNOT V7R ALTEELZIT> TV A, BEXLMEZD L SSH T
DT VR AMNTEBRLBLIAEENRDDDT, FHITERLTLLAEI N,

BERAECOT 72 A% MR T X /25, sshd config ZfREL T, NAT— RIZKDFRIAENT IRV
EHIZLET,

N BABEGRRE D HA % FF ]9 % 121% /etc/ssh/sshd _config #RD & S IEIEL £7,

<ZKHH>
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PasswordAuthentication yes

<EFH>

PasswordAuthentication no

B sshd 2 HEH TS &, BEGEDHNTOT 72 AFTERLARY, &) LZ47% SSH AN
BEIZARY £9,

6.8 NRAT7L—XHBLLDERBIZIDWT

VE—RMDOY—=NTHENY 7T Y TDO &S BRI T/SAT — RALUTEIFLAEWGEIZ, SAT
V=B U OMEREHET S Z & THIEBNLZR2IZ) E— M — 1 OBENTREZRY £9, NA
TV—ARUDOWERTERT 56, TOMERPBEENTLUES LA TV—AR LU TRIAIN
TUESI D BT 7 A VIFHEIZER TS BENRDH Y £9, root MR T/INAT L —ARLOHT 7
ANV EFIAL 725G 1L /ete/ssh/sshd _config D PermitRootLogin T forced-commands-only %

BETDLRWVWTL LD,

NWAT V=B UDHEET 71 ik ssh-keygen 2 FfT UL SIZEBDNAT LV —R% AS19 20,
BPONRATV—ReEHTHIETHERTEET,

MEHDONAT V=A% BET S1Z1E ssh-keygen IX Y RD-p A F¥aveEnEzy, 47
VAVTHT T AINVERFETS LM TEET,

[lpic@localhost ~]1$ ssh-keygen -p -f .ssh/id_rsa_nopass

Enter old passphrase: <HWARZRT7L—X% AN

Key has comment '.ssh/id_rsa'

Enter new passphrase (empty for no passphrase): —Z®DZ X Enter

Enter same passphrase again: <% ®DZ X Enter
Your identification has been saved with the new passphrase.

NATZV—=ZXBUTEATIHAITERAOHET 71 V%2 HE UL, authorized keys D% E T Nt
D& 512 command A 7Y a VCHEAFRARIYY REHIRT L L RVWTUL &S,

< authorized keys TETTE 2 a7V REHIRY 5 DHl>

command="1s /bin" ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCcpn8vgOcdbmi5bpyCpO08DB5xtLqu >
5UCOAQT37/J2g80K5D0pwI9I4+25qx7bulzF7znbX6/iATVyhd11D+uC3KOTBg/tcNQ/n3MLqry - - - <AB&
>

2747 Y MUD™/.ssh ({17 I N2 FB%HE id_rsa_nopass % ffi> TH—/\MZ SSH ##i 9 5 12

www.Ipi.or.jp 91 (C) LPI-Japan



6.8 /X277 L —XALDERICDWT

FE"A"A TV a TR AV ERELET,

[lpic@client ~]$ ssh -i .ssh/id_rsa_nopass lpic@server

alsaunmute dnsdomainname 1sblk rview
arch domainname 1lscgroup sed

awk dumpkeys 1lssubsys setfont
basename echo mail setserial
bash ed mailx sh

cat egrep mkdir sleep
<LEUFBE>

[1pic@client ~1$

Y= MlD ™ /.ssh/authorized keys D command 7 7Y 2 Y THRE I N2 A Y RZTHFEITX

mi‘g—o

authorized keys 7 7« VD3 U\ EiHIIE man authorized keys & £ THEGR L T Z X0,
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BTE

X2 UT4V—IICLBHRIARRMEFEA
RN

71 YRTLDBIARNSE L TRARIICDOWNT

— I, A DA VA =2y NIV AT ARERTIEIE. 77 A7 U AN ERETSI L
TARET VR ARE ZHDRAREDERIZH LT a7 WK E2TVEST, LML, 774
TOA—NERETDZIELT, R—MPIP 7 RVATT 72 A2HIRTEEH—LAIIHTEARE
REEEZEN T LTI TN, ARHELEIIHUTABL TS —EANDOKE (/22 X
. v TT IV =Y a VOMEEE DWERE) IZDOWTIK, ERICHETE I EAH L Ve
EAET,

WY REF ) T WMENRINTHERENZ EIZEYD, AR —, RET 7L 2AOWEIIH 7215
G AV —EADEIEL W o 22 BB EZITTIERLS, Web IV T VY OBRIAREIZEY,
HSFTITHMAZHBELUTUES (&K RFLTWS Web IV 7YY « )V A1 A
BETDIEIOUIAINAEZY, T4y Y VIV A MADFETDIEIORIAINALY D) HEN
D AREED DY £,

EROESR, 774 T —NEDEF ) TR EEBMLUTRAINLZRAERT 72 A%
BEIT 2 A ETEE LT, ATABRMPEAMHMMPETONE T, ARETIE, HIARKY 7 K
7 =7 THD Tripwire &, RAMKY 7 b7 =7 Tdhd Snort ZHN LU ET,

711 BWIAREICDOWVWT

VATLARNDT 7AW DN - AFH - HIFRE VWO ZHRERMTSEI LT, AET A
HIZEBTTANDORTAZRAL T,

WA ZITH> LT, FHEHR Web AV TFUYDEFEZRMTLIIENTE, FIEET 7Y
AR THIENTED LAY T,

712 BARRMICOWT

2V NI =20 %GEND/NVTY MEBEHLUT, V=AY —ECAHEGBE (DoS) BED/NTy Rt
R ORMM R NE =V 2V TR F Y WINRNE =V T 7 IIVTEHL, Y72 F vy 2RIZEZDH
20y NEBEIUET,

RBABRMZITS 2T, MENLRIERT 7 X AR ZTOMEMEZRMNTZ N TEL L1248
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9,

7.2 Tripwire IC & 20X AR
7.2.1 Tripwire D E

AETIE, WXAKRIMY 7 b7 Thd Tripwire DR % FAIL £7,

Tripwire (£, Y AT AMAONAERE2BAIT DA —T VY —AORIABEY 7 N 27T
3, GPL(GNU General Public License) Dt fETHHT 2 Z LN TEET,

Tripwire £, 1992 f£i2, 7 AV ANRTa—KFT, ANTA—RLeY—r - FLAKLIT &
DEBFEINE Uz, TDH, K Tripwire tHIC & W AL I N, MISd DT T v b7 4 — LADHEER
BREMIONTHET, BfE, Linux DANIRT DA —7 VY — Ak L Windows & EIZH T
%k Tripwire #IZ K 2 EHRMPEEL £9, A— 7V Y —AfRIX. http://sourceforge.net/
projects/tripwire/ KW AFTEHIENTITET,

Tripwire i&, EHRREBTOYVATLDAFY TV ay b (R=AFA VTF—ER—R) 2T7—4X
N=2IRFEL, BUEDREBTOY AT LADAF Yy T ay hEHEET 5 L THIAZMEU
T D7D, YATAPEFEBRETAN =27 VT —AR—A%2fH L TH ZEVEETT,

Tripwire Tld, ANDE D BRHRZRATHIENTEEY,

o 77 AINVDONENEHI N

e 77 AINRT 4 LI NYIABEMI N

o 77 ANRT 1L MY MHIKRI N~

e 77 ANRTA LI NIDA—F— - N—=Iv T aVUREERIN

—7. Tripwire Tl&, BIFD LS BRI L X TEEHEA,

o VY NARALTEHERATS

e 77 AN T4 LI N)DEFEEEKET D
e 774N T4 LI N DEHMEFERET D
o 77 AN T4 L N EEHEFOREBIZRT
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B7E XY T4V NILLDBUITARMEBARE

DEEGRETOURTLOKREE R
(R—=RSAUT—BR—=ZDER)

<

QBED VAT LDREEA—RSFAUF—AR—RF L8

R=RASAUT—=HR—=2Z

(

$ F %

[©]

Bt

[>] 3=
2
b

1

i

i
K

oz a~mzoht-z
L EEREL, LK—k

7.1 Tripwire OE

7.2.2 Tripwire D& A

Tripwire EADTHNELAFITRU ET,
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1. A2AR—Il

2. M= 71 DR

h

3. F—ARA—ZAOHMWIE

IR (B0 3T - k) L
E GEmM-FEE-FlR HY

7. WEA~DHL

Y

B. T—8~—ADEHK

I TF&

HUL—DEHSE ?

8. =271 ILOEH

7.2 Tripwire EADFN

Tripwire ® A X ~k—JL

Tripwire D1 Y A M —IVFHIZDWTHRLU T, UTFOFIEIZ, HERSTORE/N\—Ya T
0324221200V THDEDTT,

R 7 L—XD¥F

Tripwire TIE 2 DD#ET 7 A (A bF—, BLU, 0—HhF—) 2FALTT7 71 IVOLE
HET>TWET, A VAN —IVHIZING 20087 7AIVDNSAT L —AD AN ERDELNS
720D, A VAN—IMEREZGT DML CE<BERH Y £F, 1327 L —Xd 8 XFIU
EETHIBENRDHY T,

A=)

CentOS D Tripwire 8 7 — I, HER LISV THEINTEY FEADT, wget T
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K71 B EERARE

Bo7AL HEBS
A hF— VAT LABET TAIN, BT —T 7 A VD
O—hlF— | T=EX=2T7 714N, VE=KrT771IO}E#

V—=A2—R&H 70— RUT, make RLEZHANTI VLIV EITVET, T3/ )V
make,gcc LWV DZBRUAD/NY T —IDMIZ, cpp BJ:Z)"gcc—chJr AL ’7‘—“/“793‘4‘4\%L:7§£ Y E
FTOT, HZyum IXY REHOTA VA=V L TBVTLEX

[root@localhost ~]# wget http://jaist.dl.sourceforge.net/project/tripwire/
tripwire-src/tripwire-2.4.2.2/tripwire-2.4.2.2-src.tar.bz2

[root@localhost ~]# tar jxvf tripwire-2.4.2.2-src.tar.bz2

[root@localhost ~]# cd tripwire-2.4.2.2-src

[root@localhost ~1# ./configure

[root@localhost ~]# make

[root@localhost ~]# make install

)

Installer program for:

Tripwire() 2.4 Open Source

Copyright @ 1998-2000 Tripwire ® Security Systems, Inc. Tripwire
is a registered trademark of the Purdue Research Foundation and is
licensed exclusively to Tripwire Security Systems, Inc.

LICENSE AGREEMENT for Tripwire(®) 2.4 Open Source

Please read the following license agreement. You must accept the
agreement to continue installing Tripwire.

Press ENTER to view the Llcense Agreement .

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

(&BE)

This General Public License does not permit incorporating your program into
proprietary programs. If your program is a subroutine library, you may
consider it more useful to permit linking proprietary applications with the
library. If this is what you want to do, use the GNU Library General
Public License instead of this License.

Please type "accept" to indicate your acceptance of this
license agreement. [do not accept] accept(accept EAND

Using configuration file ./install/install.cfg
Checking for programs specified in install configuration file....

/usr/sbin/sendmail -oi -t exists. Continuing installation.
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/bin/vi exists. Continuing installation.

Verifying existence of binaries...

./bin/siggen found

./bin/tripwire found
./bin/twprint found
./bin/twadmin found

This program will copy Tripwire files to the following directories:

TWBIN: /usr/local/sbin
TWMAN: /usr/local/man
TWPOLICY: /usr/local/etc
TWREPORT: /usr/local/lib/tripwire/report
TWDB: /usr/local/lib/tripwire
TWSITEKEYDIR: /usr/local/etc
TWLOCALKEYDIR: /usr/local/etc

CLOBBER is false.

Continue with installation? [y/n] Fa¢RaPZAD

Creating directories...

/usr/local/sbin: already exists
/usr/local/etc: already exists
/usr/local/lib/tripwire/report: created
/usr/local/lib/tripwire: already exists
/usr/local/etc: already exists
/usr/local/etc: already exists
/usr/local/man: created
/usr/local/doc/tripwire: created

Copying files...
/usr/local/doc/tripwire/COPYING: copied
/usr/local/doc/tripwire/TRADEMARK: copied

/usr/local/doc/tripwire/policyguide.txt: copied
/usr/local/etc/twpol-Linux.txt: copied

The Tripwire site and local passphrases are used to
sign a variety of files, such as the configuration,
policy, and database files.

Passphrases should be at least 8 characters in length
and contain both letters and numbers.

See the Tripwire manual for more information.

Creating key files...
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(When selecting a passphrase, keep in mind that good passphrases typically
have upper and lower case letters, digits and punctuation marks, and are
at least 8 characters in length.)

Enter the site keyfile passphrase: [(WIMINAVSA RS P VI))
Verify the site keyfile passphrase: (@Al VAV.SARY &P IRC: 11::D))

Generating key (this may take several minutes)...Key generation complete.

(When selecting a passphrase, keep in mind that good passphrases typically
have upper and lower case letters, digits and punctuation marks, and are
at least 8 characters in length.)

Enter the local keyfile passphrase: [((SEPAlIRAV.SPARP& P PI))
Verify the local keyfile passphrase:
Generating key (this may take several minutes).

Creating signed configuration file...

Please enter your site passphrase: Y4 KRNI L—Z% AN

Wrote configuration file: /usr/local/etc/tw.cfg

A clear-text version of the Tripwire configuration file
/usr/local/etc/twcfg.txt

has been preserved for your inspection. It is recommended
that you delete this file manually after you have examined it.

Creating signed policy file...
Please enter your site passphrase: [WAIBISAVARP & PV

Wrote policy file: /usr/local/etc/tw.pol

A clear-text version of the Tripwire policy file
/usr/local/etc/twpol.txt

has been preserved for your inspection. This implements
a minimal policy, intended only to test essential
Tripwire functionality. You should edit the policy file
to describe your system, and then use twadmin to generate
a new signed copy of the Tripwire policy.

The installation succeeded.

Please refer to
for release information and to the printed user documentation
for further instructions on using Tripwire 2.4 Open Source.

make[3]: Leaving directory ' /root/tripwire-2.4.2.2-src'
make [2] : Leaving directory ' /root/tripwire-2.4.2.2-src'
make[1]: Leaving directory ' /root/tripwire-2.4.2.2-src'
[root@localhost tripwire-2.4.2.2-srcl#
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R —T 74 IDIER

Tripwire I3RYV V=7 7 L WIZHED, 774N - T4 L 27 M) OBREBEZRITVET, RV V=77
ANE, RVY—%23BUATIFANT7 700 (BB KV Y =T 7100 (EX) LIER) ONE %
J6lZ, twadmin I¥ Y REFHALUTERL £, RY ¥ —DiRNAEICDOWTIE, [7.2.3 Tripwire
DOHEARZE] O TRVY—=T71)] ~ (@i 28RLTIEIWN,

R =77 A NVDOERIZ. MTOIY Y RIZEDITVET,

[root@localhost ~]# twadmin --create-polfile --site-keyfile /usr/local/etc/site.key

(1 bF—T 74 D/RR)  /tmp/tupol.txt (RU—T 7 A (FEX) D/RR)

F-lx

[root@localhost ~]# twadmin -m P -S /usr/local/etc/site.key (¥4 hF—T 7 4L DN
) /tmp/twpol.txt (RYP—T74IL (EX) D/IR)

KRV V=774 (EX) O/SAE, BREIZS U CHEYZMEICESHBATI I,
KRV =T 74 (CEX) ONNAL LT, Tripwire 1 Y A M — VRIZERIND 7 71 )L
(/usr/local /etc/twpol.txt) ZHEET S I LEAHETY,
A Y REFRIZYA MSAT LV —=ZXD AN %2 ROENETDT, Tripwire 21 Y A h—JL U %
FRZAD UYL RS AT LV —=ZX%2 ASUTLEZIN, BB, Y1 MF—7 742, Tripwire
A ¥ AN —IVIRHZAERR X 47z /usr /local /etc /site.key % &7E L £7,

[root@localhost ~]# twadmin --create-polfile --site-keyfile /usr/local/etc/site.key >
/tmp/twpol.txt

Please enter your site passphrase: YA KNRTL—% AN

Wrote policy file: /usr/local/etc/tw.pol
[root@localhost ~1#

ANV REBRFTIZILICEY, RV Y=T 740 (OF30) »oBEARSLINLR) V=T 7
)V (usr/local/etc/tw.pol) DMERINET,

F—HR—2 DL

RV =T 7A4NETIZ, BEETOYATLADTI7AIN - T4 L7 N)ERE T -2 XR—21L
LET,

—AR=ZDHHMEIE. UFDOIY Y MIZEVITVET,

[root@localhost ~1# tripwire --init
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FziE

[root@localhost ~]# tripwire -m i

ARV REFRHIB =NV AT L —=AD AR ERDONET,
PAFIE, Tripwire D1 ¥ A b —J)VIRIZE I 1S 7 7 1 )V (/usr/local /etc/twpol.txt) & Z D F
FHHU2GEOHITY,

[root@localhost ~]# tripwire --init
Please enter your local passphrase:
Parsing policy file: /usr/local/etc/tw.pol
Generating the database...
*** Processing Unix File System **x
The object: "/selinux" is on a different file system...ignoring.
The object: "/sys" is on a different file system...ignoring.
ARSI SR SSRGS X T 5 — (/usr/local/sysinfo HFFELE L ARLY)
### Filename: /usr/local/sysinfo R R OAT YRR NNt i\ e A UE AR
### No such file or directory X IS — (/usr/local/sysinfo A TFFE L7 \M)
### Continuing...
### Warning: File system error. XTI Z— (/usr/X11R6/1ib NFFIE L L))
### Filename: /usr/X11R6/1ib XI5 — (/usr/X11R6/1ib N FFE L ALY)
### No such file or directory XTS5 — (Jusr/X11R6/1ib D FFIE L A\LN)

(#88)

Wrote database file: /usr/local/lib/tripwire/localhost.localdomain.twd
The database was successfully generated.
[root@localhost ~J1#

FEHav Y REFHO IS IZZ S —DHEIINAZESIE. RVY—T7 74 E2EBEL. BET—
ZANR—=Z2DFHEEITVET,

1. RIVY—=T 74N (EX) OEIE
TS5—B5ET7T7AN - FA LI MIDNSAZHERL, EUWSAIBIET S5, B
KPLALTEHENNESIK, RV Y—=T7 71 CEX) OFMEFRZIAY N7 MLUET,

2. RV Y =77 A4 IIVOMERL (twadmin --create-polfile)

3. T—AR=2DHHE (tripwire --init)

BEMEF vy
R=ATAVT—=EAR=AMFE LT VBV AT LD T 74 - T4 LI N)IEREBEDY A
TLDT7AN - T4 VI MNIERER) V=T 71 IMIEVF oy 7 UET, EERICBWTIE,
EWINZ Y AT LOBEVETF Ty 72175 2 &Il D D, BEMF v 7D Y K% cron 128
Fk9 2 LMHFITT,
BEMEF v ik, AFOIY Y RIZEDITFVET,

www.Ipi.or.jp 101 (C) LPI-Japan



7.2 Tripwire I & 20X AR

[root@localhost ~1# tripwire --check

F2IE

[root@localhost ~]# tripwire -m c

BAEMT v 7 OFERIE. /usr/local/lib/tripwire/report /7 A M %4-HAF (YYYYMMDD) -
41 (HHMMSS) twr £ WS VAR—=M 77 ANV LU THAINET,

BN RDOI YTV, EHEEMAT, BEWEF v 72 EZ G UAERIELLTO@EY) TY,

[Total violations found: 0], No violations.] XFRIN, EXIFHFEINELTA,

[root@localhost ~]# tripwire --check

Parsing policy file: /usr/local/etc/tw.pol

**x Processing Unix File System ***

Performing integrity check...

The object: "/selinux" is on a different file system...ignoring.

The object: "/sys" is on a different file system...ignoring.

The object: "/var/run/vmblock-fuse" is on a different file system...ignoring.

Wrote report file: /usr/local/lib/tripwire/report/localhost.localdomain-20130113-154 >
402.twr

Open Source Tripwire(R) 2.4.2.2 Integrity Check Report

Report generated by: root
Report created on: Sun 13 Jan 2013 03:44:02 PM JST
Database last updated on:

localhost.localdomain
Host IP address: 127.0.0.1
Host ID: None
Policy file used: /usr/local/etc/tw.pol
Configuration file used: /usr/local/etc/tw.cfg
Database file used: /usr/local/lib/tripwire/localhost.localdomain.twd

Command line used: tripwire --check

Rule Summary

Added Removed Modified

Tripwire Data Files
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Monitor Filesystems

User Binaries and Libraries
Tripwire Binaries

0S Binaries and Libraries
Temporary Directories

Global Configuration Files
System Boot Changes

RPM Checksum Files

0S Boot Files and Mount Points
0S Devices and Misc Directories
Root Directory and Files

O O O O O OO OO oo
O O O O OO OO OO o
O OO OO OO OO OO oo
O O O O OO OO OO o

Total objects scanned: 107042

**x* End of report **x

Open Source Tripwire 2.4 Portions copyright 2000 Tripwire, Inc. Tripwire is a regist)
ered

trademark of Tripwire, Inc. This software comes with ABSOLUTELY NO WARRANTY;
for details use --version. This is free software which may be redistributed
or modified only under certain conditions; see COPYING for details.
A1l rights reserved.
Integrity check complete.

[root@localhost ~]#

BERNROT7 7 AU, BEAINAZZ L 2ELALELZMAT, BAENTF v 7237 L
FERIFLA T D@D T,

BRI NN, e U TlREINET,

PAFOHABINELENTD 5 DIZB U TEAESREINT D Z LA Db 9,

e /usr/local/etc/twpol.txt.bak H3HIFR
/usr/local /etc A3ZTH

Jusr /local /etc/twpol.txt H3ZEFE
/home /test /twpol.txt.bak H3ENN
/home/test /325
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[root@localhost ~1# tripwire --check

Parsing policy file: /usr/local/etc/tw.pol

*** Processing Unix File System **x

Performing integrity check...

The object: "/selinux" is on a different file system...ignoring.

The object: "/sys" is on a different file system...ignoring.

The object: "/var/run/vmblock-fuse" is on a different file system...ignoring.

Wrote report file: /usr/local/lib/tripwire/report/localhost.localdomain-20130113-160 >
810.twr

Open Source Tripwire(R) 2.4.2.2 Integrity Check Report
Report generated by: root

Report created on: Sun 13 Jan 2013 04:08:10 PM JST
Database last updated on: Never

Report Summary:

Host name: localhost.localdomain

Host IP address: 127.0.0.1

Host ID: None

Policy file used: /usr/local/etc/tw.pol

Configuration file used: /usr/local/etc/tw.cfg

Database file used: /usr/local/lib/tripwire/localhost.localdomain. twd
Command line used: tripwire --check

Rule Summary:

Tripwire Data Files

Monitor Filesystems

User Binaries and Libraries
Tripwire Binaries

0S Binaries and Libraries
Temporary Directories

Global Configuration Files
System Boot Changes

RPM Checksum Files

0S Boot Files and Mount Points
0S Devices and Misc Directories
Root Directory and Files

O O O O OO OO OO oo
O O O O OO OO oo

O O O O O O O O O

O O O O O O O O O

Total objects scanned: 107042
Total violations found: 5

Object Summary:
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Rule Name: User Binaries and Libraries (/usr/local/etc)
Severity Level: O

Removed :
"/usr/local/etc/twpol.txt.bak"

Modified:
"/usr/local/etc/twpol.txt"

Rule Name: Monitor Filesystems (/home)
Severity Level: O

"/home/test/twpol.txt.bak"

Modified:
"/home/test"

**x* End of report **x

Open Source Tripwire 2.4 Portions copyright 2000 Tripwire, Inc. Tripwire is a regist)
ered

trademark of Tripwire, Inc. This software comes with ABSOLUTELY NO WARRANTY;

for details use --version. This is free software which may be redistributed

or modified only under certain conditions; see COPYING for details.

All rights reserved.

Integrity check complete.

[root@localhost ~1#

L R— b DR
BEMEF v 7IZEVHEAINAZVE-N 77 IVDFRRIE UATFOIT Y RIZEVIFVET,

twprint --print-report --report-level (L AR— kL ~NJL,0~4) --turfile (LR—KT 7
1ILDIRR)
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FziE

twprint -m r -t (LR—KLNJL,0~4) -r (LR—FT71ILD/RR)

KLUBR—= R UV, 03B FRR. 4 BEEMFRRTT,
HKUR—=R T 7AINVONAE, BREIZS U CHETZZEICE I T EZI N,
LAR=F LR 0 DBEDERAEIZ. ATD®EY T,

[root@localhost ~]# twprint --print-report --report-level O --twrfile /usr/local/lib )
/tripwire/report/localhost.localdomain-20130113-160810.twr

Note: Report is not encrypted.
TWReport localhost.localdomain 20130113160810 V:5 S:0 A:1 R:1 C:3
[root@localhost ~1#

VAR— MEROZHE XA T D@D TY,

vV BEROE

s :BEE

A:BMINET774IL-TaL I MDD
R :HIRINEZT 7ML TaLY YD
C:EEBINEITZ7A4IL-T4L I MN)DE

EEOEGHITIE, EXASME (774N T4V NVOBBMMALE, 7710V T4 L2 hK
DOBIRM® LME, 774N T4 L2 NYOEEN M) TDOOLHEEEDORE EWMEIX0 THD
2R £9,

VIR—=bF LD 4 DGEIZET 2 RRAEIEZ, BLTO@E Y FElE D F TRRINET,

[root@localhost ~]# twprint --print-report --report-level 4 --twrfile /usr/local/lib )
/tripwire/report/localhost.localdomain-20130113-160810. twr

Note: Report is not encrypted.

Open Source Tripwire(R) 2.4.2.2 Integrity Check Report

Report generated by: root
Report created on: Sun 13 Jan 2013 04:08:10 PM JST
Database last updated on:

Report Summary

Host name: localhost.localdomain
Host IP address: 127.0.0.1
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Host ID: None

Policy file used: /usr/local/etc/tw.pol

Configuration file used: /usr/local/etc/tw.cfg

Database file used: /usr/local/lib/tripwire/localhost.localdomain.twd
Command line used: tripwire --check

Rule Summary:

Tripwire Data Files

Monitor Filesystems

User Binaries and Libraries
Tripwire Binaries

0S Binaries and Libraries
Temporary Directories

Global Configuration Files
System Boot Changes

RPM Checksum Files

0S Boot Files and Mount Points
0S Devices and Misc Directories
Root Directory and Files

O O O O OO OO OO oo
O O O O OO OO OO~ O
O OO OO OO OO+ OO
O O O O OO OO ON+=O

Total objects scanned: 107042
Total violations found: 5

Object Summary:

Rule Name: User Binaries and Libraries (/usr/local/etc)
Severity Level: O

Removed:
"/usr/local/etc/twpol.txt.bak"

Modified:
"/usr/local/etc"
"/usr/local/etc/twpol.txt"

Rule Name: Monitor Filesystems (/home)
Severity Level: O
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"/home/test/twpol.txt.bak"

Modified:
"/home/test"

"/home/test/.xsession-errors"

Object Detail:

Rule Name: User Binaries and Libraries (/usr/local/etc)

Severity Level: O

Removed object name:
Property:

Object Type
Device Number
Inode Number
Mode

Num Links

UID

GID

Size

Modify Time

*
*
*
*
*
*
*
*
*

Blocks
* CRC32

Modified object name:
Property:

Object Type
Device Number
Inode Number
Mode

Num Links

UID

GID

Size

www.lpi.or.jp

/usr/local/etc/twpol.txt.bak
Expected Observed

Regular File

2050

939253

S T T

1

root (0)

root (0)

13715

Thu 03 Jan 2013 10:12:35 PM

32

CsX19s
DL30rgh65sv60UpWFXtLYo

/usr/local/etc
Expected Observed
Directory Directory

2050 2050
912759 912759

drwxr-xr-x drwxr-xr-x

2 2

root (0) root (0)
root (0) root (0)
4096 4096
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* Modify Time

Blocks

Modified object name:

Property:

Object Type
Device Number
Inode Number
Mode

Num Links

UID

GID

Size

Modify Time

Blocks
CRC32

BT7ELF¥21)T14Y—NLILLDBIARMEBARN

Sun 13 Jan 2013 03:35:57 PM

/usr/local/etc/twpol.txt
Expected

Regular File

2050

914985

-rW-r-----

1

root (0)

root (0)

13819

Sun 13 Jan 2013 09:50:00 AM

32
DZLw4z
Arzkb+NGORsbMeMoi jbcZr

Rule Name: Monitor Filesystems (/home)

Severity Level: O

Added object name:
Property:

Object Type
Device Number
Inode Number
Mode

Num Links
UID

GID

Size

Modify Time
Blocks

CRC32

* X X X X X X X ¥ X X *

/home/test/twpol.txt.bak

Expected

/home/test

JST
Sun 13 Jan 2013 04:07:32 PM JST
8

Observed

Regular File

2050

915102

-IW-I-----

1

root (0)

root (0)

13820

JST

Sun 13 Jan 2013 04:07:32 PM JST
32

BI/W5b
B0Xj6YdVtiSromrvl/EuMB

Observed

Regular File

2050

939253

-TW-T----—-

1

root (0)

root (0)

13715

Thu 03 Jan 2013 10:12:35 PM JST
32

CsX19s
DL30rgh65sv60UpWFXtLYo

Modified object name:
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Property: Expected Observed

Object Type Directory Directory
Device Number 2050 2050
Inode Number 651527 651527
Mode
Num Links
UID test (500) test (500)
GID test (500) test (500)
Size 4096 4096
Modify Time Sun 13 Jan 2013 08:41:18 AM JST
Sun 13 Jan 2013 04:07:05 PM JST
8

*** End of report **x

Open Source Tripwire 2.4 Portions copyright 2000 Tripwire, Inc. Tripwire is a regist)
ered

trademark of Tripwire, Inc. This software comes with ABSOLUTELY NO WARRANTY;

for details use --version. This is free software which may be redistributed

or modified only under certain conditions; see COPYING for details.

A1l rights reserved.

[root@localhost ~1#

BN 2BE - HRINAZT7740V - T2 MVICEALUT, SABLOTONT 1 EHRBIERRI N
FT, BHLBSAZTONRNT 2 IZOWTIE, BHEIZOVWIRETERINE T,

F—HR—ADEH

BOEMF TV ZER—ATA VT —RR=ALBUED Y AT ADREZ IS L CTiIibhEd, 2
Dz, BIZEEELRITNE, TOTITLDT Y 75— NREIHED, BEHERRO 7 71 U5 L
TIEHOI—FEM - BH - JlRZ 7o 25HICEH, BAMF oy 7 TEEIBRHMINET, FE
LW7 7 A IVOFER GBI - 25 - HIkR) % REABROEEEF = v 7 TRAIX W BN KD I2T 57
DITIE, R=ATA VT —EAR—ADEFNPBEL LY T,

T—=AR=ZDHEFIE, UTFOIAI Y RIZEVIFVET,

[root@localhost ~]# tripwire --update --twrfile /usr/local/lib/tripwire/report/loca >

lhost.localdomain-20130103-222802.twr (LIR— K7 7 A JLD/SR)

FZ
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[root@localhost ~]# tripwire -m u -r /usr/local/lib/tripwire/report/localhost.local >

domain-20130103-222802.twr (LIR— K7 74 LD/ R)

KUR=DMZ7 74 NVOSAE, BRIGU CEYZEICE SMATIZIN,

ARV REEGTTDE, iZT o ANEFL 9,

[root@localhost ~]# tripwire --update --twrfile /usr/local/lib/tripwire/report/loca >

lhost.localdomain-20130103-222802. twr

WEFER, 77 ANVOMBEREZ, BHEOviTT4 X FAUTY, Aza—)LTn &, B
TOEIIERERILLAZT 7 AN - T4 L7 M) OSRADRIC [x] BOVAEIRRRINET,

Rule Name: User Binaries and Libraries (/usr/local/etc)
Severity Level: 0

Remove the "x" from the adjacent box to prevent updating the database
with the new values for this object.

Removed:
[x] "/usr/local/etc/twpol.txt.bak"

Modified:
[x] "/usr/local/etc"
[x] "/usr/local/etc/twpol.txt"

Rule Name: Monitor Filesystems (/home)
Severity Level: O

Remove the "x" from the adjacent box to prevent updating the database
with the new values for this object.

Added:
[x] "/home/test/twpol.txt.bak"

Modified:
[x] "/home/test"
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Object Detail:

(&)

X] EF 2w I BDONET TN T LI MVIK TAN—RIKBRINE 774 - T+ L
7N (EEZEAIZBIE2 7 7ANVERLTDIED) TY, #il, T —AR—ZIKIL 72 <R
T77A4N T4 LI N (EEBEEIMMONRNED) IZDWT, Fov I EIL, RIFLET,

BB, RIFRHT T44444 Error: Report file could not be parsed. Report may be corrupt.] &
TRINBGEITIE, VR—N 77 A NVNOHMNPHARGEIZZR > TS Z ERHKERDOAREMEDH Y
9, export LANG=C 2%Ef7LUT, BELVR—F 771 NVEERLESLTIZIN,

[root@localhost ~1# export LANG=C
[root@localhost ~]# tripwire --check

- w -

[root@localhost ~]# tripwire --update -r /usr/local/lib/tripwire/report/localhost.lo >
caldomain-20130103-222802. twr

T 7AIVOBEIFERIZ, O—HIVINZA TV —AD AN ZRDENET,

[root@localhost ~]# tripwire --update --twrfile /usr/local/lib/tripwire/report/local >
host.localdomain-20130113-160810. twr
Please enter your local passphrase: (O—HJI/SZXT7L—XDAA)

Wrote database file: /usr/local/lib/tripwire/localhost.localdomain.twd
[root@localhost ~]1#

WE AN DR

Tripwire DEITIZE YD Y AT ANDORELREE (774N -7« L2 M) OB - £ - {lkk)
BAEII N 561E. TOREREZEMTONLRERZRE L2 LT, EHERREAOEGFEEE L
T, N ITYTTF—=EZMEDY ANTREDORNETNET,

R)Y—T 74 ILOEH

AT, 2R T7 74N - T4V M) EF oy IR/RITEMLAZY, F2vI7THE (T
NTF 1) ZBEBEULZVEODIRENEL ZBEIE. RVY—T 71 IVOEHZFVET, RV —
7 7 AIVDFEFHFIFEICDOWTIL, 7.2.3. Tripwire DEAFZEEZSIBL T ZIWN,

7.2.3 Tripwire DEKREE

Tripwire DFET 7 A IVIZIE, YATABREZ7 714N, BLC, FVY—=T 74D 2D0HY)
F9, A VAN IRFICHESELINEZBRE T 7 A, LU, FET 7AIVOEXD A =B
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ERINET,
# 7.2 Tripwire DFEE7 7 1)L

g:lg

72714IL%E BA

Jusr/local /etc/tw.cfg VAT LRET T A

Jusr/local /etc/twefg.txt | AT ABRET 7AINDIE— ()

/usr /local/etc/tw.pol RV =774

RYVY—=7 740D — (EX)

Jusr /local/etc/twpol.txt

DRTLERET A
VAT LBRET 7 AINVCHREMRARREHEBILE 7.3 D@D TT,

www.lpi.or.jp 113

(C) LPI-Japan



7.2 Tripwire I & 20X AR

% 7.3 Tripwire DY A7 LRE

EEEE HHE Bl
ROOT /usr /local /tripwire /sbin Tripwire D/VA
POLFILE /usr /local /tripwire/etc/tw.pol RV Y—=T 7 A IVDINA
usr/local /tripwire/lib
DBFILE tripwire/$(HOSTNAME) twd Fe B R— 2T 7 A VDA
usr/local /tripwire/lib
tripwire/report/$(HOSTNAME)-
REPORTFILE $(DATE).twr L= k77 A VD ISR
SITEKEYFILE /usr /local /tripwire/etc/site.key A hF—T7 1 NDINA
usr/local /tripwire/etc/localhost.
LOCALKEYFILE localdomain-local . key H—ANF—7 74 INVDISA
EDITOR 7bin/vi 51 AR
TMPDIRECTORY Jtmp™ ! —57 7 A VO XhBIaT 1 L7 K ) D/SA
GLOBALEMAIL none™ " VR— b OREEA—NT KL A
LATEPROMPTING False AENIZRAT V=N BRI N WML < 3 55
413, ltruel 2HET D,
77 A VBN - BIRUZBED L R — N AAEDEE
false: 774N - T4 L7 UM ADEFEZ L FR—h
LOOSEDIRECTORYCHECKING| False true: 7 7 1 IVOEEDHL E— b
REPORTLEVEL 3 LAR—NL VDT 7 4V ME (0~4)
SYSLOGREPORTING False T—AR—ZHHIL - BAEEF Y IET - T4
N—2FH - K Y—HHRICS AT TIAY =
EIEET2MNE D M ORE
MAILMETHOD SENDMAIL A=) & EETZ2ED 70 3 (SEND-
MAIL/SMTP)
SMTP ¥ —N7 KL A
SMTPHOST mail.domain.com** ¥ MAILMETHOD »° SMTP QB4 IZHE
SMTP R— &5
SMTPPORT 25*1 ¥ MAILMETHOD » SMTP 04 1HHE
A—IVEFIZFIHT 27075 LDINA
MAILPROGRAM /usr/sbin/sendmail -oi -t % MAILMETHOD #' SENDMAIL O¥5E& 2 5E
EMAILREPORTLEVEL 3 A=NWVTEETDHLVAR—NLNXUDT 7 #) M (0
~4)
MAILNOVIOLATIONS True BEVEF =V 7 CU—IVERIRIE I NARVIE A —
WERETD2NE S DPORE

SATLEBRETFAILDODRBRT - FE
VATABET T AIITBLEEAINT WS D, TOEINREERT - WMETEILNTE
FHA, YVATLABRET 7 IIVORNBEDOFRIZ., MFTOavw v R

[root@localhost ~]# twadmin --print-cfgfile

Vi ETS,

F/2E

[root@localhost ~]# twadmin -m f

VAFLABRET T ANERETDHEESIF. UTOLSIZVATABET 7AIVONEE TF A

774 RA L, HALAETFARN I 7 IVERELET,

g U2 b=V AR X D twefg.txt IZE0HD R VIEH
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[root@localhost ~]# twadmin --print-cfgfile > /tmp/twcfg.txt (HIAFELT 7 M4 ILD/XR)

X7 7 A IVD/NAIL, BREISG U CEYIRMEICE SR TIZI W,

VATFALRET 7 A IVDIER - BEH
TEARNTI7ANETRIZEKET 7AINVDOERIZ., UAFOIY Y RIZEVFFVET,

[root@localhost ~]# twadmin --create-cfgfile --site-keyfile /usr/local/etc/site.key

(A MF—T7A4ID/INR)  /tmp/twctg.txt (THFRANDIRATLERET 71 ILD/NR)

EJdr

[root@localhost ~]# twadmin -m F -S /usr/local/etc/site.key (¥4 hF—T 7 1L D/
A)  /tmp/tuctg.txt (Y RATALERETZ 7ML (FEX) D/AR)

HKYATLBET 74N CEX) ONAE, BB THEEZMEICE ST ZIWN,
Y REFEIIZ, Y1 I AT L —ZAD AN ZROLNET,

[root@localhost ~]# twadmin --create-cfgfile --site-keyfile /usr/local/etc/site.key >
/tmp/twcfg.txt

Please enter your site passphrase :[@RIMINAV.PA Y. &P VI))

Wrote configuration file: /usr/local/etc/tw.cfg
[root@localhost ~]#

RYS—T74)
RVY—=T710,iE BRENSE (774N - T L2 M) LRENEEZEHZLZ7 71NV T
T, BUVY—7 74DV —NOHBEREUTIZRELET,

BRENRA TV M > TONRTA<RY (B, BE2,...) ;

EJ e

(
B, Bio,...
)
{

www.Ipi.or.jp 115 (C) LPI-Japan



7.2 Tripwire I & 20X AR

BENRA TSI ML > TANRTAITRY;
MRENKRA TV MG > TANRTAIRY;

3

BRERNRA TV 27 FAITIE, MEBENRETD T 7 AINVEZIET A LY MY O /S A%k U
9, TONTANYADIE, FoY I EITONE. 3 FzvI72ITORVNEZLRL X
T B, VoI VDARTREX PRI NG EDRERA—NT RV AR EZHRU £7,

W=V DBFNILATDEY) T, #MOIFRETOIEDIFITAY MU THEDNET,

# Y TILIL—IL

(

rulename = "Sample",

)

{

/tmp/sample.txt -> +p; # /tmp/sample.txt ICXH LT, Z7A4ILDT I RAEEARE
}

RENKA TV b

BEMRA TV MBI T A VI NVDNAAZBELZHEAIE, YO 7 740V T4 L7 K
VIZHLTTaNT A XA THRELZF =y I TbNET,
T7ANDNAEGTRU 7256, b LA7 71V U TOARTONT 4 X AT THREL
F Y IR ONET,

2 FEDTZ 7 ANERLIET 4 VI M) RREXNGI L U0 MERRA 7Y 27
ZHDEN R DT ET,

# JetcEEFDIARTD T 7AILICK LT TE/INNTF 4 YA Y naskl TOREEIT,
# 7c72 L. /etc/passwd IS L CTIE T A/NF 4 ¥ XY mask2 TOREZIT ),

# Flz. Jetc/rc.d ILR L TIFREEZITHARWL,

maskl = +pug;

mask2 = +pugsM;

/etc -> $(maskl);

/etc/passwd -> $(mask2);

!/etc/rc.d;

TanF4<RY
TOaNRTF 4 AZE,. REANBZ2ERITXE (FanlT1) OLETT, TunXFO—Eid, *
7.4 D@D TT,
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TONT 4 DR + DRHNWEREZITVO. TONTF 1 DEN-BHNIEREEZ ATy TLET, 7
O/8F 4 DENZ - DT NEEIE L ARVGEIIREZITVET,

*®74 FTonkF10—8

FonF 4 | EREA

7 7t AR
#HYBTHENZTTOw 78

i/ — RER/BIERZ]

i/ — R2EERIND T /N1 A ID
I —F—=DIN—T 1D

i/ —RES

YA ZADOKELBRD T 74

B IEFRE]

DIV

N—Iwrayv

i/ —RTHEEINDTNA AID
Ty ANY AR

T7ANEA T
F—F—na—YID

CRC-32 N\ ¥ afid

Haval /N ¥ af#

MD5 Ny ¥ afE

SHA /Ny ¥ afE

== |a|oe o

ST BB

w|zlmlals|~]|e

Tripwire D4 > A b —)UEHIER I N D 7 71 )b (/usr/local /etc/twpol.txt) Tlk, W< DHD
TONRT 4 XAIPERE LU TERINTVWET, (R 7.521)

# 21X, Dynamic i&, p,in,u,gt,d iU THREZITV, s,rlbam,c,CM,SH IZEEL TidMmE
EIFVERA, HoT, N=Iv ¥ arvyPA—F—DRIAIZDVTIRATEETA, 771
DHNEXRY A ADEFEIZDOWTIIHMHMTE ERA,

K75 ERFHTOANTAIRY

=¥ & (FanF4<RY) ERARLRE
Device +pugsdr-intlbamcCMSH | /3 A7 74 )L

Dynamic +pinugtd-srlbamcCMSH | BIZZE(T 27 71 )

Growing +pinugtdl-stbamcCMSH | K& & I 1 AWKREILBE 771
IgnoreAll -pinugtsdrlbamcCMSH FEOAREF =y 7 FTHIEINT 71
IgnoreNone | +pinugtsdrbamcCMSH-1 | $RTOTOUNTF A 2 F v IG5 T7 71
ReadOnly +pinugtsdbmCM-rlacSH | #FAHY EH 7 71 IV

Temporary | +pugt —R7 7

EBFATOANT A AT EZIEAL, R V=7 71V EBICERT DI W ETY, Mz
X, WEB % —21\D#4&. HTML 7 7 A IVRER T 7 A VRV T YD TanNT 4 X A
%$(ReadOnly) L U, 774 NVDNA—=Iv ¥ a v 7 7 IIVONEDEFE 2 H#ETHZ &£ T, WEB
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YA ORI ARBATREL 2D £F, DT 7 7 A IVREEARIZERVRKET L7 71 I)LITD0
Tk, 77 A NVONENRRIAINAZZLERIMTEILIETEERYA, VA AWNILKBRD L
AL KELRZ T THNETTNF 4 Y 22 %$(Growing) LT3R E, 77 A VOEMEIZIED
T ONRT A AT ERELET,

=1
JEME D P IZV — IV DFLR R LD AR D 9,
UFoEBERTIE. BHEZOE DO =)V U TEAINET,

BRENRA TV M > TONRTA<RY (BiER 1L - BEE,...) ;

PR ORI ATIE, JBMEREBON—IVIZH U TEHINE T,

(
BiE& 1 = BiEE, BiER 2 - BIEE,. ..
)

{
MRENRKRA TV MG > TANTFAIRY;
MRENRKRA TV MG > TANTAIRY;

}

fErEE LT, ARSI, R 7.6 D@D TY,

K76 BHE—E
B sRER
rulename NV—=NVIZEHTE DT ET, DIT2LHNE. BEWTF oy 7 XBEMF v 7HERD
ViR—bhOFTCHEEINET,
emailto BEEF o JREROA—IVEGERERELE£T, --—email-report & 7Y 3 U ff

ITCEEMEF Y 7 2EBLUABICEHINET, 7 RV AZEBIEET 28581,
emailto="A—)V7 RV A A; A=) 7 RL A B" iEEL £7,

severity N—)VIZEEE (0~1,000,000) 213 £9, BEEEDT 74V MiIX0 TYT, BA
MF w72 FETEE,. HIBEEED LD —INDAERNRLTEILEMNAHET
kR
T4 VI M) ERBERET ETHRUICHMET 27 %2FEL T, true, false, F2IE
-1~1,000,000 D FZEIHEL £, T 74V MélE true T,

true(E 2 1E1): 714 L2 MR FEOFRTOT 74 b, FTFA L7 b YA
BENGEHD T,

recurse false (£721%0) : T L7 MY DAPRENRE LY £,
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RYY—=T 74 IVDODABRT - RE
RV =77 A NVIEBHESHINT VL 2D, TOEEAEL LR - METDHII LTI EYE
Ao RV Y =T 74 INVDONEDERIZ, AROITY Y RIZEVIFVET,

[root@localhost ~]# twadmin --print-polfile

FiZ

[root@localhost ~]# twadmin -m p

R Y =T 74N EfmETLIHEIE. UTOLSIIR) V=T 7 A VONEEZTFANT 71V
AU, BAUAETEFAN 7 7AVERELET,

[root@localhost ~]# twadmin --print-polfile > /tmp/twpol.txt (M%7 74 I D/XR)

KT 7 A IVDNAIL, BREIZG U CEYIRMEICE SR T ZI W,

RS —T 71 ILDEH
FTEXEARNTZ7ANETLIZRY)Y—T7AIVOEFIZ. LTFOIaAYY RIZEVIT0ET,

[root@localhost tripwire-2.4.2.2-src]# tripwire --update-policy /tmp/twpol.txt (7R U

=774 (FEX) D/RR)

EJd

[root@localhost tripwire-2.4.2.2-srcl# tripwire -m p /tmp/twpol.txt (RU—T 71
(FExx) D/RR)

XKBRVY—T 7 (FX) DONAIE, BRI CEHEIZEICE S AT ZIWN,
I Y REFEIZO—ANINAT V=X, YA "NNATL—AD AN EROLNFET,

[root@localhost tripwire-2.4.2.2-src]# tripwire --update-policy /tmp/twpol.txt

Please enter your local passphrase : (Uil SRV PA AP S P V)]
Please enter your site passphrase :[(@RIMINAV. 2P P Vi)

Policy Update: Processing section Unix File System.
Step 1: Gathering information for the new policy.
The object: "/selinux" is on a different file system...ignoring.
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The object: "/sys" is on a different file system...ignoring.

The object: "/var/run/vmblock-fuse" is on a different file system...ignoring.
Step 2: Updating the database with new objects.
Step 3: Pruning unneeded objects from the database.

Wrote policy file: /usr/local/etc/tw.pol
Wrote database file: /usr/local/lib/tripwire/localhost.localdomain.twd
[root@localhost ~1#

RVY =T 7ANETHRTIE R—ATA VT —EAR—AETHTI2HERHY) £9, HlAIX
RVY—=T7ANVOEFIZEN T TANAEZT IV ITHENIN—IPEMER-72EUET,
RYVY—=T7ANEELELLEITTIE, XR=ATA VT —AR=AIZT 7 AV A BFLEL BN
b, BEEF VI TI7AINVAICEHLT, R—AT7A VT —AR—ALBIEDIRER KT 72
KB>TUEWVET, tripwire ¥ R (tripwire --update-policy) i, FiLWHKRY =77
TR, RV V=T 7 A NBEIUOR—ATA VT —ER—=ADEFEZITNET,

7.3 Snort I & B3EARE
7.3.1 Snort DB E

AHITIE, BAMRKY 7 N =7 ThHd Snort DFEZFHAL 7,

Snort 1%, UNIX 8 &' UNIX Bi#ftv > Y, Windows ¥¥ Y ETEIfEST S, IP 2 U —2 Lk
DV TNELLNTDNT 7 4w 7M. BIO/y NURBISHIR L 724 — 7V Y — 2D 2 AR
W —)VTY, GPL (GNU General Public License) OcIZEETHHT LI LN TS T,

Snort I&. 7 A Y 57D Marty Roesch KiZ& V), 1998 FEIZZDHIIN—Y 3 VR INE L
Foo TDH, WHRBFDRT VT4 T OFIZE Y b2 BHRPHEIL =Lty NDOEEMMTbN, B
L HAEM LT TOET,

EAEDRIET 72 ARGEDOREM%EZ T, INS[RAET 7 A2 RIRICHMIET 2 Z N TE5E
FMEOENY 7 b7 LT, 2=y hOHAX A RIZ &Y k% B5EHRY) ¥ —I125H
IETEDRMEEZFEODV I I T UTEHLDHMMTEAINTVET,

7.3.2 Snort DEA

AHiTIE, Snort DEAFIEZRL ET,

Snort DMHHZ A 7Z 1V & LT libpcap. PCRE. libdnet, Barnyard2, DAQ 2S48 & 20 £9,
FEEARY A - http://www.snort.org/start/requirements # ML T X0,

F7z. CentOS 6.3 minimal #% (1 > A b =)V IZB/IMER 2 BIRU 254) Tk, Zhb%a
VAN FT DI DSY =V DBIA VAN —URREL L) T, 31X CentOS DT
AT MNOMRIFERTRHRERNNY r—IY% A4 YA M=V UET, yum BFHTE2HE5E. yum %
fioTA Y AN LUTHMEDY FHEA,

(BLRIE CentOS 6.3 64bit MEREED 72 rpm £ 1E, FMHDOBREIZADE TEFHRA#MA T E
TW,)

www.Ipi.or.jp 120 (C) LPI-Japan


http://www.snort.org/start/requirements

B7E LX) T4V —NLILLDWITARMEFRARN

[root@localhost /]# mount -r -t is09660 /dev/cdrom /mnt

[root@localhost /]# cd /mnt/Packages/

[root@localhost /]# rpm -ihv gcc-4.4.6-4.e16.x86_64.rpm ¥
cpp-4.4.6-4.e16.x86_64.rpm ¥
glibc-devel-2.12-1.80.e16.x86_64.rpm ¥
libgomp-4.4.6-4.e16.x86_64.rpm ¥
cloog-ppl-0.15.7-1.2.e16.x86_64.rpm ¥
glibc-headers-2.12-1.80.e16.x86_64.rpm ¥
kernel-headers-2.6.32-279.e16.x86_64.rpm ¥
mpfr-2.4.1-6.e16.x86_64.rpm ¥
ppl-0.10.2-11.e16.x86_64.rpm

[root@localhost /]# rpm -ihv make-3.81-20.e16.x86_64.rpm

[root@localhost /]# rpm -ihv flex-2.5.35-8.e16.x86_64.rpm ¥

bison-2.4.1-5.e16.x86_64.rpm

[root@localhost /]# rpm -ihv gcc-c++-4.4.6-4.e16.x86_64.rpm ¥

libstdc++-devel-4.4.6-4.e16.x86_64.rpm

[root@localhost /]# rpm -ihv zlib-devel-1.2.3-27.e16.x86_64.rpm ¥
pkgconfig-0.23-9.1.e16.x86_64.rpm

%elr T, WBHEZ A7) Libpcap #E AL T,

Libpcap &i%, *v NU—2%2FENDZ N7y N&FFT2720DDF 1771 TF, Snort TIEZ
DIA4TIZVEFHALT, 2V NT—=I 7Y MO E2fF>THET,

http://www.tcpdump.org/ M5 Libpcap DY —AJI—RKRZ2 XD vO—RUTaAV A -1V
AM=NEITVET,

[1pij@localhost ~]$ cd /tmp
[1pij@localhost tmp]$ wget http://www.tcpdump.org/release/libpcap-1.3.0.tar.gz
ABE ==
localhost tmpl$ tar xvzf libpcap-1.3.0.tar.gz
Alg ==
[1pij@localhost tmp]l$ cd libpcap-1.3.0
[1pij@localhost tmp]$ ./configure

N

[1pij@localhost tmpl$ make

Abg ==
[1pij@localhost tmpl$ su -
INAT—R:

[root@localhost ~1# cd /tmp/libpcap-1.3.0
[root@localhost libpcap-1.3.0]# make install

L —

JRAZ Perl Compatible Regular Expressions % > A b —J)L U &7, Perl Compatible Regular
Expressions (PCRE) & &, Perl D ERIREI% C SEECERL~F1 77V TY, Snort 21
T34 <. Apache HEDF4 BV 7 bz 7 TEbNTVET,

http://www.pcre.org/ Mb tar 77 1)V EX U O—RUET,
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[1pij@localhost
[1pij@localhost

~1$ cd /tmp
tmp]$ wget ¥

http://sourceforge.net/projects/pcre/files/pcre/8.32/pcre-8.32.tar.gz/download

BEE ==
[1pij@localhost

= AWK -

[1pij@localhost
[1pij@localhost

== A ==
[1pij@localhost
BEE ==
[1pij@localhost
INZAT—K:
[root@localhost
[root@localhost

S -

tmp]$ tar xvzf pcre-8.32.tar.gz

tmp]$ cd pcre-8.32
tmp]$ ./configure

tmp]$ make
tmpl$ su -

~1# cd /tmp/ pcre-8.32
pcre-8.32]# make install

Libdnet &%, v b —2B#EOBEZERENTE 51TV TT,
http://libdnet.sourceforge.net/ 5 tar 771NV E XU O0—RLULET,

[1pij@localhost
[1pij@localhost
.tar.gz
BEE ==
[1pij@localhost
== AR ==
[1pij@localhost
[1pij@localhost
== AR ==
[1pij@localhost
BEE ==
[1pij@localhost
INZAT— R
[root@localhost
[root@localhost

N

~1$ cd /tmp
tmp]$ wget http://prdownloads.sourceforge.net/libdnet/libdnet-1.11 >
tmpl$ tar zxvf libdnet-1.11.tar.gz

tmpl$ cd libdnet-1.11
libdnet-1.11]1$ ./configure

libdnet-1.11]$ make
libdnet-1.11]$ su -

~1# cd /tmp/ libdnet-1.11
libdnet-1.11]# make install

AYVAP—=IZBAETS% T TYH, 20 Libdnet 71 75V % Snort FATEL L1251
I, /usr/local/lib/iZ. .so 7 7 1)V (Unix 5% OS AT 1 77V DILIET»5.s0 THD) MHHE

LB ET,

HED/N— 3 VT, so 7 7 1IVIEFHEIER I NS, 4 7F Y53 /usr/local /lib/libdnet.1.0.1
EUTHELETOT, 77 ANVHAOETL, Y VRY Y2 ) Y OER%TT\, Snort 2RI T X

5EDIZUET,

[root@localhost
[root@localhost

[root@localhost
[root@localhost

~]# cd /usr/local/lib

1ib]# cp -p libdnet.1.0.1 libdnet.so.1.0.1
1ib]# 1n -s libdnet.so0.1.0.1 libdnet.so.1
1lib]# 1n -s libdnet.so0.1.0.1 libdnet.so
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Barnyard2 & 13, Snort DFER%ZHI1TD520ODF A 77V T, Snort BARTIE, FERIFNT T
V77t L THIINET,

K14 TI VI

Sort DGR T — & & HiAirH, MySQL REDT —AN—ANRFEL T,

Sk, TR NX—=2 L DOBEIFITOETAD, Sort DAV NNAIZRBEIZRD 72D, 1 VA N—
NVEIEZFNLUET,
http://www.securixlive.com/barnyard2/download.php 7*5 tar 7 7 f V& & o —R

bij—o

[1pij@localhost
[1pij@localhost
-1.9.tar.gz

ABg ==
[1pij@localhost

Al ==
[1pij@localhost
[1pij@localhost
BBR ==
[1pij@localhost
Abg ==
[1pij@localhost
INAT—R:
[root@localhost
[root@localhost

as —

~1$ cd /tmp
tmp]$ wget http://www.securixlive.com/download/barnyard2/barnyard2 >
tmp]$ tar zxvf barnyard2-1.9.tar.gz

tmp]$ cd barnyard2-1.9
barnyard2-1.9]$ ./configure

barnyard2-1.9]$ make
barnyard2-1.9]$% su -

~“]# cd /tmp/ barnyard2-1.9
barnyard2-1.9]# make install

DAQ k&, Snort BWEET — X2 BB TH2OICBERTIA T7IVBELI0EYa—IVTY, N—
Tay 2.9.0 AE® Snort TIIMAEAEBRY £,
http://www.snort.org B*H tar 77T NV E XU v aO—RULET,

[1pij@localhost
[1pij@localhost

~1$ cd /tmp
tmp]$ wget http://www.snort.org/dl/snort-current/daq-2.0.0.tar.gz >

-0 dag-2.0.0.tar.gz

== AR ==
[1pij@localhost
Abg ==
[1pij@localhost
[1pij@localhost
HBR ==
[1pij@localhost
Al ==
[1pij@localhost
INZAT—R:
[root@localhost
[root@localhost

Bl =

tmp]$ tar zxvf daqg-2.0.0.tar.gz

tmp]$ cd dag-2.0.0
dag-2.0.0]$ ./configure

daq-2.0.0]$ make
dag-2.0.0]$ su -

~1# cd /tmp/ dag-2.0.0
dag-2.0.0]# make install

NT, A VA=V UETATIV%E, UFROFIHTY AT AICRHBIEET,
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[root@localhost ~]# ldconfig -v /usr/local/lib
[root@localhost ~]1# ldconfig -p | grep daq

libdag.so.2 (libc6) => /usr/local/lib/libdaq.so.2
libdag.so (1ibc6) => /usr/local/lib/libdaq.so

BEB, ATV avB LD ldeonfig I¥ Y K& U, HEIIZ /usr/local/lib &2 Z 41 75V
TAIVE L UTRBIEZWGEIE, Jete/ld.so.conf DFEFEIZ, /usr/local/lib ZEHMT 2 LS U
TLEI WY,

[root@localhost ~]# vi /etc/ld.so.conf
include 1d.so.conf.d/*.conf
/usr/local/lib

B4%1Z Snort D1 VA M=)V Z{FVET,
http://wuw.snort.org WS tar 77 f VAU O— KL T,

[1pij@localhost ~]1$ cd /tmp
[1pij@localhost tmpl$ wget http://www.snort.org/dl/snort-current/snort-2.9.4.tar.gz)
-0 snort-2.9.4.tar.gz

tmp]$ tar zxvf snort-2.9.4.tar.gz

[1pij@localhost tmpl$ cd snort-2.9.4
[1pij@localhost snort-2.9.4]% ./configure

== AR ==
[1pij@localhost snort-2.9.4]$ make
HBR ==
[1pij@localhost snort-2.9.4]1$ su -
INAT—R:

[root@localhost ~]# cd /tmp/ snort-2.9.4
[root@localhost snort-2.9.4]# make install

= BB ==

a—HER
Snort BFHT B A—F2EKL £,

[root@localhost ~]# useradd snort

H#—ERRE

Snort DFHET 7 AL, V—ADA— RO T —=IIZEHEENTOETDT, Jetc/sysconfig fil N
ICaE—=UT, BERMHAOBEZLLLTIEIY,

¥, RET77ANEIE-LET, O T—U% /tmp IR L 72 EREL £9)
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[root@localhost ~]# cp /tmp/snort-2.9.4/rpm/snort.sysconfig /etc/sysconfig/snort

WG U T Jete/sysconfig/snort &L £,

# /etc/sysconfig/snort
# $I1d$

= ARE -

# Listen §% (W—ERXRELTHR—PFEREL) XY NT—9 14 V9—DxA RA%EEBELET,
INTERFACE=ethO

P -
# snort RT3 21— EJI—TEBELEFT.

USER=snort
GROUP=snort

—— B -

# OJEATALI MY EZEBELET,
LOGDIR=/var/log/snort

— BB -

wEER o) T
Y- AL UTHBEEBIEI K, VANV T —JILEB#H A ) TIREENTVETO
T, TNZERHTZ I LMARETT,

[root@localhost ~]# cp /tmp/snort-2.9.4/rpm/snortd /etc/init.d/

[root@localhost ~]# chmod 755 /etc/init.d/snortd

BE. T7AINVNOXETIE, @EAZ Y T b snortd DFEFF/S AL /usr /sbin/snort &8> TH
V. 774N DA VA K—)V/SA Jusr/local /bin/snort L#E>TWEFTOTHERL T AW, B
B2 & DT Jete/init.d/snortd 2T 5. & U <Id/usr/sbin/snort 7* 5 /usr/local /bin/snort
ANDYVRI Y I ) VT EERT R EDIGEIT> TSI,

TV =V DAL E 2TV E T,

V=7 74NV, EDEIBNRE=VERALUTRAITENEEEZELTNE 771V TY,
V—IZiE, B4 BEDWHY ETH, AFPIZBOTIE, KXY A FTHRAL TV L RITH X
233 2=T A fROV—IVEEAT L HIEITOWTHAL 9,

IL—IL DA E
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[root@localhost ~]1# cd /tmp
[root@localhost tmpl# wget https://s3.amazonaws.com/snort-org/www/rules/community/c >
ommunity-rules.tar.gz
Alg ==
[root@localhost tmpl# tar zxvf community-rules.tar.gz

= AWK -

[root@localhost tmpl# cd community-rules

[root@localhost community-rules]# mkdir /etc/snort

[root@localhost community-rules]# cp sid-msg.map /etc/snort/
[root@localhost community-rules]# mkdir /etc/snort/rules
[root@localhost community-rules]# cp community.rules /etc/snort/rules/

RIZ, DAt snort DEMEICBRBERBZE T 7 ANEBEEREY —ADMHET L7 N5,
/etc/snort BL FIZaE—U £7,

[root@localhost ~]# cd /tmp/snort-2.9.4/etc
[root@localhost etcl# cp attribute_table.dtd¥
classification.config¥

gen-msg.map¥

reference.config¥

snort.conf¥

threshold.conf¥

unicode.map /etc/snort/

[root@localhost etcl# chown -R snort.snort /etc/snort

RIZ, B3 E snort DEEIZ KRR, T4 L7 M) E2ERLET,

SATSIVLFABTEZTA LI M) DEK

[root@localhost ~]# mkdir /usr/local/lib/snort_dynamicrules

O 7RI DIERNR (/etc/sysconfig/snort CRELEZT ALV KY)
[root@localhost ~]1# mkdir /var/log/snort
[root@localhost ~]# chown -R snort.snort /var/log/snort

KB O—F =Y aVOFREEITVET, VAT —VIlEEFND T 7AIVEZELET,
T 74 NTIE, Jvar/log/snort TR FOB T 7 7 A AN O —FT—Y a3 VHRLBH>THET, BE
I U T, Jete/sysconfig/snort THRELZT A L7 FUANEBEL T ZIN,

[root@localhost ~]# cp /tmp/snort-2.9.4/rpm/snort.logrotate /etc/logrotate.d/snort
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7.3.3 Snort DEAXRBZE

AHITIE, Snort DHAFEZHPL 9, ZITlX Snort Z2EMFEIEL I L2 HEL L, A
V=V DFFEXRFEHE QMBI IXHZ L £9,

K77 TALIMNIER—E

274VE RE

/etc/sysconfig/snort P—VUARE

/etc/init.d /snortd EEAZY T K

/etc/snort Snort BJEHHE

/etc/snort /snort.conf AL VERET 7 AN

/etc/snort/attribute table.dtd JEVEDE

/etc/snort /classification.config 7 5 ADEFH, system-call-detect X web-application-
attack ¥\ o270 —TFHir e FO@EAL )L (priority)
ERELET,

/etc/snort /gen-msg.map AV —VEH

/etc/snort /reference.config S8 URL OZHBGE, )V —I)LHTHER URL %2 S M9 5 B
IZHEL XY,

/etc/snort /threshold.conf WATRIREE, FRELARMNTHEL Y 7 — b2 ME @
LW E WD 3@ TlEI 2 TS £9,

/etc/snort /unicode.map Unicode D&~ v 7

/etc/snort /rules N—IVERRE

/etc/snort /so_rules BRIV — IV E

/usr /local/lib BINUZBEES 175

Jusr/local/lib/snort Snort D7 A 77V

Jusr/local/lib/snort _dynamic* BRIV —IVEFIETE 17T

/etc/logrotate.d/snort OJu—75—vavkE

/var /log/snort 0 7 $E

/var/log/snort /alert 7I—hrns

/var/log/snort /snort.log.* =g

/etc/snort /snort.conf Z#EL T, Y AT AHREEZITVET,

[root@localhost ~]# vi /etc/snort/snort.conf

# HOME, EXTERNAL BEDXR Y NI —V HRELZ T,
ipvar HOME_NET 192.168.0.0/24
ipvar EXTERNAL_NET any

# LTFTOEHDEAEBELES, NREFHT LI MNUDLDER[/SATIEARL,

#t ALYETA4LINY) DEDHERNANRELET., (./xxx%./xxx&ELFET, )
var RULE_PATH ./rules

var SO_RULE_PATH ./so_rules

var PREPROC_RULE_PATH ./preproc_rules

var WHITE_LIST_PATH ./rules

var BLACK_LIST_PATH ./rules
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# HARADI—ILDEREEITVWET,

# 77 4IVERTFERD include T ComAAL 7 7 A ILEIRELE T,

# TIFI M THEINTWSIL—ILIREELAVWEZHIX Y NTPIMNLET,
# EIFEYIO—RLAEIIa=T4II—ILEEBIMLET,

include $RULE_PATH/local.rules
include $RULE_PATH/community.rules

#include $RULE_PATH/app-detect.rules
== B ==

#include $RULE_PATH/web-php.rules

#include $RULE_PATH/x11.rules

JUZ Jete/snort /rules/local.rules Z#ifE U T —IVDREZITVET,
FEHER D 72D X TO PING 2RI E2 )N —)IV2EMU £7,

[root@localhost ~]# vi /etc/snort/rules/local.rules
alert icmp any any -> any any (msg: "ICMP Packet detected"; sid:999999;)

CZETOEENET UAESL, T—EVEEHLT, BfFEREZITVNET,

[root@localhost ~]# /etc/init.d/snortd start

BB, Y RARBIKMT 2HEG1E. /var/log/messages ICT T — A v —IYMNHH I TH
BODZHERL T EI N,
PRI, local.rules 7 7 A VBMFAEL BV AED LT — A v —IYTT,

FATAL ERROR: /etc/snort/rules/local.rules(0) Unable to open rules file "/etc/snort/ru)
les/local.rules": No such file or directory.

local.rules 7 7 A JUHDEIE L ALY

KEOT 7B XN, BT ERNEEP T 7N X NRCEABHIIE. rsyslog DREE L
E L/ ij—o

[root@localhost ~]# vi /etc/rsyslog.conf

2 AET B0 ML THNEFAT 2BEIELUTOREY TY,
$SystemLogRatelLimitInterval 2
$SystemLogRateLimitBurst 500

[root@localhost ~]# /etc/init.d/rsyslog restart

BE, v b7 —2RIDS TIEMliAA MED/STY N2 Z TS BERHL/-OTTIAF Y A
E—-RTEFETHEDNDHY £,
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ZTDEDIZ, 2V NT—=I A VA= T A ADFEEUTDOELIITHEL TS EI W,

[root@localhost ~]# vi /etc/sysconfig/network-scripts/ifcfg-ethO
PROMISC=yes

[root@localhost ~]# /etc/init.d/network restart

Snort EEIU 72 SR A R 2S5 PING 2E7 U, BREEADIV—IVSEIES 2 DR L £,
BEIU 72354, /var/log/snort /alert \IZIA RO & 5 R H2NEMI N E T,

12/18-01:51:33.985838 [**] [1:999999:0] ICMP Packet detected [**] [Priority: 0] {ICM)
P} 192.168.10.1 -> 192.168.10.10
12/18-01:51:33.985900 [**] [1:999999:0] ICMP Packet detected [**] [Priority: 0] {ICM)
P} 192.168.10.10 -> 192.168.10.1
12/18-01:51:34.989393 [**] [1:999999:0] ICMP Packet detected [*x] [Priority: 0] {ICM)
P} 192.168.10.1 -> 192.168.10.10
12/18-01:51:34.989442 [#x] [1:999999:0] ICMP Packet detected [**] [Priority: 0] {ICM)
P} 192.168.10.10 -> 192.168.10.1
12/18-01:51:35.994032 [**] [1:999999:0] ICMP Packet detected [**] [Priority: 0] {ICM)
P} 192.168.10.1 -> 192.168.10.10
12/18-01:51:35.994066 [**] [1:999999:0] ICMP Packet detected [**] [Priority: 0] {ICM)
P} 192.168.10.10 -> 192.168.10.1
12/18-01:51:36.996208 [**] [1:999999:0] ICMP Packet detected [**] [Priority: 0] {ICM)
P} 192.168.10.1 -> 192.168.10.10
12/18-01:51:36.996251 [**] [1:999999:0] ICMP Packet detected [**] [Priority: 0] {ICM)
P} 192.168.10.10 -> 192.168.10.1

734 GUIotEy h7v 7

HIfiT Snort 2y N7V TUEBMER R T2 LA TEE LAY, RKEOOT:2F v I9 3
DIFRETHY ., MIBTREIHAENKREOHEHROFIHENTLUE>TIEWY £, €I TGUL %
vy N7y T UMRIEEEBIRT 5 2 e TEET,

ARR=VTIE, 3FHEDY 7 v =z 7R INTVET,

UFDOURLIZHZEART, GUIY = DHIRKNH Y ETDTSHIZLTLIEI N,

http://www.snort.org/assets/187/Snort_Frontend_ Compare.pdf

735 BHIL—ILOBENER

TAIAKEE LT, BEOM>TWS PCOY A IIVAREY 7 MIBWT, BT IZ—
T7A4NETYTT—hLUTWDBEENET,

Snort IZEWTHFRBKT, FEOKREABRATDE2OIIIN—INVEEHLTIHENRD Y £7,
ZIZTE, V—EERMIZAE T Y 77— b$ %Y —)l Oinkmaster & ZDHEEIZDOWTHHL
E3C N
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=R R

Oinkmaster 1% root T—HF TIFEFTE EHA,

snort T—H¥%fF 5 A, oinkmaster HOL—HFEZHBUL T ZI W,

V=D 7T v 77— M, Snort DIV—IVEKIT DT« L2 NVIZT 7% AT %720 oinkmaster
I—Y%ERT 25 5E snort Z—TAFEI T T EI N,

[root@localhost ~]# useradd oinkmaster -g snort

Ny 9Ty TRT4LI M) ZERLET,

[root@localhost ~]# mkdir /etc/snort/rules_backup
[root@localhost ~]# chown snort.snort /etc/snort/rules_backup

BNy r— DB A
Oinkmaster 13 tar, gzip, wget A< Y RBBAINTWDEHBENHY £3, CentOS DT 1 A
X yum 2FHL, 1 VA= LUTLEIWN,

AR M=
http://oinkmaster.sourceforge.net/download.shtml 25 tar 77 {2 XV — KL
TLEX N,

[root@localhost ~]# tar zxvf oinkmaster-2.0.tar.gz
[root@localhost ~]# cd oinkmaster-2.0

RIT7 7M1 IVDRE
[root@localhost oinkmaster-2.0]# cp -p oinkmaster.pl /usr/local/bin/
[root@localhost oinkmaster-2.0]# chown oinkmaster.snort /usr/loca/bin/oinkmaster.pl

BET7AINDHEE (UTFICHREINET 74 N TSRINETY)
[root@localhost oinkmaster-2.0]# cp -p oinkmaster.conf /usr/local/etc/
[root@localhost oinkmaster-2.0]# chown oinkmaster.snort /usr/loca/etc/oinkmaster.conf

NZaT7NI7 74 I DRE
[root@localhost oinkmaster-2.0]# cp oinkmaster.l /usr/local/man/manl/

B

axX A&

[root@localhost ~]# vi /usr/local/etc/oinkmaster.conf

RHDIL—ILES D AO—RTBHDDURL 2REL T,

url = https://s3.amazonaws.com/snort-org/www/rules/community/community-rules.tar.gz

BRHE, BRET7AILPRARNY A MIEBHEDHZLUTD URL 1F, HERSTIXEMNR URL &> T
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B7E LX) T4V —NLILLDWITARMEFRARN

WE9,

http://www.snort.org/pub-bin/downloads.cgi/Download/comm_rules/Community-Rules.tar.gz

ZDOFETIE. BHATHELAZNBEN ELEZIINTLENET,

R L7271 L2 M)IZE EN D template-examples.conf (ZE#HDHBEY ., 7 71 )% SID
Bl OV—IVHLL) T, AFy 7 (BH7 7V EEALRY) P, NEAOBEBNTE ET, i
HBLUETH, HlesBIIREEZITVET,

1T (BIIFFERR)

[root@localhost ~]# /usr/bin/perl /usr/local/bin/oinkmaster.pl -o /etc/snort/rules )
-b /etc/snort/rules_backup -C /usr/local/etc/oinkmaster.conf

/usr/local/bin/oinkmaster.pl -h CA 7> 3 VDAL’ R TE £,
-o H5E

b NV O Ty T

-CEREZ7AI

-c BHERMETICEITLIYT (REZAITHALETHALET, )

BRIz, e BEIETT 5720102 cron NESRLU T,

217 (cron I & 2 HEETT)
1) oinkmaster T—H THH 1 BHIZFEITL £,

[root@localhost ~]# crontab -e -u oinkmaster
0 1 * * x /usr/bin/perl /usr/local/bin/oinkmaster.pl -o /etc/snort/rules -b /etc/sno)

rt/rules_backup -C /usr/local/etc/oinkmaster.conf 2>&1 > /dev/null

736 I—IDFa1—=2

HEHODOEH E U TR eI RI I L 2HMLET,

IL—IL DA
REBRBETHZOICEEOLTHRMTIRNI 2T ANA - 2 HT 4 T VWET, O
T, ARRIFEFZBEETHDIZEEODLITRALTUEDIZL 2T ANA - RYTA TEVVET,
BEOFERIZAXH LN DOEET 5 72 OFMANLEE T SN E R AN, IV — IV OBMESE AV Y]
THRWEGAIZ, 2O RERNZ25 S UTUEDAHENHD T, TANVA - 2 AT 17,
THIWVA - RIT 4 TOEEGELBELANS, MNICF 2 —=V 792 NEELRY £,
g, HEVICHREOOITNHIINT WD &, BEOHDEEE2 RELTUE D WHEMELDH
DET, HEN-NVDFa—V T 24758 BBELR) £9,

www.Ipi.or.jp 131 (C) LPI-Japan



7.3 Snort I & B2 AR

ZTDHDY —IL
HERAZETEZY IR ARY A PTHAINTHETOT, SRLUTIZI N,

http://www.snort.org/snort-downloads/additional-downloads/
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BBE

X214 AFXx vy Y—ILICL BHESHEED
FTvy

81 YRATLDMEHEMEDFTYy IICDWNT

RET 72 ARIAVE2—=A T 4 VADOKE, BEIARLIZE), 7TV =Y av»Yy AT
LAMBERUZVEEEZ L TLUEWV, R UTHBOEREE EABRRY) ORMEPY AT A
DOBEEXRHERENELZDONIFRREE BV FELI X)) 7+ LOMESEDOI LR, VAT LDMEHMEL
O ET,

Maggtsk e ix, HLTWS OS®I RAY Y., 77V r—y a v olEsgtk oY 2 5
WOWERBW 2/TO ik, MwmkEezmH L, #EYICHEE2#E L2 28T, MEHEdKRE
YD RNGE, HREEHERP A —AR—Y DR EBRARMZE FHERERE F2) 5+
FHPUBEEFIAEN, WYRLDOPRVHEIZRRT S aRERH ) £3DT, Mgtk HKidk
HICEHETY,

AECIEEFHEOF Yy 7 UCHERIZES R EF 2V T AF Y Y= TH5 nmap BL T
Nessus # ¥/ L £7,

(FEEmE)

X2V T AFY UYL ERHATEIET, INTOMBPENRS B2 LT E D
DITIEHY FEA, OS®IRLY T, TV —a VIZRAOMSEEIEE L, Mgk
Mg BEHMIEHATY 75— INT0ET, AT EF2) T4 AF v Y =L ERHITED,
EM RS T =Y 727825 TL I,

82 nmapicLkstExal)F1RXF+v v
8.2.1 nmap OBE

nmap (&, UNIX 8L O UNIX E#t~v >, Windows ¥ ¥V ETCEIfET S, IP xv U —2 LD
BEIIN T 2R — M AF Y VR, BLOR—MERENSY—C AT TV r— a v OREP /N —
Vavomit, OS OREOMIEZAREETEIA-T VY =208 F 2V 7T AF ¥ VY —ILTT,
GPL (GNU General Public License) OJtIiZfEETRHT S Z LNTE X7,

BAETIRIEL A LD Linux 74 ARV Ea—y a VI NTHBY, BHiNA—Yarpey—2
J— RiF http://nmap.org/ W AFTEET,
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82nmap IC&dtEFa1UT4 RAFx vV

8.2.2 nmap ORITEEE

X2V T4 AF Y VEAMITD ZOIZIE. 2y MU= E HIIZ)E U T nmap D% EER
BEBatd 208N HY £7,

® FWLEGI(A22—3yb)
nmap(¥}#h)
nmap(DMZ)
DMZ
o FW
=Rk =Rk

~ nmap(A&E)

AR Ak

81 Xvw hN7—2URICHF S nmap DERES

o F'W LEA7IZ nmap #FliET 2 Z & T, MBICABEINAFA NIV —CAZHAET D Z
EDHEETY, Zhudk. AMENSDBEEMEL o F oy 7L UTHEMTT,

e DMZ EiZ nmap 2figiE 35 Z & T, DMZ EOKRA B XUV —EYADFHE, DMZ 5N
W7 VR AMBERFANBE LY —CADOWMENAMETY, Jaud, MBIZAFL TS
DMZ EDHRA NDBRIERAINZGEDNEN S DB, DMZ EDORZ S5 5 O#EEI
ALV NS DB E L 2D F 2y 72 UTERTT,

o NEAY NU—21Z nmap 2fLET S I LT, NEDOKA MBS LY —EADFAEMNWHET
T, ZhE, AEOFRA NN S DEIEI AREDHME» S DB B EE L Mo F = v
7L UTHEMTT,

8.23 nmap DA VA k—JL

ATFMETIE, CentOS 6.3 (ZINEF X N TV nmap-5.51-2 ZFHL £7

[root@localhost disk]# rpm -ivh nmap-5.51-2.e16.x86_64.rpm
Preparing. .. R e [1007,]

1:nmap B R e [1007]
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824 nmaplLdRy NT—U ¥+ VDET

nmap (&, EEOITY RATVaVAHBINTHET, R a~vY RA TV avizonT
l%. nmap(1) ® manpage % S LT Z I,

XYy M7=V LTEBLTWEHRZ FDFRE

nmap

192.168.0.0/24 / \ °

KA+ RAL e RAR

E8.2 nmapilHi72EELTWSEKR MDAE

MUFoavy RTiE, 192.168.198.0/24 %Y Y —27 LTEEL TS FAMEZHFAEL T
ij‘l)

[1pij@localhost ~]$ nmap -sn 192.168.198.0/24

Starting Nmap 5.51 ( http://mnmap.org ) at 2013-01-13 05:36 PST
Nmap scan report for 192.168.198.1

Host is up (0.00015s latency) .

MAC Address: 00:50:56:C0:00:08 (VMware)

Nmap scan report for 192.168.198.2

Host is up (0.00010s latency).

MAC Address: 00:50:56:E3:64:AD (VMware)

Nmap scan report for 192.168.198.129

Host is up.

Nmap scan report for 192.168.198.254

Host is up (0.00011s latency) .

MAC Address: 00:50:56:FA:D3:1F (VMware)

Nmap done: 256 IP addresses (4 hosts up) scanned in 5.38 seconds

LEREOHNIZE W TIE, FEA7H R LY. 192.168.198.1, 192.168.198.2, 192.168.198.129,
192.168.198.254 D 4 R A MWEMEL TV Z LRI NE L 7,
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RANTEMELTWB Y —ERDHREE

Csmtp >
http >

nmap https AR

E8.3 nmap ICEIFZEEL TWBH—ERDRE

UTFDIvy KT, FEARA N (192.168.198.129) ® TCP & & 0 UDP 47K — k (0-65535)
CHUAF Y VEEBL, EBLTHEH—EA%2HELTOET,

[1pij@localhost ~]$ nmap -sT -sU -p 0-65535 192.168.198.129

Starting Nmap 5.51 ( http://nmap.org ) at 2013-01-13 05:58 PST
Nmap scan report for 192.168.198.129
Host is up (0.00045s latency) .

Not shown: 131066 closed ports

PORT STATE SERVICE
22/tcp open ssh

25/tcp open smtp

80/tcp open http

68/udp open|filtered dhcpc
5353/udp open|filtered zeroconf
34224/udp open|filtered unknown

Nmap done: 1 IP address (1 host up) scanned in 6.53 seconds

EITREREY, ZOBRARTIE 3 DO TCP ¥ —E A (K— &S :22,2580) 8L 3 2D UDP
Y= A (F— &S :68,5353,3422) BEMELTVWE I W ERINE L,

LXa) T4 AFY VOEGFERNS, BELTVARWEKRA NPT —EARREINTHARNN
HRLUTLSEZIW, KY—)IV2HHATEZI LT, BELTWEN>Z FW OFEI AXKA LMD
Y-V AREI AL D, AERKR-MORMEMETEZENTEETLED,

83 Nessusickdtxal)T14RX*+v >
8.3.1 Nessus DHE

Nessus I, UNIX 8 LU UNIX i< > Y, Windows ¥ ¥ ¥ ETEIfET S, IP 2w hU—2 k
TEHEL TS Y — AT IO T TV r— a vipsgtkwsE., VE— KA NFAELT
W5 0SS XY 7 M7 DON=Y a v IZBMOfsEtRE s TiEE o8 Fa) T4 AF vy Y —
VTT, BaTE GPL (GNU General Public License) (ZEDWAA—T VY =AY 7 v 27 TUL
72, BifElZ TENABLE Network Security #E23FiE L TE Y, FEREHBRE TOABETHHT S
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ZEMTEET,
BH/N—Y a ik, http://wuw.nessus.org/ &V ATFTEET,

8.3.2 Nessus DETEEE

Maggth A% v V2 EGNZIT D /2O2iE. 2w b T — 7R & BRJIZ)IE U T Nessus Dk iE B % R
NTEIRHRERHY FT,

Nessus(DMZ) I
DMZ
o FW
KRRk RAR
A EB Nessus(PER)
RAR RAR

8.4 Xy NT7—URICHITS Nessus DRESH!

e DMZ FiZ Nessus ZAtiET 5 Z L CT. DMZ FORANMIBIF2MHEEOTHEITEETT,
DMZ EDFA M THRIBI NN WAy Y —2JHNDOFA N EHIRL T Y EE

IZHHRTARNETY,
o NERAY N7 —21Z Nessus #flET D Z & T, WEDKRA MIE T BHETFIEDFTE I A HE
T9,

8.3.3 Nessus D1 A ~—JL

AFIETIE. http://wuw.nessus.org/ &V Nessus-5.0.2 #2& 70— RU, FMHLET,

Nessus /Xw 45— DA VA b—JL

[root@localhost disk]# rpm -ivh Nessus-5.0.2-es6.x86_64.rpm
Preparing. .. R R R [1007]

1:Nessus AR R R [1007,]
nessusd (Nessus) 5.0.2 [build R23205] for Linux
(C) 1998 - 2012 Tenable Network Security, Inc.
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83 Nessus ic&dtEFal)T1 AFv

Processing the Nessus plugins...
[ttt R

All plugins loaded
- You can start nessusd by typing /sbin/service nessusd start
- Then go to https://hostname:8834/ to configure your scanner

Nessus % —E X D&

[root@localhost disk]# /etc/init.d/nessusd start

Starting Nessus services:

TIOHEYTIER
7% &Y https://hostname:8834 N7 7 AL, |Get started| % ERU £7,
% hostname f731&, 1 YA M=)V BEREIIE U T RMEICEIHMA T ZIW,

ke
'@ Nessus’

Welcome to Nessus® 5

Thank you for installing Nessus, the world leader in vulnerability scanners. Nessus will allow you to perform:

« High-speed vulnerability discovery, to determine which hosts are running which services

« Agentless auditing, to make sure no host on your network is missing security patches

« Compliance checks, to verify and prove that every host on your network adheres to the security policy
you defined

« Scan scheduling, to automatically run scans at the frequency you select

« And more!

During the next steps, we are going to create an administrative account and register your scanner with a
Plugin Feed, which we will download. You will need an Activation Code before you can use Nessus; if you do
not have an Activation Code already, please go to http://www.nessus.org/register/ to get one now.

Get started >

8.5 Nessus DEEY 1 ¥— NESEE

Nessus 7ho v hkdDEY N7y
TADY FBFIONAT—=REASU, |next >| 23R 7,

www.Ipi.or.jp 138 (C) LPI-Japan


https://hostname:8834

E8EEEX1YTA ATy UY—ILILL DB EDOF TV

b
nessus

First, we need to create an admin user for the scanner. This user will have administrative control on the
scanner; the admin has the ability to create/delete users, stop ongoing scans, and change the scanner
configuration.
Login:
Password:

Confirm Password:
< Prev Next >
Because the admin user can change the scanner configuration, the admin has the ability to execute commands

on the remote host. Therefore, it should be considered that the admin user has the same privileges as the
"root” (or administrator) user on the remote host.

B 8.6 Nessus DFEV A HF— K (THIY hEy b7 v )

FOT4NR=2avaA—RAABLCTSZ 74Dy b7y T

T 74 N—Y3»d—RIi& http://wuw.nessus.org/register/ KN AFTHIENTEE
9, Nessus 1 VA h—)VEEEMNA V& =%y MERTREG A, AFLATY 774 RX—=Yarya—
K& AU, [Next >| Z3EIRU £9, £72. Nessus 1 VA M —)VEEENA ¥V 2 —2 v MEHAA D
%6, |offline] # AJJU. [Next >] ZFERL £7,

As information about new vulnerabilities is discovered and released into the public domain, Tenable's research staff designs programs
("plugins") that enable Nessus to detect their presence. The plugins contain vulnerability information, the algorithm to test for the
presence of the security issue, and a set of remediation actions. To use Nessus, you need to subscribe to a "Plugin Feed". You can do so
by visiting http://www.nessus.org/register/ to obtain an Activation Code.

« To use Nessus at your workplace, purchase a commercial ProfessionalFeed
« To use Nessus at in a non-commercial home environment, you can get a HomeFeed for free

« Tenable SecurityCenter users: Enter 'SecurityCenter’ in the field below
« To perform offline plugin updates, enter 'offline’ in the field below

Activation Code

Please enter your Activation Code:

Optional Proxy Settings

< Prev Next >

8.7 Nessus DEEVA Y —RK (P74 R—=>3 23— KAA)

a) Nessus o » A b —VEREID A V& —F v Mg TR 256
TITAR=YaVNRRETTBEUTDORRERY) E£FTDT, [Next: Download plugins >| % %
RUET,
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[-a. GeAlUE E Bl — Wl Plogs, THEDEHD Y, =5
Paver » | [ ~ o E EN=RONE W RONN
«% Applications Places System e & = o _l:ﬁ_i Mon Mar 11, 7:25PM  root

----- -] Welcome to Nessus - Mozilla Firefox
F File Edit View History Bookmarks Tools Help

"I Welcome to Nessus [

{_i localhost.localdomain | https:/localhost.localdomain:8834/register/#

E nessus

Successfully registered the scanner with Tenable.
Successfully created the user.

Next: Download plugins >

\_ root@localhost:/opt/n... H@ Welcome to Nessus - ... \[g} Welcome to Nessus - ... ] @ Hl

8.8 Nessus DFREV 1 HF'— K (P74 R—2 3 VETROET)

TI3TA4vDEY = RELOY M7 IHRBINET,
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[ s o = L Pl s U F e =]
Bever ~ | [ + (B B W0 L= TW=. N RONN
™ Applications Places System @ & Z 13 @ Mon Mar1l, 7:29PM  root

Nessus is fetching the newest plugin set. - Mozilla Firefox
File Edit View History Bookmarks Tools Help
essus is fetching the newest p... | & | ~

Please wait...

—
The Nessus server is now downloading the newest plugins from Tenable which may take some time as we're testing for a lot of stuff.

Then, the Nessus server will start processing the plugins, which is CPU / disk intensive and, therefore, takes a lot of time -- this is all part of the
installation process. Once the plugins are downloaded and processed, subsequent startups will be much faster.

Since this operation is taking some time, here are some useful links:

« Documentation: This page contains all of the manuals that you'll need to get the most out of Nessus and its features.

» Discussion Forums: Do you need some help or want to interact with the Nessus community? This would be the place to go!

« Nessus Video Tutorials: Our YouTube channel contains a lot of videos that will help new Nessus users get started, and experienced users to
discover new features.

« Support Portal: Manage your feed, open support tickets and get sample security policies (audit files).

« Tenable Blog: Contains daily posts about new features for all of our products: Nessus, SecurityCenter, the Log Correlation Engine (LCE),
and the Passive Vulnerability Scanner (PVS).

+ Mandatory Sales Pitch: Do you intend to use Nessus to scan a large network? Take a look at Tenable SecurityCenter to see how you could
leverage multiple scanners in your environment and share the results with the rest of your team

« Tenable Podcast: Tenable regularly holds a podcast where we discuss about major security events of the week.

I root@Iocalhost:/opt/n... | @ Welcome to Nessus - ... \@ Nessus is fetching the ... ] @

|l

8.9 Nessus DEREV 1 HF— K (v M7 v TRTEME)

T340y NTYTNETTDHE, BT VEHTEICEFRLETOT, FIEHO (Y vT7 v
TERT)ICEATL I,

b) Nessus 1 > A M —)VEEA A V& —2 vy MERATDLE
[Next: Download plugins >| Z#RU 7,

Nessus updates will be dene offline.
Successfully created the user.

Next: Download plugins >

£ 8.10 Nessus DEREV 1 Y¥'— K (#7354 VEIIRTIINDERE)

[No plugins are installed] & KRR INET,
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No plugins are installed

No plugins are installed. If you manage Nessus with SecurityCenter, connect to the SecurityCenter console and
make sure this scanner is listed as a scanner to use, and SecurityCenter will upload the plugins for you.

If you use the scanner by itself and opted to perform an offline plugin update, you need to go to

https: / /plugins.nessus.org/offline.php, register there, and follow the instructions.

B4 8.11 Nessus DEBEEV 14— K (FS T4 VDA VA M= TELWVEOET)

AV E=2 MERAT DD, T34 VIEFEHTEY N7y TT20ENHY £,

Challenge code MEE
AV B =32 NERPATERBREOL S, 7771428400 0— R4 D5-0DICHER

Challenge code ZHfF L 9,

[1pij@localhost ~]1$ /opt/nessus/bin/nessus-fetch --challenge

Challenge code: 7e6ae00c9364aab49a90d0a5013e428a54712b70

You can copy the challenge code above and paste it alongside your

Activation Code at:
https://plugins.nessus.org/offline.php

IS4 D vya—R

https://plugins.nessus.org/offline.php N7 27 AU, Challenge code 8 & U7 7 7«
R—yayva—R1TE2AHLET,

1y y5eR—yaya—kid UFEORETETT, (41— AHT)

http://www.tenable.com/products/nessus/nessus-homefeed

KUBEIUCA—NT RUVAERBHTDH LT, 7774 N—Ya VA= RPFFELEA—LT RV AIREINET,
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E8EEEX1YTA ATy UY—ILILL DB EDOF TV

Z@>TENABLE Network Security®

Type 'nessus-fetch —challenge' on your nessusd server and type in the result :

Enter your activation code -

Submit

8.12 WEB»S5DF+ L rvYa— NG (AANEE)

O —RYVINERINETDT, I3 71 VEMT 71V (Hl. all-2.0.tar.gz) B & O,
nessus-fetch.orec 77 A V& X0 —RLUE9,

f:é Tl sl Lior Sas ey — o Iizlai Eiplitar

g., J v | https//plueinsnessus.ore offine phpk [ B | 42 x| tsnethe nessus Pl
IE REE &N HRCE LD ALTEH
Google

D B LEREE- B

.| Tensble hetuork Security 3 ‘ |

o A -
a#x
w o |gg|~ | 4 Recister & HomeFesd | Tensble.

[ hittpi/ /static tensble.com//docu

- B & [r9e. G- T

<@ TENABLE Network Security®

Thank you. You can nows obtain the newest Nessus plugins at :

http:#fplugins nessus org/get php?f=all-2 0 tar gz&u=A382efelda10ea2b 1385578584571 2ci&p=afaBfi7113baBd7a7AdbcdBicid1a512

You also need to copy the following file to :

p fetch.rc (Unix)
« C:\Program FilesiTenakleliNessus\Conf (Windows)

nessus-fetch ro

hitps.//plugins ne ssus.ore/offine. php#

3 @ T2 -uk #1008 -

8.13 WEB»5DF v Lrya—RNBRE (AHTETEE)
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T3040y N7y
A7 v — R U7 nessus-fetch.re 7 7 1 JViE, /opt/nessus/etc/nessus/ 7« L' 27 b2 —
L&Y,

[root@localhost ~]# 1s -1 /opt/nessus/etc/nessus/
total 28
~rW-Ir----- s root root 5736 Jan 13 09:25 nessusd.conf.imported

root root 6144 Jan 13 09:25 nessusd.db

root root 474 Jan 13 09:25 nessusd.rules
root root 4096 Jan 13 10:11 nessus-fetch.db
root root 593 Jan 13 11:05 nessus-fetch.rc

ROy RIZED, Aova—RUATI 74 Y OMAAREITNET,

[root@localhost ~]# /opt/nessus/sbin/nessus-update-plugins all-2.0.tar.gz
Expanding all-2.0.tar.gz...
Done. The Nessus server will start processing these plugins within a minute

TI 74 VOMBARNEIE, IV RTOVY T IRR-BENY I 750 RTEELTH
ij—o

Ty N7y TRT
T2 T4V OMBARTE T t]IZ., 77 7 &Y https://hostname:8834 N7 VL A§ 5L, O
A VEHEPRRINDG LDITRD £T,

Nessus’

Y72 - e

Log In

X 8.14 Nessus OEEE® (074 VEm)
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8.3.4 Nessus ICL BHETHMHERF v DEIT
Nessus (&, EHEEH LY B ¥ —DER. AF¥ VOFET, VE— NOWRENTEET,
Nessus EEE®EmICOT 1A >~

77 ¥ &Y https://hostname:8834 NT VL AL, A VAN —IVIRHIMER L 72T DV MMZT
oJ4 v UET,

HF]

HomeFeed

werare

rassvors

Log In

8.15 Nessus OEEEME (O741 ViEmH)

2F v VICHBATZRY O —DEF
A Y—D#ER, T A U [Policies| & 7 &V #EL £,
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[0 =l it Bl = [E]X]

("SR hitps:/ /lozalhost locskdomein: 855 4/ fash himl UxIF S- ||+ tanebl -
@\_/ & hitp=:/#locahostlocsdomain ash ]2 Emmo1s #| K| [tanetie nessus 2

7LE REE BT BELANW oL@ ALTH
L2 v B ! -
Google D B EEREET B 0912 ;E

x[ ] BB

— = X § »
P IBBIvI!REnglEV&HDmeFEed\Tenab\e. IgNessus o P R-TE) - ) -

Nessus

Policies

| Click to Ghange password |
@ Import Policy @ Add @ Export @® Copy @ Edit @ Delete

Name Visiblility

External Network Scan & credential scan Shared
Web App Tests Shared
Prepare for PCI-DSS audits (section 11.2.2) Shared
Internal Network Scan Shared

External Network Scan Shared

R-UfETENELE [P @ 1oh=ub 100K~

X 8.16 Nessus OEEE® (KR! > —%E)

%

RV —ETFTANRTADOR) V—WHEfEINTVET, T 74N MDOHREIK, HEANR L
FaAVTAAFYVERIEZDDORENINZEDZDT, ZOTFT I ANKRY) V—2HHEIZH A
AIRARTEHI2BEOLET,

Policies

@ Import Policy @ Add @ Export @ Copy
Name Visibllity Oowner
Web App Tests Shared Tenable Policy Distribution Service
Prepare for PCI-DSS audits (section 11.2.2) Shared Tenable Policy Distribution Service
Internal Network Scan Shared Tenable Pelicy Distribution Service
External Network Scan Shared Tenable Policy Distribution Service

8.17 Nessus OEEE®E (F7 4/ DR 2 —)

RYP—DARITA X

FTIHNVIRY Y —%aE—UT, WAXYAL A& L ET, [Policies] # 72T, 574V MKV
¥ — |External Network Scan| Z## L. [Copy| #i#d % &, [Copy of External Network Scan|
EWVD R V=R I N E T,
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£81 FIANIMRYY—DEE—E

RYv—% B
External  Network | M (£ V&2 —2w b)) IZAINZEAMAITORY) ¥—, 65,536 fHD2
Scan A—MIHUAXT Y VEEBLUEST, ZOR) Y —2HEIELFa2) 71 A

XY UERITOIONELNTL &I,
Internal Network | Ay N7 —2HADFBA NAIFRY ¥ —, EEEHZK— MU ATy Y
Scan EEMBLET,

Web App Tests Y77 TV =y a v =Nl R) v—,
Prepare for PCI DSS | [t aV 51 H#ETH D PCIDSS H¥ED T2 /2 LT\ 2 2 2R
audits T B7ODIERINAZFRY) T —,

—_—— e
@':j w | & https//locshostiocsldomain 8834 ash himl [ i ammrmnTs - |[+2] K| teneble nessus £l
2D FREE ERW FRCAD kD ALTH
Google D SPmm - » o9 ;E -

< @Hmmmrmmmamm.e_IQN sssss x]*} Biv B E o i AesE e e T

test | Help | About | Log out

Policies QH! Mobile  Scans  Policies  Users Em!lum

@ Import Policy @) Add @ Export Copy (#) Edit (=) Delete

External Network Scan
Web App Tests
Prepare for PCI-DSS audits (section 11.2.2)

Internal Network Scan

Copy of External Network Scan

®-SHETRED &L [P @ -5 -Fub 100K~

8.18 Nessus DEEE®T (K >¥—D—%)

A1) ¥ — [Copy of External Network Scan| % & 7)V27 Vv 7 7213/ 1) ¥ —&REIC [Edit] %
BEIRY DL, RN Y —fHEHHEHIERINET,

L%, 77 A4 bR 2 —IZ Credential AF ¥V &EFEL £7,

% Credential AF ¥ >id, VE—MKAMISSHEZFMALTYE—IRTA VL, Ny T—Y
N=VarvDFzy 7EHEITLLMHEREE THEETT, Linux Y A7 AIZE T 2 MEHMHIK OSS
YT —=VIlEENZARBAFIRERTLEDONE L, Ny r—IN=YavDFzy 7Ll
FIMEMREIIER IZARTT,

YA RN—=0D [Credentials| %ER L. [Credential Type] O KB 74D Y Z k55 [SSH
Settings| & ERL TSI,
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[ s = i e &
6:_2, v & https./flocshostlocaldomain 3834/ fash html D [g;i} SEEAEANIS - | 4| K| taneble nessus P
FE FEE HTW HECADW  v-a@  ALTE

Google FE CERRE P53 ot 5N -

W I%H!nesim

Nessus

Policies

Reporis | Mobile  Scans

@ Edit POIICy Credential Type REiigEEEl]

SSH user name :

SSH password (unsafel) :

Credentials SSH public key to use :

B~ B - @ [FR-TE . G- - =

Policies ~ Users  Configuration

S

I SSH private key to use :
Passphrase for SSH key :

Elevate privileges with :

su login :

Escalation account :

Escalation password :

SSH known_hosts file :

Preferred SSH port :

test | Help IAbDul | Log out

®-SiETED RLE

fe L SV LT B OpenSSH_5.0

H 100K -

3] @ 18 -3k

£ 8.19 Nessus DEREEME (R > —iREBEMH)

% 8.2 Credentials AF v+ SSH /XS X —4—&

NS A—4

ShiEA

SSH user name

ssh @27+ 1D % A,

SSH password

ssh /SAT7—R% A,

SSH public key to use

ssh 2B % 2N,

SSH private key to
use

ssh PRt % 2R,

Passphrase for SSH
key

BDINSA TV — X% A,

Elevate privileges
with

B MERABITT S A% ER,

Nothing : ssh 027 > ID »EHEHER DG A IZRIR,

sudo: sudo 2 & V) EHEMRABITT DHEITER,

su: su il &V EHEMERABITT HEITER,

su+sudo: su 17T sudo FEIT9 D Z & TEHMEMBRABITT 255 ITER,

su login

Elevate privileges with (2T, su &7zi% sutsudo % EIRU ZHBEITAT, R£AK

D&, root &Y FT,

Escalation account

Elevate privileges with (2T, sudo F7zid su+sudo Z:#IRU ~ZHEIT AT, £A
HOBEK. root LY £,

Escalation password

su 721k sudo (T X W EHEERZFFOT AT Y MABITTIEONRNAT—RE A
AR

SEOFEIZTAF Y 27DV E—MRAMI root —HFIZTNRAY— RO YA VHARER

www.lpi.or.jp
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BRIEOD 72, [SSH password| (Z root 1274 V/SA T — R%& AJ U, [Submit] Z#RL £9, 4.
Credential A% ¥ »Id root MERRMMKE L 2D £, root T—HTHD SSH 77w AL TV
Bitnid. su £7ziE sudo 2FIH LU £9, [Elevate privileges with| TaRat X% #R L. [su login|.,
[Escalation account|. [Escalation password| (Zg8iFIE#H % A U TRI W,

A¥ ¥ v DET
AF v VDFEFFIE, [Scans| B T L VITNET,

(& I T

@':j > | & https/Slocah

ILE FREE EFW  FRLAND  roaD  ALTh)

EEIbrer d‘ﬂ'@l
ol

Jocaldomain 5834/ Mash himl [ amanTs - |[+2] K| teneble nessus

3 e 3 -
Google D P - = 011 ;E
< @Hmmmwmgmnen.b.e_IQN sssss Biv B & s e e 7

@ Add @ Eatt @ Browse @ Launch @ Pause (@) stop @ Delete

M-IHETEN&LE [@ @ T8 -Ruk 100N -

8.20 Nessus DEEE®T (R F v DET)

[Add] 258IRT 2 &, A% %2 DRT A—ZANFHEIERI NET,
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[0 =l it Bl =]X]
6:_‘; w @ hitps://locahostlocsldomain 853 4/ fash himl [ 15 - | 42 K| tanetis nessus P
THLE RRE ®RW HRCAG v-LO ALTEH
L v | B - -
Google D B EEREET B 0912 ;E
— = = 1 . »
w R IBBI‘I!REglslereHumeFeed\Tenab\e. IQN sssss x] I Brv B - RS0 - Gy-n@ -

Nessus

Scans Reports Mols Scans  Policies  Users CIgurainn

tast | Haip | About | Log out

@ Add Scan

e

|- 5T External Network Scan & credential ...«

Scan Targets

Targets File

Cancel Launch Scan

R-UfETENELE [P @ 1oh=ub 100K~

8.21 Nessus DEEEME (RF+ > D/85XA—49 AHNE@E)

%83 RF¥F v VOERTNIA—I—E

NRSX—% i

Name A¥x ¥ VEMERET 5,

FHZA T2 TOWT DN 5ERT D,
Run Now(Launch Scan ;& I1ZBIRSE1T)
Scheduled (B#s H i % f55E)

Type Template(7 > 7L — b & UTIERK)

Policy [Policies| # 7T TIERL L 72 ¥ —nH3EIRT 5,

AF Y VHEDVE—FHRAPEZUTOVTNNDEATHEET 5,
IP 7 KL A (. 192.168.0.1)

IP LYY (fil. 192.168.0.1-192.168.0.255)

CIDR B (. 192.168.0.0/24)

Scan Targets | &~ A b4 (#l. www.nessus.org)

Targets File | 2¥ v VHRDVE—FKANDY A MEIRET S, X [Scan Targets| & AN T 2154 13 HEARE,

SEIOFMETIE, BARD/NT A—=4% AU, |Launch Scan| ZZERL U 7,

Name: [test scan]

Type: [Run Now]

Policy: [Copy of External Network Scan]
Scan Targets: [192.168.198.129]
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[ T R e - [&]x]
IE REE EnW HECAE  w-LD  ALTE

Wias - 8 L W .
Google FE CEREET B o A

~ % hitps://localhostlocsldomain:g 83 4/ fash html D @' FEAZMIS - | ¥4 K| taneble nessus Lo -

W l%ljlgmg.s«e»wmrm\rename IQNessus x] I Bo- B @ e G- Y

& Scan was successfully launched  Close

@ Add (@ Browse @ Launch @ Pause (=) Stop @ Delete

Start Time

Running (@ IPs / 1 1Ps) Jan 14, 2013 22:49

R-UPRTENELE (| @ 122 -Fub & 100K ~

8.22 Nessus OEEE® (RF v~ ORTEME)

L R— hOREsR
AF ¥ VETORERER I NG VAR— NORERIZ, [Reports| X 7 X VT VET, FEFLAEAFY
UNSET S S L. [Status] ¥ Completed & KR INE T,
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[ s = i e Bl &
@:_j-, v & https./flocshostlocaldomain 3834/ fash html D @'ﬂﬁﬁamlﬁ- +4|| K| taneble nessus P
FE FEE HTW HECADW  v-a@  ALTE

2 - . WL
Google FE CERE P2 CEAETn Y
Ut [55]- |  renstar aHomePaca | Tenate. | 8 Meseus x] | B B s e o T

Nessus test | Help | About | Log out
Reports Reports Moblle  Scans  Policies  Users CIguramn -

(@® Upload Report @ Browse @ Compare (@ Download @ Delete

Name Status. Last Updated

test scan Completed Jan 14, 2013 22:53

®-SiETED RLE [3| & 125 -k H 100K -

X 8.23 Nessus DEEEME (R ¥+ Y DRTEME : RITTTH)

HREDAXF YV ERXTNI VY I E1E HEOAF v v & EREZIT [Browse] 2#EIRT L&
T, AF ¥ VIEIFHROVR—- MU BRRINET,

www.Ipi.or.jp 152 (C) LPI-Japan



E8EEEX1YTA ATy UY—ILILL DB EDOF TV

[

Wintiwe Ji Explisar
w ® hitps:/flocalhostlocaldomain 8834 fash.html ﬁ@}ﬂaﬁamﬁ- +4|| K| taneble nessus P
PE  FES THEHEREADD  v-b@ ALTH

| FEREE P orre A -
Google @ : | e
D g [a5]-|8 Rerister s HomePeed | Tenale. | 8 sruz x Biw B e etE e G 7

Nessus
Reports Reports  Mobile Users  Configuration

test scan  Vulnerability Summary | Host Summary mioad Report
Completed: Jan 14, 2013 22:63 Remove Vulnerability | Audit Trail

Filters NoFiters @& Add Filter { ] Clear Filters
[Fuonio o [comt+ [severty v name Faniy

| 1 Critical CentOS : RHSA-2012-1068 CentOS Local Security Checks
Critical CentOS : RHSA-2012-1088 CentOS Local Security Checks

Critical Cent0S : RHSA-2012-1210 CentOS Local Security Checks
Critical CentOS : RHSA-2012-1288 CentOS Local Security Checks
Critical Cent0S : RHSA-2012-1350 CentOS Local Security Checks
Critical CentOS : RHSA-2012-1461 CentOS Local Security Checks
Critical Cent0S : RHSA-2012-1462 CentOS Local Security Checks
High CentOS : RHSA-2012-1054 CentOS Local Security Checks
High CentOS : RHSA-2012-1064 CentOS Local Security Checks
High Cent0S : RHSA-2012-1081 CentOS Local Security Checks
High Cent0S : RHSA-2012-1098 CentOS Local Security Checks
High CentOS : RHSA-2012-1255 CentOS Local Security Checks
High CentOS : RHSA-2012-1268 CentOS Local Security Checks

High Cent0S : RHSA-2012-1361 CentOS Local Security Checks

High Cent0S : RHSA-2012-1363 CentOS Local Security Checks

®-SiETED RLE [3| & 125 -k H 100K -

[ 8.24 Nessus OEEE® (LAR—rH<TY)

VAR— Y VIZFR I N ARREHE P tE O TREMED H 2 € DT, fEHIHE 23E R T 5 &,
HMAERARRINETOT, BEIEUTHAL TS LI,
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[0
Go

FE BRE EFW  HRCANE  4-AD ALTH
B - | 8 LN .
Google FE CERRE P53 CEAETn Y

G indowelnternetsExcnioren ﬂlﬂlm

= | 4 hitps:/localhostlocaldomain 3534 flash html [ rrmas - || 49| K| nessus Rl

g [ge]- [ mevram [ s x] | L RS = R T oR e R R
Nessus test | Help | About | Log out
Reports Reports Moblle  Scans  Policies  Users CIguramn -

test scan  Vulnerability Summary | Host Summary Download Report
Completed: Jan 14, 2013 22:63 Remove Vulnerability | Audit Trail

Filters NoFiters @& Add Filter { ] Clear Filters

Plugin ID: 62484 Port / Service: generalitcp Severity: Critical x
Plugin Name: CentOS : RHSA-2012-1350

Synopsis: The remete host is missing a security update.

Description
The remote CentOS system is missing a security update which has been documented in Red Hat
advisory RHSA-2012-1350.

Solution
Update the affected package(s) using, for example, 'yum update’.

See Also
hitps://rthn.redhat. HSA-2012-1350.html

Risk Factor: Critical

CVSS Base Score
10.0 (CVSS28AV:N/AC:L/Au:N/C:C/N:CIA:C)

Plugin Output
Remote package installed : firefox-10.0.5-1.el6.centos
Should be : firefox-10.0.8-1.el6.centos

Remote package installed : xulrunner-10.0.5-1.el6.centos.

®-SiETED RLE [3| & 125 -k H 100K -

[ 8.25 Nessus OEEET (HROFMRT)

8.3.5 Nessus O EHIEH

Nessus @ Plugin l&H % 7 v 75— hINTVET,

ZTODA, MHEMEAF Y V2T OBUTIE. Plugin 25O N—YaiZ7y 75— U725 AT
SMENDHY FT,

Nessus ETBRENA VX —32 v N7 72 AW G485 &%, HEIT Nessus »% Plugin 7 v 7
T=RMNEITVETH, A7 710 VEBRETHHINTVSHAIE, %9 Plugin OEHE#R (https:
//plugins .nessus.org/offline.php) #MAL T, EHFHLHIIX Y O —RLTLIEZIWN,
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BOE

WEB t#—/\ (apache) &5 E+aY) 74

Linux I, ¥—NH 0SS & U T, Web, A=)V, T—ZR—ARERELZBY—CAZERMTEZ
EMTEEY, TOHTE, Web ¥ —NEHICARREZBODT 7 A% I T 2720, HMNE»S
DHEIZHINPTVEFRAET,

Web =M U THEZITV, $— N2 T oMo ETHAEZRIATE LD E < DHEHIN
HYET, Web = N T 2REFILEIFMRA TN, RFWRTOTII—=080Fy 3V %47

LRFHELERADTULED., ZLDEAIE. 779 F VIV — I affio- Bl BIZED2ED
BOT, RETHNT D & RIBRIEHRR HIETE —EU LORRIMAFTE E7,

Web AV 57UV EEIAINDG Z Lid, FAZITEREEZNT B2 TIERLS, REDPHEMOLS
FERZRSTILIZEDANY T, HHEL LU TRAZOREZITORBIZG S BHESH Y &
T, AETIE, Web b—1DtFa V74 %2mbdI L% HMIZ, apache DFLE % FFMIFH L
9,

9.1 1—YREDER:

Web ¥ —/NMZ 7 7 & AR % 3% T 5 REFW R AIEIZIE, T2 ALICE>THIRT S Ak 21—
YRREEIZ L > THIRT 2 HENHY £9, AZRTIEHI-—PREIIC LD HEEZHHL £,

T 22 AHIRD FiEIRk % &Y £33, iptables ¥ apache DFFEREILL>T, 77 ATE3
IP7 RLVAZHIRTZ2ENTEEY, UL, ZOHETIE, lc0MHEELZHIETIHIZTEE
A,

ZOBEREIX. VYU —ABTD Web — NI 7 72 AHlRZ B IT-0VGEICHHATEET, VU —2A
HiD Web ¥ —Ni&, BELHZITS . KT A I\HU@7°D77AE%<&Z\ FaVrok—
MTERT VR HD L EADTL & D,

F7, D Web R—V% —HDOI—YZIFIZAREZWGE, Bt IP 7 RLAIZLBHIR T
B, A—YREEEITD BERDHY 7,

apache IZBWTA—Y#RiE %2 EMi T 2% 4. Basic iiE & Digest FRAED DD HIEWFAL Z
T, IEKFHINTV S DI Basic i27if T, Basic i li/\ZV“l\f)‘IXC’CﬁMa Nz olzxt
U Digest BEFIZ/SAT — RMPEES(L I3 728, Basic #8iF1 Digest FBEFIZHEAREZ X2 ) F 1l T
£ ET, AETIE, £V L2eR Digest it 2 FEHT D HEEZHHALET, 72720, HWT I

%4 Digest ZRIEICHIG LU TV ARWEEDH DD TEENSBETT,

ZZToOflE. Jvar/www/html 7« L 27 M VETDT 2 ¥ A U T Digest it &475 Z & %
MEULET,
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B#)IZ apache DE 7 7 1 )V /ete/httpd/conf/httpd.conf % fHEL £7,

/var/www /html (2889 % <Directory> 7+ L' 27 7« 712, Digest #RiFIZBId 2 5tidk 28 L
9,

(KRBT

<Directory "/var/www/html">
Options Indexes FollowSymLinks
AllowOverride None
Order allow,deny
Allow from all

AuthType Digest
AuthName "Digest Auth Name"
AuthUserFile /etc/httpd/conf/.htdigest
Require valid-user}

</Directory>

AIEHEOFHHAIILL T D@EY TY,

% 9.1 Digest REICET % Apache DR EIRE

AuthType RAEDFER % FEE U 9, Digest RiEDBE G 1%, Digest #fHEL £,

AuthName R4 TYT, WNATV—R7Z7ANVERULEDEBETIHENHY) £T, /S
AT—=RTZ7ANTRTZ 7 A NVEEDERIIEEL £9,

AuthUserFile NAT—=RTZ7AINDISAZEELET,

Require BIFEM A 22—V EEELET, SAT—RT7Z 7L IVIZERINTVD
A—HFTRTOEEIE valid-user & UE T, Ipic £\ D 2—HFDAIZL N
ierid, user lpic & L& T,

RIZNAT = RT7 7 A IV ERL T,
Digest #EIZH 1T B /5AT — R 7 7 1 WAEEIZIE, htdigest I¥ Y RZFAHL £,

htdigest -c /NAT—RI7 74 )ILAD/IRR LILLA I—HF

ATV avid, 77 ANEREROA TS a v T8, §TIZNAT—R7 7 A VMBEIET 85
Ald-c lEBEDH Y FXA, VIVAIZIXFEZEDFHI % & U T http.conf TEL 72 AuthName D %
BELET,

TRIE, Ipic WS A=Y 2 NAT =R 7 7 A INIZEHETLIHTY, IV REFETTHL/NA
J—REEINETDOT, 2—FDISAT—RE2AHLTLIZEIN,

root@localhost tdigest -c /etc/htt con .htdigest igest Aut ame 1c
[ @localhost]# htdig /etc/httpd/conf/.htdig "Dig Auth Name" 1pi

Adding password for lpic in realm Digest Auth Name.
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New password:
Re-type new password:

ZZETOEENRET UALRELE 2 KMIES720DIZ, apache Z HEB U 9,

[root@localhost]# /etc/init.d/httpd restart
httpd & {ELEr:

httpd % RREN

BEFNTT L, 779 TT 7R ATDE, B—AR—IYPRRINDANTRIER Y 7 AE
RINET, RELZI—FHENAT—-RE2ANLUT, BEZHERLET,

@ Mozilla Firefox _ o x

IPIUE) WEE) #w(V) BES) Tvov—0(B) Y-LI) ALTFH)

| © ... [=] v
[ 192.168.138.130 v @) [ cooge 2 @

A—HFRENZID—FEAALTLEZL

é‘:?;' http://192.168.138.130 ™ "Digest Auth Name" (ZNT 31— RBE/NAT—REANLTLES
L

- [l l

1’2o—p: | l

192.168.138.130 MIGEE/H > TUET ...

9.1 1—HFREDERT

AHITIE, Digest RIETT VL AHBERI—F2MET 2 HEEMNMLE L,

Digest AL TIF/NSAT — R T 7 A IVTNRAT— REFHL TV 720, BFKPOY 1 N2 BRE
EIFZT 7R AIRAEZVEER, —HOBBEOI—FEZIPHEATRAR-—Y2HELZWEER
EIZHLTVWEY, SNSOEIBEDA-YEHALT A FTOI-YRFFITFHEL TV EY
Ao SNS D &S BAREL DO I—F MR % & 5% CGM(Consumer Generated Media) ¥
NTlE, FRAEHEEE Web 7 7V r—Y a YO THEEL, NSAY— RIFRESMLUZ ETT—4R—
ABRE T D HEIEL T ET,
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9.2 H—NICEYBIEWMEIRTICT S

IR S DY A N—BBIZIEMR % BHER DY 90, ¥F VT4 R—IVE/lO0, T2k
TEDONWHEATT, ¥Fa VT4 AR—IVEREDITZAOIT, BREIINFHZHREZ BNEDET,

TRBE=ZFMEL RN T 7 1 IV EEE L ZRIZK RTINS Not Found HETY, #4RT 7
ANEE A TNEI DO THTEHMHBICERRTEET,

[ 404 Not Found

€« C [} 192.168.138.130/zaa.htm

Not Found

The requested URL faaa html was not found on this server.

Apache 2215 (CentO8) Server at 192.168.138 130 Port 80

———r

9.2 F7 %)L h®D not found EME

—RARIZEBVEEIZRZ 208 UNEETAN, Z2I0EFHL BBERPIBRINTHET,

1. Web =D 7155 A& LT apache 2FHLTWS
2. apache D)X= a V2215 TH 5
3. OSiE. CentOS TH D

WEEIT NS DOERM S apache DN—T 32 2215 IZB U THEIMEDFBRZH B Z L 230
BETT, Lo T, Web =D/ —=Y 3 % 0S8 OFER L, Y A7 MBI 2z AR
BIliE, EFaVT A LDV AT ERY T,

apache IZBIT 21 (72 F ¥) 2FKR LAV E D 12F 5121, /ete/httpd/conf/httpd.conf D

ServerSignature On

EBOTWBEEA %
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ServerSignature 0ff

LEELUET,
« C [ 192.168.138.130/aaa.html w K K =
Not Found

The requested URL faaa html was not found on this server.

9.3 FREHRZRE L 7z not found EImE

Fm LK< HBFEMELTRDEDIZURLIZTA LI MY ZEETDIIET, TOTAL I MY
D—ENRZLRENDHY £, CHEFEHIIABEREREEZXD72OFa) 571 EDOVRY
ERVGET,
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[ Index of /dirl N T.\._‘-_ A -
= C [4192.168.138.130/dir1/

Index of /dirl

Mame

Last modified Size Description
3 Parent Directo

a.html

289-Jan-2013 0638 52

94 TIUWILLBTALI M) DHERERY BB

ZDHE. httpd.conf IZHWT, <directory>7 « L7 5 ¢ 7A®D Options IZ Indexes A3 E X
NTVWBHEEZLNET,

<Directory "/var/www/html">

Options Indexes FollowSymLinks
AllowOverride None

Order allow,deny

Allow from all
</Directory>

T4 LM —-EERRITLNEDIZTIICIE
ij_o

Indexes DFtR % LATD & S IZHIBR L

<Directory "/var/www/html">

Options FollowSymLinks
AllowOverride None

Order allow,deny

Allow from all
</Directory>

-

—

DESIT, FRELEDI—YFNET 72 AXNd Web H—/N\Tldk, FAELWERE IR
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LBVWEDICHEDRELETEHLRVTL LD,

Apache DFEIMZE . Bl 21X PHP OEERERL 21T 5 7212 phpinfo() AV v K% ffi- 72 PHP
X Apache (ZBIT MR —EDOR—VELXRTD T 7 A NVEERLZGH, TOT7 7 )VETDE
FMETDZLIFHEL< DY EEA, £/ YATLOOT T 74 )%, [var/www fit N2 EH
SENTIVRLATESZ LS8 Web AV F UV ERUT 4 LI MVICEKRETIRHY XA,

93 Web JVFVYDFREEE/N—I v avDERE

ZZT—oOMETY,

Web —MZA VR =2y "5V T A MRH > M, indexhtml ZEDIVFUY T 7 1)
FED Linux 2—Y - Z)V—TOHRTTY 7L AINETLEIN?

&z, httpd.conf IZBFE/REINTVWE A—FBIFITIN—TTT,

httpd.conf (ZE VT User B & Group BFREINTW S EAT2HERAL TS ZIWV, £ DGA
. FROED BEEICR>TVET,

User apache
Group apache

LFHOBEDHE. Web AV T VY T 7ANMADT 7% A3 TL—H apache DHERTT 7+
AINET,

apache T—H¥lX, Web IV F U VIIT 72 AT 2 2ODOHRAKROER L MG X 5N TH 5T, M
HWONRAT = RIZEDFIANTERN AP L U TERINTVET, 2D &S IZ apache 21—
MHIRINTOD DI, PO RNIEREET, VAT LOEELRZENESBZONB VLD IC
T220TT,

User ® Group (2, FAELAWVWII—HF 2071 VHRELHERZFOI—YNREINTVIHE
I, BREEZRELAZAPRNTL LD,

2 CGL 7BV I L% ED Web V7 VY DfiFHEIE. EFLD User/Group DFEIZHHET
apache T—HIZHRETEIRETT, Web VT VY OFREHZIZ, Web IV T UV HAMIT I A
ARERL—YE2FETDHIREITIEHY XA, Web VT VY ARFIHLT, RIEICMOT7 71V %
BIMAOEND L2 ZDTT,

2 HTML 2Y 7YY ThHIE, 771D —3I v Y 3 VIZEHAAAMERD AZE T UL
NTT, CGL 70T I LABEEGTWBERT 74 VTHIEETHEROAZETEFHTT,
LHDGETEH, EXAAMERZE522528E, Fa) 51 EFFLL<IY EFHA, ZULT, Fr
BELDIMITRER R B ARV HERZ 5 2 2 0 ZEiddh Y FHA,

VTV T TAIVAIEZEZ T TR, JIV—7E 3R Capache Z)V—7I1ZLET, TD/=D
2, vz 7avsFuVEBLS T4V MVIZIESGID 2HE LT, BETD 7 71 )WIE$T R T apache
TN—=TBBEDICLTELERVWTL &S,

TR, v T avF Y EELS T« VI N D var/www/html DFEIZE T 2 EGFHITT,
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[root@localhost]# chmod 2755 /var/www/html
[root@localhost]# 1s -1 /var/www

&Et 16

drwxr-xr-x. apache apache 4096 1 A 29 07:32 2013 cgi-bin

drwxr-xr-x. apache apache 4096 9 H 3 05:17 2012 error
drwxr-sr-x. apache apache 4096 1 A 29 06:39 2013 html
drwxr-xr-x. apache apache 4096 1 H 29 06:30 2013 icons

94 CGlIICBITZEER

BIAMEH Y £4H, HAMIZ CGI 7B I AICE>T, Web AV FYYDTA LI RMVIZT 7
ANVEERTHZ L, FEL< DY EEA, Web VT UYDT 1 L7 MIIZENPNZT 71
i, http RHTHTENEZMET D Z LAARETT,

A—YWS AI Nz, fFfF - A—=IT RV A - NAT— KRR DIERIZ—KFIZTE, Web I
VFEUYDTAVI NIBETOT7 7 AICE AL Z ik, BHREIC OB aHeERH ) 9,

o, A—FPEDAHNBREDHENOHKZ T—XIE, TOEEZIWMBIAREITIEHY XA, 1
SRSV Yay, SQLA VY avREDREEEAEDZ LIZRY, Y= N2 RIEI
BIEIND, FRIIERBHE VO HRBIIRVEDZODTT, ANWINAET—RIENEEF VT
LEENZMT T2 &512a—FT 0 V732 0ERHY 9,

2% AV RA vV rvay, SQLAvY Iy avIilT S IPA OE#H

http://www.ipa.go.jp/security/vuln/vuln_contents/sql_solution.html
http://www.ipa.go.jp/security/vuln/vuln_contents/oscmd_solution.html

ZNET V=2 a YREROFET, Y= NEHIZIZBERORVEEIZEI 20 LhVER A,

U UlEsstEdd s CGI 702 T Ak Y —/NEW 256, TURFRKTY — AR ESE SN T
ULESTHREMRHDLUE, CGI 7RI IARED Web 7 7V r—>arddal) 74 +0iE
BL, OV2EHTIRED) AVEREGFS> 23t Fa7 Ry — N2 #EHTL L CHEICERE
BREFETT,

9.5 apache ® DoS KE X%

Web ¥ —/ M4 2 BEFiEE UTRENZRE DD DoS WETY, DoS BELIE, ¥ —NIxt
UTKRED/)Nry b EEETH I L TAafzNT, Y—E2Z2FAEILGENADEDTY,

DoS WD KL UT, HEhidieflRd 2 HENHY £9, HIAIE httpd.conf IZ1X, FFD &
DITRELET,

<IfModule prefork.c>
StartServers 8
MinSpareServers 5
MaxSpareServers 20
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ServerLimit 256
MaxClients 256
MaxRequestsPerChild 4000
</IfModule>

MaxClients l&, V7 TAMNIBETDOI/ERIND 7O ADRKBEFEL TS Y,
MaxRequestsPerChild & 70t 2 1 fAXMBITE 2 ) VT A MR EZHRELTVET,

INLOHFENILTDE, ZKDOVITARMPRENTE, V—N2EPEERERICRD L
BRI EMNTE T,

UL, ZNZITTIE DoS WEADMEEL ULTIEHaTlEd Y FEA, F—N2EIFEREEIET
5ZFBFTE, VIV ZANEMNRKRICED L, EHOI—FETH Web AV T UV EHET D
ZEMTERLBOTLENVET,

Pt B HIBR 2 AR D DoS WEEAD X & U T, DoS MIKEY a— V& FHT 2 HikErd )
9, INSLDEVa— N %2FHTEII L TRKEDT VL ARTORIELDOAR 7OV I L, TOD
MOFERI—FIIF SHMEI T AR ERMET L AT 2D 7,

apache M DoS WHEEY 2 —id, WS DPFEEL 94, T2 Tld mod_evasive Z#iT L £ 9,

mod_evasive |&. Jonathan A. Zdziarski KAYWER U7z DoS %K€Y 21— C, GPL/N\—V =
V2O FRTRMGINTVEA—=T VY =AY T hD 2T TY,

mod_evasive & ~ A b —)L 4 %21, Jonathan A. Zdziarski KDY A b9 5 wget I¥ > R
EfioTY—A3—RZIFEL. IV A LVTIBENRHY £,

aAVN)iF apxs I Y RTITD Z A HEETT A, apxs & R 2121 httpd-devel /8w - —
IMNBETT, httpd-devel /S 7 —U A VAR =)L INTWARVEEIE yum I¥ Y R THAIIZ
AYARN—NTEIBRENRDY £,

BAF. mod_evasive DY —A 31— R% /tmp IZEHLTA VA S —ILF 24T,

[root@localhost]# cd /tmp

[root@localhost]# yum install httpd-devel

[root@localhost]# wget http://www.zdziarski.com/blog/wp-content/uploads/2010/02/mod_e >
vasive_1.10.1.tar.gz

[root@localhost]# tar xvzf mod_evasive_1.10.1.tar.gz

=== HBg ===

[root@localhost]# cd mod_evasive

[root@localhost]# apxs -cia mod_evasive20.c
[root@localhost]# vi /etc/httpd/conf.d/mod_evasive20.conf

FELOMERIZ &Y Jete/httpd/modules IZ mod _evasive20.so AMER I N E T,
RIZ mod_evasive DFEE 7 7 1 V% Jetc/httpd/conf.d/mod _evasive20.conf & LTI FDHE
THE L 9,

<IfModule mod_evasive20.c>
DOSHashTableSize 3097
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DOSPageCount 2
DOSSiteCount 50
DOSPagelInterval 1
DOSSiteInterval 1
DOSBlockingPeriod 10
</IfModule>
#%9.2 mod_evasive DR ESI
DOSHashTableSize NY Y aT—=TNY A X, INT F—< Y AZMEI RN EY | 3000
KHEWEHZIZHRET B,
DOSPageCount
DOSPagelnterval DOSPagelnterval TH#&E U ZZBEUNT, MCR—JIZT7 VL AT
3 EREZHELET, FERITIE, A= 1 BHENC 2 B E
TORARHBDE, TDIIAT VN TIv ) A MNERRLU S
ZHIRL 9,
DOSSiteCount
DOSSitelnterval DOSSiteCount & DOSSitelnterval TE X NZBBUZE TS, ¥
1 N REIHT ST 7 ABD LR,
DOSBIlockingPeriod AR RZRVIVN NN <> Se Wk 2% T [N SY | R i WG e

BEMER % 475 121k, mod_evasive DY — AT —=RABH2 71 L7 M) (EZLDEE /tmp/
mod _evasive) WD test.pl 77 A NV ZHNET, perl AV RTEFTTLHIETHRRTIET,

Zoax v RiE BE(127.0.0.1) D 80 FAR— A 100[EY) 7 T A M %XEL £9, mod_evasive
PETHNE, @PPSISEN 200 () 25 403 (HEL) NeZbY £7,

[1pij@localhost ~]1$ perl test.pl
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK

T T T T o e S S O o i = N Y Sy oY
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HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 403 Forbidden
HTTP/1.1 403 Forbidden
HTTP/1.1 403 Forbidden

LUF &g

9.6 ZTDfDEFa) T 1K

ARETIE Web =Dt F a2V T4 2@DDHEDO MMM LU E L, = NOKETFIE
P, BEEKIIALZZAELTEY, ZhETP>TEFRELLE VD HEEHY EHA, £/-. B
PH—CADFEHIC L > THIORNELF 2 T /HEEEDY 7,

Bl ZIE, EC Y1 MR EHEEHRPRFEHREZHZ S V1 b ThHNE, BEIEE UL THTTPS T
BENEEESEIANETT, TOE, ZYVTELHRE LT, BEEOSVEIER»SHITIN
BFIEHEEZEY, Y1 FOEYUMZIEHTLILERNTUL & D,

9.5 fiTld., Web ¥ —/NBKT®D DoS W EZ MM U & LA, Web 3 —/NHEIKDHETIE A v
7= EBREEINTUESDRUNETIEBITEEA, 2V NY—TJDANVOLRDE T 74T —
v 7 — )V TR ABAEY A5 2 (IPS : Intrusion Prevention System) R ¥ %2 GIZIEHT2 & T
DoS WERHER L ZEML, 2V NIV YV AFLALAEKTEF 2V T+ AW E2TD ZEMVEETT,

o, REDIARNY F—=VDT7 Y 77— 2R2B8EDEM ED I ANFERE &S HIE
PR HY EXRA, AFICEITEMAEMH - BEEZFHEIIZITD Zemnt 3ol 7« OffERFIC
HELZ L Z2HFEL TR TWEENTT,
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