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® JVN (JPCERT/CC & fHEAERHEMERERE (IPA) 2N IEFICTEELL TV 2 MEgstEiEFMm T — & ~—X)
http://jvn. jp/
® JVN iPedia
http://jvndb. jvn. jp/
® IPA BTN - {EEME 5
http://www. ipa. go. jp/security/announce/alert. html

WesgtE D Z EieY 7 b7 =7 ONNTERITE Linuk 74 A R Ea—3a O A Eh 6 b T
TET

® Red Hat Errata (G&:E
https://rhn. redhat. com/errata/

® CentOS—announce (JaiE
(Cent0S X, A—VU > 7Y R MITIHEREEEZIT> TWVET,)
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http://lists. centos. org/mailman/listinfo/centos—announce (A—1Y 7 U 2 kDEEE)
http://lists. centos. org/pipermail/centos—announce/ GEBEDT — A 7)
® Debian EX = U7 ¢
http://www. debian. org/security/
® Vine Linux E¥ = VU7 4 - B (=7 v &) 15
http://vinelinux. org/errata. html

Red Hat Enterprise Linux #&%¢% < ®OpEM Linux TIXEAEZ T OV R— =TI TY 7 by =T IZ
BRI 256727 v 77— MERMPIRIE SN T ET, M Linux ZEA L7281 E o — PR
1To7= ECTHR— "= DER AR T NE TI,

T, FA—T =R T 2T DA 2=T 4P A P TH, N F 2T (I HER
DEIESNTWET, KRN DAREESEEDOT 7 v AN HH P —ERCHHLTWA L H 7%, &
BV 7 2T IZELTIE, 2HLLDERLTF = v 7T R_R&E T,

® Apache HTTP Server Security Reports (JidE

http://httpd. apache. org/security_report. html
® Apache Tomcat Security Reports (FEE
http://tomcat. apache. org/security. html
® PostgreSQL Security Information (i
http://www. postgresql. org/support/security/
® MySQL bugs
http://bugs. mysql. com/
® PHP report bugs (J&iE
https://bugs. php. net/
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2.1.2 FIAL WL Ny r—Va@NCT v 77— 4%

VIR 2T RN lr =207 v 7T — MIUTWK O0#EBERH D £9, Y7 hT =T OEKRANTDE
Eb bR, L TEx 274 EOMIEOBEERENRH Y £7, MsstEOEIE ThIuTH
RMDZEATRETT, L=V a BNV V—RENEHE, VAT LEHEEIX) YV —R/ — e
CEBBLT, TNNHERDINRT T 4 v I ARONEX2 )T 47 4 v 7 RARONEXJLTEZD L
FWTL LY, B, HLWA=Ta UBHBIROLEIX, +027T XA RS TWianizd, #HIC
IXEEIC/RDHRETT,

L LARE. FHLTWATRTORY I —I0td 2 F 4 ERE T =y 735 & IEHETIEH
DEWA, FZT, EHIINCT v 75— NSy r—ChTRCT v 75— 5 0 ) FikE R
HLTHEIWTL kD,

RedHat <° Cent0S 72 ¥ D RedHat RDT 4 A RV B a— g Tl r—VFHY 7 U =7 yum Zff
I HENFHETHEATT (yun THR—FENTWARWNWY 7 M =T OB, KV 7 F =7 OAR
NR—=TTT v 7T — FDOFIEEHERL T TZEW),

yum A% T, BUET v 77— b WARER ANy =V DR aFRLET,

yum list updates
X
yum check-update

K176l

[root@localhost]# yum list updates

Loaded plugins: fastestmirror, refresh—packagekit, security
Loading mirror speeds from cached hostfile

* base: ftp.nara.wide. ad. jp

* extras: ftp.nara.wide. ad. jp

* updates: ftp.nara.wide. ad. jp

Updated Packages

NetworkManager. 1686 1:0.8.1-34.e16_3 updates
NetworkManager—glib. 1686 1:0.8.1-34.¢e16_3 updates
NetworkManager—gnome. 1686 1:0.8.1-34.e16_3 updates
ORBit2. 1686 2.14.17-3.2.el16_3 updates
apr. 1686 1.3.9-5.el6_2 updates
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bind-1ibs. 1686 32:9.8.2-0.10. rcl. el6_3.6 updates
LU

Ty T T = MNA[REIR Ny =V DY A MBRFEREINET O THREMHER L T EIW, BENRITUX
yum update 2~ R CT v 75— MR LDEETT v 7T — 52N TXET,

yum update

yum update I~ REFITTDHE, T FT— xR L72b ) A MRFERINTIE,
Is this ok [y/N]: & FEREINFET, NEZHERL CHEXNRTIURy X —2ANTHZETT v 75—
NABAE S L E T,

R1761

[root@localhost]# yum update

Loaded plugins: fastestmirror, refresh—packagekit, security
Loading mirror speeds from cached hostfile

* base: ftp.nara.wide. ad. jp

* extras: ftp.nara.wide. ad. jp

* updates: ftp.nara.wide. ad. jp

A&

Transaction Summary

Install 2 Package (s)

Upgrade 100 Package (s)

Total download size: 159 M

Is this ok [y/N]: vy

Downloading Packages:

(1/102) : NetworkManager—0. 8. 1-34. e16_3. 1686. rpm | 1.1 MB 00:00

(2/102) : NetworkManager—glib—0. 8. 1-34. e16_3. i686. rpm ‘ 218 kB 00:00
A

util-linux—ng. 1686 0:2.17.2-12.7.¢el6_3
xulrunner. 1686 0:10.0. 11-1. el6. centos
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Complete!

T 7T — ORI RO R = TIRIEBMR e EORENE L, T X TORy r—T % —FICT v
7T — FTERWEAIE, yum update 2~ RIZANy =LA RETDHZ & THA DRy r— D
AT T T—RTHIENTEET,

yum update /¥4 —7F

K171

[root@localhost]# yum update sudo. 1686

Loaded plugins: fastestmirror, refresh—packagekit, security
Loading mirror speeds from cached hostfile

* base: ftp.nara.wide. ad. jp

* extras: ftp.nara.wide. ad. jp

* updates: ftp.nara.wide. ad. jp

A

Total download size: 419 k

Is this ok [y/N]: vy

Downloading Packages:

sudo—1. 7. 4p5-13. e16_3. 1686. rpm | 419 kB 00:00
Running rpm_check_debug

Running Transaction Test

Transaction Test Succeeded

Running Transaction

Updating : sudo—1. 7. 4p5-13. el6_3. 1686 1/2

Cleanup . sudo—1.7.4pb-11. el6. 1686 2/2

Verifying : sudo-1.7.4p5-13.el6_3. 1686 1/2

Verifying : sudo—1.7.4p5-11.el6. 1686 2/2
Updated:

sudo. 1686 0:1.7.4p5-13.el16_3

Complete!
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2.1.3 ARERYV T NI 2T R AL AL L2V

ALVAR—ILLTWEY T b TR ZUE, TOHTET Y 7 v U =7 Oegatt a0 2 5 aTRettn &
KBV ET, ZOOEFR 2V T 4 DEWNT— NG HIIINERIERRY 7 b =T OB A
AR=IT5H LN DOPRERTY, FHIZ Linux A VA =L T 25513/y Fr—Y 7L —7 DR
T I/ Minimal) ] 28O, ZOBRTHEI Ny —I 2 @NZA VA M—=LT 5 LRBWTLL D,

2.4 WYl —YPEHE

2.4.1 ARERa—WIx, ul Ao TxnlT50, HigTs

*'JFH%#LE&% LI EOBATCa—F T I 7 FEADIC L TEBLRERRWGE, n 74 TERWN
T D=V aHlRT 20ERH Y £,

2 —YPEHIETAHI21E, userdel I~ REFHWET,

userdel =z —%%

Flo, =P EHIRT 2 LARFICAR—L7 1 L7 b U BHIBRLIEWEEIX, v 7Y 9 & TET
LTL7ZEN,

userdel -r =z —#%

K174

[root@localhost]# userdel —r linuc

LIEOLSFIH LW FIHBEHOREER S S, & L <IN OBE THIBR CE Vo —F o5&
2—HPHIFRTIZ R B /A U TERVEIICTH I ENTEET, /ete/passwd Z EHERET HZ L TH
B7ATERLSTHIEILABETT A, eI A% BB L Cpasswd 2~ RCa—Fanr v/ 35k
DEFETLEETT,

passwd 2< 2 RO-1 47 arCa—HT7h v eyl T52ENRTEET,
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passwd —| = —#%

R1761

[root@localhost]# passwd —1 linuc
a2 —H— linuc ADORRT—Kzx v 7,

passwd: f%Zh

nyJ Lica—Y%%, TouylZ LEOMEZD LT HI00E, uAFvarafnEd,

passwd —u = —#%

K171

[root@localhost]# passwd —u linuc
Z—H— linuc O/ NAT — K& o v 7 R,

passwd: %

2B, root 2—Wlksua~vr RCTry 7 SNica—WHIRbZ ENTEET,
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2.4.2 MEEIZEUDTa—HFONRRAT — RIZHEBIRE ST 5

X2 T4 RELT IRAT—FRZTEHMIICEELEL LD EEbNAZ ERLNTTRARENR
AT — REBEFTLHVLERNHDLDTL L ID L IUIANRRIRALDOTL X 9D

IRAT— RICBT A L S 2 13V — LA o7 /8 A T — R 7 ) BT R A - 7- % — T — RIZ
FAREAEBEINANE LIVET A, 2D DONAT— RO EIZ|T /AT — ROLEE IZHL)
TIEHY A, HBHETEWSRZAT— RE2RETHI ENELTT,

Ll 2NAT— PR D ATREMEIIMIC S H 0 37,

B 2L, AT =R AT LHROF—R— RZECHRANL AL TV E WO HETT, L,
WDINZHEE LW SRRA T — RTHEFEIZ W —fI T,

Flo, BHAREE 100 N7 o v R aER L, 2RISR Y — RERITLIZ] 0o, K<
DEETT, ZOWE, ASAT — REEZ D200, AEREIZFETIL, TR E Ik d lhe
PERH Y £,
I—HFHINREDTLHREZLETTN, ZOLIREEOXMKE LT, FHFIL AT — FITHH
RaikF s LaBatd2ERVWTL X I,

Linux Tl¥ chage 2~ R&EH Z LT, NRAU— FOHFHIEEZZRITH 2 LB AFETT,

F90X, chage a~ FD-1 47> 3V TRRY— FOFNHIBREREL MR TEET,

chage -1 =z —#%

=174

[root@localhost]# chage —1 linuc

Last password change : Jan 07, 2013
Password expires ! never
Password inactive ! never
Account expires ! never
Minimum number of days between password change 0

Maximum number of days between password change : 99999

Number of days of warning before password expires 5 7
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Password expires (VXA U — RKOELN B ) 23 never IZ72 > TCWAD T, FEEOBDOFE, RAT— KD
HIRIZH Y £/ A,

chage I~ RO-MA 7 a3 T, XATU—ROHBRZ A THRETEET,

chage M B =—#%

=174

[root@localhost]# chage -M 30 linuc
[root@localhost]# chage -1 linuc

Last password change : Jan 07, 2013
Password expires . Feb 06, 2013
Password inactive ! never
Account expires ! never
Minimum number of days between password change 0

Maximum number of days between password change : 30

Number of days of warning before password expires s 7

chage -M % %17 L7z, chage -1 THEMIROREZ MR T D &, Password expires (Z/XA T — RDOF
RN ERE SN TWET, F7~. Maximum number of days between password change (/XA T — RZZ
FETORKEE) &, MAT7 v arTHRELEZ30 (H) BNFEREINTHET,

X2 U T 4R EE =T OREMIIH T2 b D TT, SAT— RSN TV 5 AR 2 )
THHENARAT = FOFHPREZBIHCE LTLEY &, 2—FEH LR T — &R 2 b7k
WO THFAIZAEFMMICTER LTV, BEEHERA AT —FE2RETH0b LERA, EHEIZ AT
L0 RO SO et X 2 U T 4 R Y — A RGE L CHHENE E ZEMED N T RO BN B
nET,

2.4.3 root B, b L X sudo XD a—HVZHIBdT 5

— L —HF TS A LTS L X root 2—VFOMERTELREZITISEASIT su 2~ RTroot 2 —H
ICHIY EE % Ahvsudo 22 RCroot 2—H L L TCa~vy REETTAMLERDY £9°,

suRsudo Av > FEFTTE =TV FARECHHSND L VAT L& WL NDLERD
bV ET, o T, suR sudo ZE(TTEL2—FIXTELRVBIMLIZSTNENTL X 9,
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csuawy NICBETARE

sua<wy REFIFCTEAaa—H%ZHIBdAI21%. pam_wheel. so Z{HV EF, pam_wheel. so [, su <
vV REFIHCE 22 —Y % wheel ZV—FICiET 52 —FIZREL 9,

pam_wheel. so Z BN T AHITIL, Jete/pam. d/su W) 77 A LT, U FDOLHIca Xy Mo Tn
DERGYING B D THIHOREHE L TREEZHME L E T,

# auth required pam_wheel. so use_uid

T, wheel P —TIZifEe T 22—V DL Nsua~vr RefFEx L9270 F4,

« sudo 2~ RIZBHT AR E

sudo ¥ REFHATE 52—V 2[RI 5121E visudo 2~ REMHWET, visudo =<2 Rix
/etc/sudoers & vi CRIE F4, vi o~ RCHEREWTHREL CHLED Y T A,

/etce/sudoers [ZBWT, L FD L 9 Zitdb = —4 linuc IT sudo =2~ ROFHZEZZFT L ET,

2

linuc  ALL=(ALL) ALL

ZO¥AE . linuc 22— sudo > TI R TChHa~v Ly REFEITTEXH LRV ET, —Eoa~vw
RO FEATAHEIC T DAL, LTO X512 LET, LA FIL, iptables 2~ RO % ETA[HE
|29 BRI T,

2

linuc  ALL=(ALL) /sbin/iptables
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ZOLHITEBEOHRTIEIT T a~vy Reada—FOERENS U CHERKROFEHEIZHIRT 5
ZETEX VT 4 BT D IEFICEERERE T,

2.4.4 H¥oa—WTT AU FEEFLRN

Linux IZRSF, FIHENZ L 70D L a—FEHNEMEICRY £3, 22T, flEOZDIZOESD
— T NEEBEOFIHETHA LW EEI L LVERAD, 2O X5 EMIIHER S EE
Poo WBZR/RAD — REHNRNEEC/R D 2 ERBEZAT o TE ADRFENEEL < 225720, NAT—FRD
RSP TELOV A7 Z2@mHTLE I TZHTT, KT root 72 EOEBFEMEROILHFITITERELLE
<7,

B — P COREEETIIZ N —THROFENZ BT 5L BVWTLE I,

2.6 T F7ANBIRT 4 V7 NI DOT 72 AMEEZWBYIIERET D

Tr7ANVBIOT L7 FUIIE, R—= v a IS [FirAA « EEIAL - EIT) OHER%
RETHZENTEET, 77 A AVBLIOT 4 L7 R DOR—2 vy g VI ERIERBOREIZT S 5
ERABDET, RN—Iviaiichmod 2~y RTCEET A LN TXF4,

Frizex=2 V7 0 EEER T 7 A VIZIIARERWERE 52 5_XRETEHY A, EX=2V T ¢ FEE
77 ANVOFE LT, /ete/securetty, /etc/shadow, /etc/sudoers RENHV ET, ZNHDT 7 A
T, BEFIINREZRONDTE T Thex2 VT 4 2& 0 mieEndH o £97,

Fio, T RAMEERFHZ 7 7 ANVEFIAT D2V AT L7 L—TI12o0TH, f\EREDL D 7
BEEZ T O Eme Lz ECEocReET 2BV TL L 9,

Linux 71—/ 2. 6 LA TITACLIZ X A X MR T 7 B AHI#HAZIT S Z LN TEX F4,ACLIZOW T,
SbETHELIHBALET,
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2.6 ZU LUV MUYNIERE L, AERT —F U ZEEB IER0

Linux TRLERT —EL 2 RBISE-E T 5 & ARRDEDRNTTOR— LBV IIREEL 72
HOTHEDRE G2 DREMENRH Y £F, F/o, CPUAREDY Y —AZMECHBELCLEVET, &
T —F U NEE LAWK Y ICEIICRELET,

SERA~INBHT D Web Y — 72 BT GUI 2o - — &Y — L 2 F 2 0O THNIET o LUl 3
WICRE LT ECAERT —E 2 EFHL2VWEIICTEERNTLE Y, T2 bUL5 I GULICEDE
ELFHEL LTEY X Window System 72 EV— RNICIIREE SN TWAET—F U NEEEEFI L9,

VAT NEEICEBIT AT 740 h T LeULE, Jete/inittab TEHREL T,

TG YL E SICERTET DA /ete/inittab 7 7 A /LD initdefault /XT XA —H Z RO L HITHRTE
LET,

id:3:initdefault:

T AN N T ULV EEYNCERE LT BT, BET 57T —E U A MERKRICRELET, VAT A
EERC HEEEN T 55— v 2 NERKIRIZ T A 121 chkeonfig O ntsysy 2 EFDa~< o REZFIFH L T
BRETHERNTLL D,

2.7 A%/ SUID, SGID ZHIk&$ %

SUID &1, FHT7 7 A WICERE SN DHERICE T 25 B9,

SUID PRE SN TWDFEIT 7 7 A VIL HENFEITLTH, 7 7 A VA A OMHESR CUEENFEI TSN E T,
Bz X, passwd 2~ K7L, —fRa2—VFRBEHDONAT— REETT 572D root WETAETH7 71
N EIBWIDOIVBEDOHDHFETT 7 A M EINLTWET,

ARER SUID DM 5 ENTWD 7 7 A VD72 W E R T 211X, find a~ > REf-o T EE2E£RT 5
ZLEMNTEET,

PLFIZ, /usr/binlZ®H b7 7 A VDR THIAZED root TSUID Mt HEENTWAEIT T 7 A VEERL
/Cl/\\ij—o
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E1761

[root@localhost]# find /usr/bin —user root —perm —4000 —print
/usr/bin/sudoedit
/usr/bin/chfn
/usr/bin/newgrp
/usr/bin/staprun
/usr/bin/sudo
/usr/bin/chsh
/usr/bin/passwd
/usr/bin/pkexec
/usr/bin/gpasswd
/usr/bin/Xorg
/usr/bin/chage
/usr/bin/at
/usr/bin/crontab

SUID 23} E T A121F. chmod 2~ RO/ 3—3 w3 g VBEDLIEIZ 4 2O TAHTOBRTFA2EE LT
FITLET,

K176l

[root@localhost]# chmod 4755 command
[root@localhost]# 1s —1 command
—rwsr—xr—x. 1 root root 0 1 H 27 20:22 2013 command

SUID 23 W TWD 7 7 A JUIIFTEE OMERRDY . rwx T2 rws 1272 > TWA Z E 2R LT T &V,

SUID Z B 0 97121k, 4 Z2fHF 3702, 3SHIOET T chmod 22~ R&EFEITL £,

K176l

[root@localhost]# chmod 755 command
[root@localhost]#t 1s -1 command
—-rwxr—xr-x. 1 root root 0 1 H 27 20:22 2013 command

SGID IZ. FT 7 7 A NE T IL—TOMHRTEMES Y @M T1,
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PLFOFITIE, /usr/biniZd 2D 7 7 A VO TEIAE D root T SGID BfFHEINTNDHETTZ 7 A L%
FRLTWET,

K17

[root@localhost]# find /usr/bin —user root —perm —2000 —print
/usr/bin/locate

/usr/bin/wall

/usr/bin/write

/usr/bin/ssh—agent

UTFda<y RTiX, command {2 SGID 24+ 5L CTWET,

SUID CiZ 4 ZHEELE LA, SGID Tl 2 2BE L £,

=174

[root@localhost]# chmod 2755 command
[root@localhost]# 1s —1 command
—-rwxr-sr—x. 1 root root 0 1 A 27 20:22 2013 command

TN—TDONR—= o aNrs EMRoTNAHI L EMERL T EEN,

PLED X 91z, SUID BELNSGID M 5 ENTWAEIT 7 7 A VAR L T, FEIT77 7 A4 /Wixh L TR
WA SN TWEEAIE, MREZHREL2BT Lo cLELE D,

chmod =~ > RTSUID R SCID DR ELX T HITITE S HEH O FTHET LT TR utsRu-s DL H 7
MFETHRETHILEHARETT, FEL<IXman chmod 2 EEESMML T ZE W,

2.8 1 7 ZIEREICTRT

A DI E T U T AR E R EMER T DI S — Ry U= 080 B e 20
BEYERES IEOREE 2TV, JRIRRCMT D FEAT SN O ATRE 2R 0 EREICIRAEYE L E 4, & DX
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Kix, v 77 7 A NNDBAPMTONTZONEERETLZETT, 20O T 77 A /VTTE L7105
—a— : & ZJ§L[Z‘EVC“‘§AO

BB, BT T 7 ANEN=RT A ZATIRAF LT D LT 4 A7 DZESEFEENHD . WTITEERR
KD H Y £ T, nrr—T— g E2nT 52 & TREOMBITMILETR, e i
HATLE YD, N—=FT 4 27 DFERRIZBE L2205 H 1 77 7 A VT ESIR AR # D4+
HTARITRT =T RIATRETHTLRNTLL I,

FEARHIIZ Linux D AT A 7T syslog DFRE T/var/log it FICIRFESIN TWET,, 7272 LE Y 7 vy
T DRTCICL->TUNIDOT 4 L7 NIV FIRESINTWAESLH Y F97,

Flo, v T 7 A MRS T DIFZNIIFFICHERER TS, = ORI T TV D & BER
ITONTEREZML DY — /N & OB 51T 2B OHI% BRI EN R E 720 £, ZDTDREN
R TE R RV MEES TR A LCLE D vt d 0 £9, — ORZ 2 IEMEIZRDITIZNTP &
flio> THICHEMHET 2 £ RWVWTL X 9,
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2.9 N N4 N B TEHAPIL TRty P EZE LR

Ry b7 4 Z ) RNy MICR LT N M@ S EARE 2R MIaEEd
H20D LK A TY, Linux H—F/L 2.6 LI TiE iptables 2 A < fF L TUWVET,

iptables Z N T D L — NZ HBEEZBEX LIy bEEO T, ITXTONNTry VEZELET,
_mi&%@5&% X LCHEMHE S ET, RIEETEL2 XYy NT—7 TRWIRY, v hT

W T DT R TCOY— 3T iptables ZHNZ L, #@UIREY O —TRTy "7 4 Vv HZ Vo TS
M?é&ﬁwﬁbi%

iptables [T U & —IZHASNWT/Nry bl - EEZRE L3, HMARY o—of L LT, #7F
AT B R — FEFERETARET, FFEDOR—NMNIT 78 ATEH Ny M 2B S E T,

iptables [Z, A— FFEFIZ L DHEMARHIELZT Tl A R2R) —2RETHZ L TEXF 2T
AMREFET D ENTEET, LTI, £0o—fFIT7,

CFEEDNT Y RV E, IEGEIIMEE L. ETe 21Tk

cFFED IP T RLVAMDOLDORT 7 EARRRET 5,
s FEERFRNICAIE S X 5N TL 57237 v MISEITHIBR 281 THEET 5, (DoS, DDoS BUEEXR)

ZO XD, HMICEER AR — FE ST TR B roER R I L D HIET 5T, AR
MO DB REITOFL, BEERAYX 2 T AW T,

iptables DFEWHFIZHOWTIE 3 ETHELLIMBNLET,

2.10 RERA—FEPAL D

AP DH— T 7 B AT H70IIE, = MUTHEGHOR— FBRANTHLRERH Y £3,
ZEZE = MUDKR—= FRFANTORIFIVUIMENDEAT L LFTEERA, LEB-T, A
DA LRDANVTVD RN — MILERERICHIR T 2 0ERH 0 £,

BERWTW AR — FEEZ MR T DICITEEE MR T netstat 2~ REFEITLET,

netstat —ntl
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K17

[root@localhost]#t netstat —ntl

Active Internet connections (only servers)

Proto Recv—Q Send—Q Local Address Foreign Address State
tep 0 0 0.0.0.0:22 0.0.0.0:% LISTEN
tep 0 0 127.0.0.1:25 0.0.0.0:% LISTEN

FRofTIZ, 22 B R —FRTRTOIPT FLA(0.0.0.0) 1235 LTRWTED . 25 FAR— MIAS
(127.0.0.1) 2%t L CTOIBADILTWET,

H LAERR— RV TWAEAIT, BET AT —F 2K TSR L THR— AU LT,

2.11 ARy FU— I RBCTEHT 2858 1L SSH 2R3 5

I, LA NY— Ry T RY—E R ZFHAT2FHNEL 72 5%, BN EH I — % &
SHENDIRL 72 >oH D 77,

BIZEANT O 7= E A BRI L TWDHE, =N m A B I — A ORESHTE THB)
L TCWTITIEF RPN ENDT, A1 ¥ —3y FERRA LIV E—MTOr A VFEBNHAL -
TEET,

VEe—hal A Coa=LaEETTDLTFEE LIZSSHBNAL b TWET, telnet 72 & 2RI 25
RbdHY FE LD, telnet ITBENBENK SILINRNToD, NAT— REZHLETOBENENF =
FICBESNED L VWO RERHY £T, TOd)E— s OHBTIE, itz g XTo
WIENEPRF LSS SSHICE X b, BIETIHIZEA SbThERA,

Z< DLinux T A A M) Ea—2a U TIESSHERZITHO 720D Y 7 =7 & LT O0penSSH & v 9 /X
v =V NRE STV ET,

B SSH CHEENRREEIL SN TWEL LTH, RATY— RRE =ZF IR TCOWIIERER T 7' A V52 2F
THREMEN SV F£9, F 2 TSSHIZIZ SA U — REZF TR GFEAZFH L3R5 FE LRI+ 5 2
EMRTEET,
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SSHIZIZV E—hm 7 A » OMRETZ 1T TR FIPICEES AR 572D 7 7 A VEREHERE DM > TWE T,
FTP 1% telnet [AERICIBIENE N SAL SN TWARWEZHEER T —Z 200 L 0425 A@IiciXmunan
FH A, telnet R°FTP LIAMZ LKA Z AR — F LTV RN —E R EZFIFH L72Wi5E12 1 SSH DR —
MEEEREZFIHT 5 2 & CHENR LR ST 5 Z LD AHETT,

ZDOE DT, SSHIZV— NEH LR LRI, BEERT —X 2 A VX —Fy R EAERO R > K
U — 7R CTEZETABRICOAATE A IEFICEE X2 ) T 4 kY — 1T,

SSHIZBHL TIE, F6FEIFELLIHHLTWETDOT, b5 5L T EEV,
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3 iptables LB Ny T 4V EZ YT

3.1 iptables 22

iptables |, Linux ICFEEI N7y v 7 40 U o THEBETT,

F7-.iptables (T h 7 4 W HZ Y U7 EF TR Xy NU—27 7 R L AZEHL(NAT) R4 & D /L— )L
IR > TNy NOWNWD B ET 570 EOEEEER L ZIT) Z L b TE TN, AERETITE
X2V T AL LTCORTr Yy "I A NEZ ) U TIZH =7y FERKo T L E9,

Wiy N7 4B ) ZiE%y NU—7 FIZHNT WAy &2 ZFD3 7y DO~y X —IEHRIC
TZITWMYEZHESE LD, EELZY ., @mIE2H0TT, 20K ) REEREIX S 72 Firewall & LT
RIEDA X —Fy NMERIL—Z R ETHEX 2 7 4 ZHERT HEEICHA I TWET,

Linux A7 LA ETZOBREZFIFATLZLICED, AT A RICRERAr » FRHNTEEZHETH.,
VAT NI EE B Z DN Ny FAKE Yy T U N T A ERTEET,

Bl Z X Linux A7 AT, DY —EREHNOREOFH CTRAIT 2G5, FFEOR Y NU—2 L
AN DWEZEZ T TN 2 L TBITIE, o3y MU =270 OGO /7 RHB A>T
K AZELHEBISCIENTE, VAT ADEX 2T 48EAS FIFA 2 EnHkET,

iptables ®FE L WAL, Linux 2.4 Packet Filtering HOWTO)
http://archive. linux. or. jp/JF/JFdocs/packet—filtering—HOWTO. html
X2, iptables D=2 7/ (AARZE

http://1linuxjm. sourceforge. jp/html/iptables/man8/iptables. 8. html
HEHHIZLTLIEEN,

3.2 iptables DAL I~ N

3.2.1 iptables OHERE

iptables TITHBIZIE LT, ENEIWNL— L EZFHT D [T —7 0] BDEHRINLTWET, iptables =
~ U R ETT =TV EEBE LRTIUXT — 7L Ifilter] MEHINET,
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# 3.1

iptables (28T 57 — 7 /L DA

filter Ry N7 A NE(F 7 1) INPUT/FOWARD/OUTPUT

nat NAT H] PREROUTING/OUTPUT/POSTROUT ING
QoS/SECMARK 7 & HERI 72 /32 o 25 4R

mangle (iproute2 72 &% —#&IZ W %) PREROUTING/INPUT/OUTPUT/POSTROUTING

o, FNFNOT TN LA TEATF oA U DR FESTEY ., O A I 7 TR ZET )
EZDF = EFESTHELET,

# 3.2 iptables [ZFBIT DT = A » OFESH
INPUT
FORWARD YU ERBT Oy MCHT LT = A
OUTPUT BN TERISNTE ATy M2 F = A
Ry RR Ao TERGE T SICEDONRT Y N2 BT 520D F =
PREROUTING £
POSTROUT ING NIy RPRHTT L EICERT 272D DF = A

RN SZE LTy b, TV AT A EOT o ANLAERINT- 7y MIstL T, E0XH 7
F oA THRTy RBREIN T 0 E FTOXIICRLET,

= \
i INPUT
PREROUTING @ [ J
> [FORWARD ’
> )

e

< Process >

i
il

POSTROUTING

N ~

{ OUTPUT ‘ . J

\

3.1 Ty BB E TV F = A » DIEF

WIZ, KT = A VBV TOL— L EZRDTNE LT,
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Ry MIKTF Ao T, BEINFIEBETL—NAEHERLTVE, S~y F LESEAICL—ILT
FRE SN ThIVET,

FTRTONL— NI~ F Lol NI, F2A L TEDT 75V FDONL— U]t T S
Ee

3.2.2 iptables@a<w > K

iptables R ETARICMEHIT S 2~ FiL, /sbin/iptables T9, Z® iptables 2~ NIk~ 72
F 7y arEOF T, BROKT =T« Fo A U TOL—LEVER - ERL TV E ET,

iptables =~ ROFEARRZRMEH FEEZFRIORLET,
# 3.3 iptables =~ ROEEARRZRMER HIE—E

B el
JL— L DB iptables [-t table] -A Fx=A v JL—IVOFEM (A7 3]

iptables [-t table] -1 F =AY DV—NVEE] L—IVOEM (473
JL— L DFE A V1

=L DB &% iptables [-t table] -R F=A v L—NBE L—LOFEM [F 7 a V]
JL— LD IR iptables [-t table] -D F=A v L—NEE [F7 a ]
JL— L (DFER iptables [-t table] -L [F=A V] [F 7T 3]

F oA rDON—L2HIE | iptables [-t table] -F [F=A ] [T a V]

VIRV S iptables [-t table] -Z [F=A V] [F 7T a ]

HHaa—VERZF = A | iptables [-t table] N F=A

T—PEET =1 HIER iptables [-t table] X [F=A ]

RN —iRE iptables [-t table] -P F=A ¥ Z—F v b [FF T a ]
F oA CARIER iptables [-t table] -E [BHF = A V% HF =A% F

() —t TTF—INELEERLT-SEAICIE. T 74N T lilter 7—7 0 Oy 7 4 VZ Y 70
) mxtglied,

ZORTEHC I BT ADIE, -AOL—ILBI) /-D AT a s Ob—nAfig) & LA 7> ar (b—ib
fkEsR) T,
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3.3Cent0OS6 LD/ y k24 LB YLY

3.3.1 Cent0S6 F® iptables i<

Cent0S6 E@ iptables i, &7 #/V kN THZhT - CTWET, H/IMERLT Cent0S A4 A b—L L7245
ElIZiE. TORD X 927> TWET,

[root@localhost ~J# iptables -nL -v

FIAUA FIAIWERRII—(ETOIL—IEY v F UEWBEIE. COIL—ILNERTNSD)
[Ch INPUTl(polic’ACCEF’TO packets, 0 bytes)|
2 pkts bytes target  protoptin  out source destination
gﬁ”f'l TYD 88 9668 ACCEPT all -- * * 0.0.0.0/0 0.0.0.0/0 state RELATED ESTABLISHED --- i)
Wy kIC 0 OACCEPT icmp--* * 0.00.0/0 0.0.0.0/0 - ii)
®LUT. 0 OACCEPT all - 1lo * 0.0.0.0/0 0.0.0.0/0 ---ii)
Ems 1 60ACCEPT tcp --* * 00.0.00 0.0.0.0/0 state NEW tcp dpt:22 --- V)
JL—JLHt ‘\/ 0 OREJECT al --* * 0.0.00/0 0.0.0.0/0 reject-with icmp-host-prohibited == V)
FHiE NS
Chain FORWARD (policy ACCEPT 0 packets, 0 bytes)
pkts bytes target  protoptin out source destination
0 OREJECT al --* * 00.0.0/0 0.0.0.0/0 reject-with icmp-host-prohibited == Vi)
Chain OUTPUT (policy ACCEPT 57 packets, 8525 bytes)
pkts bytes target  protoptin  out source destination - vii)

X 3.2 Cent0S6 (ZBITHT 74/ FRY —
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B INPUT F=A > (5 7 /v kAR U 3—I% ACCEPT)

i) —#& EDFT T, state 2% RELATED, ESTABLISHED 0>/%/47 » k&, ACCEPT (FF7]) {272 > TV £, RELATED
IXEETF OB BIFR LTy % 284 » b ESTABLISHED (i 22 B 5101 T3 » b OV B M - 7= 82
BB L TWDH ATy h T, IZEAED Ty M, 22 TSN E T, state DEFHIITED
Y TT,

# 3.4 iptables 2~ NOMAHIZEH HiE—E

INVALTD DTy MIBERIOHSRE & BISR L TWL7RLY,

ZORTy MR BERGWNIANT v PR ) S5 R
ESTABLISHED T3y hThB,

DNy BT LW A BRAG L 72y OH AN T R sse
NEW DERY SN TWRWERICE T 537 v hTH D,

DTy FHET LWVER A BIAR L TV DA, FTP 77— 2 HRikS
RELATED ICMP =7 —dD X 5, BEfFOHRICER LTV D,

ii) icmp(ping 72 E) IR L CORr w ME, FFlsn 1,

111) E(5 7628 1o (loopback) D 37 v MZBA L TiX, £ THAINET,

iv) ssh(R— FEH 22 ) IR LTI LW RAE LTEBA IR S Ed, 22XV SSH o
BT SNET,

v)  bRUAomEEICBE L Tid, 237 v b & REJECT (JH7) L, “icmp-host—prohibited” &K L £,

B FORWARD F = A > (7 #+ /L F AR U 3 —|% ACCEPT)
vi) BRED/Ny ME, 2 TCTREJECT(HER) L. “icmp-host-prohibited” ZiK L 7,

B OUTPUT F = A > (5 7 # /v h AR U 2 —{% ACCEPT)

vii)OUTPUT F = A B L TiX, —ADRHFELRWD, T 74V ORY o=@ InNES, 7
7 4V EOR Y T —FX ACCEPT 72> T, OUTPUT ® X7 > MIBL T, 2T ET,

D iptables OFRIEIL. /etc/sysconfig/iptables TERE I N TWET,
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[root@localhost]#t cat /etc/sysconfig/iptables

# Firewall configuration written by system—config-firewall
# Manual customization of this file is not recommended.
*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

—-A INPUT —-m state ——state ESTABLISHED, RELATED —j ACCEPT
—A INPUT —p icmp —j ACCEPT

—-A INPUT —i lo —j ACCEPT

—A INPUT -m state ——state NEW —-m tcp —p tcp —dport 22 —j ACCEPT
—A INPUT -j REJECT —-reject-with icmp—host—prohibited

—A FORWARD —-j REJECT ——reject—with icmp—host—prohibited
COMMIT

3.3 Cent0S6 T® iptables X E

Cent0S6 TlX., iptables DR TEEZLEH T AR iptables =~ RABEBEH 45 LA CUL/GUT DY
—NVEMHTL2ZENTEET, N TEYEHICZ iptables ORELXERTLHZ LN TEET, BT,
fiil & LT Web % — " ZANTIZ AT D ER (http/https) DX EZEZ A TITEE L X 9,

3.3.1 iptables I~ R TOHRE

AN iptables DR EDRAT STV D /ete/sysconfig/iptables 7 7 A V& HAERE T 5 L& BT
L7,

http X Port 80, https (X Port 443 Zflifl L £ 9D T SSHIZx T DEAFDOREZBZBIZLLFOBD X H
IZENDDR— M L COFBEREZT AT L ICRET 7 A NV EEEWX FT, ZD%,
”/etc/init. d/iptables restart” & FIT L CKET 7 1 V& FHptA S 25 Z & T Port 80/443 ~DIN
MO ORI E 72 0 £7,
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[root@wwwl ~]# more /etc/sysconfig/iptables

# Firewall configuration written by system—config-firewall
# Manual customization of this file is not recommended.
*nat

:PREROUTING ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

:POSTROUTING ACCEPT [0:0]

COMMIT

*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

—A INPUT —m state ——state ESTABLISHED, RELATED —j ACCEPT
—A INPUT —p icmp —j ACCEPT

—A INPUT -i lo —j ACCEPT

—A INPUT -m state ——state NEW —-m tcp —p tcp —dport 22 —j ACCEPT

-A INPUT -m state —state NEW -m tcp —p tcp ——dport 80 —j ACCEPT — ZZ %&iEM
—A INPUT -m state ——state NEW —m tcp —p tcp —dport 443 —j ACCEPT — Z Z &iBh
—A INPUT —j REJECT ——reject—with icmp—host-prohibited
—A FORWARD —j REJECT ——reject—with icmp—host—prohibited
COMMIT
[root@wwwl ~J# /etc/init.d/iptables restart
iptables: 7747 U 4 —/b— /L& {HER: [ 0K ]
iptables: F = A &R U 2 — ACCEPT ~i%EH nat filter [ 0K ]
iptables: EY a2 —/LZ Y 4L H: [ 0K ]
iptables: 77 A7 U 4 —/Ab— /L& H: [ 0K ]
[root@wwwl ~J# iptables —nL —v

Chain INPUT (policy ACCEPT 0 packets, 0 bytes)
pkts bytes target prot opt in out source destination

48 3582 ACCEPT all — * * 0.0.0.0/0 0.0.0.0/0 state
RELATED, ESTABLISHED

0 0 ACCEPT icmp — * * 0.0.0.0/0 0.0.0.0/0

1 58 ACCEPT all — lo * 0.0.0.0/0 0.0.0.0/0

0 0 ACCEPT tecp — k * 0.0.0.0/0 0.0.0.0/0 state
NEW tep dpt:22

0 0 ACCEPT tecp — k * 0.0.0.0/0 0.0.0.0/0 tep
dpt:80

0 0 ACCEPT tep — %k * 0.0.0.0/0 0.0.0.0/0 tep
dpt:443
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—_== VkO)‘/\D»—— :\/‘\/\-,(ﬁ% < —_—=

0 0 REJECT all — =* * 0.0.0.0/0 0.0.0.0/0
reject—with icmp—host—prohibited

Chain FORWARD (policy ACCEPT O packets, O bytes)
pkts bytes target prot opt in out source destination

0 0 REJECT all — % % 0.0.0.0/0 0.0.0.0/0
reject-with icmp—host-prohibited

Chain OUTPUT (policy ACCEPT 31 packets, 4136 bytes)

pkts bytes target prot opt in out source destination

F72. iptables A~ REEHEHFEHA L TL—ALRY V—2EHTHLEHEX THAELEL I,

WD D X 517 iptables =~ RTPort 80, Port 443 2% L COFH OS2+ 5 L 572 —/b
ZEMLUET,
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[root@localhost ~J# iptables —A INPUT —p tcp ——dport 80 —j ACCEPT
[root@localhost ~J# iptables —A INPUT —p tcp —dport 443 —j ACCEPT

[root@localhost ~J# iptables —nL —v

Chain INPUT (policy ACCEPT 0 packets, 0 bytes)

pkts bytes target prot opt in out

151 11578 ACCEPT all — % *

RELATED, ESTABLISHED

0 0 ACCEPT icmp — % *

1 58 ACCEPT all — lo *

0 0 ACCEPT tep — % *

1 60 REJECT all — % *
icmp—host—prohibited —— (1)

0 0 ACCEPT tep — % *
— (2

0 0 ACCEPT tep — % *
— (3

source

0.0.0.0/0

0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

Chain FORWARD (policy ACCEPT 0 packets, O bytes)

pkts bytes target prot opt 1in out

0 0 REJECT all — % *
icmp—host—prohibited

source

0.0.0.0/0

Chain OUTPUT (policy ACCEPT 23 packets, 2186 bytes)

pkts bytes target prot opt in  out

source

destination
0.0.0.0/0

0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

destination

0.0.0.0/0

destination

state

state NEW tcp dpt:22
reject—-with

tep dpt:80

tep dpt:443

reject—-with

Z OARFETIE Port 80/443 56D /37%7 v MIFFAI SN EH A,

iptables Tl v MINL— LV OIEFIZR > TRHMBE S VE T,

ZOGETEL (2), (3) o7z 80/tep, 443/tep ZEDFF AN

Al S 41D KV SIS

1) © TzZFTmE

RS~ v F Lo 725 A I AT REJECT(RE) ) LWV ) b—ABFHli SN ES, TORE, §To
/Xy BASEOREAIT REJECT(ER) SRTLEWET,

INEBS<ITIX, iptables @ DAy a rHEHANWTHLMN LD (1) ZHIRL. £D%TEQ), 3D
JL—L&2BI, FLTRBICHIELE: ) EBMLET,
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ZHIZ LY 80/tep, 443/tep ~D Ay NI — T HE S THA] S, FRLIS D4~ k75 REJECT (4
™ EnNd L2720 E9,

R1761

[root@localhost ~J# iptables —D INPUT —j REJECT —reject—with icmp—host—prohibited
[root@localhost ~]#

[root@localhost ~J# iptables —A INPUT —p tcp —dport 80 —j ACCEPT

[root@localhost ~J# iptables —A INPUT —p tcp —dport 443 —j ACCEPT

[root@localhost ~J# iptables —A INPUT —j REJECT ——reject-with icmp—host—prohibited

[root@localhost ~]# iptables —nL -v
Chain INPUT (policy ACCEPT 0 packets, 0 bytes)

pkts bytes target prot opt in out source destination
2014 152K ACCEPT all — =x* * 0.0.0.0/0 0.0.0.0/0 state
RELATED, ESTABLISHED

0 0 ACCEPT icmp — * * 0.0.0.0/0 0.0.0.0/0

1 58 ACCEPT all — 1o * 0.0.0.0/0 0.0.0.0/0

0 0 ACCEPT tep — % * 0.0.0.0/0 0.0.0.0/0 state NEW tcp
dpt:22

3 180 ACCEPT tep — % * 0.0.0.0/0 0.0.0.0/0 tep dpt:80
—

0 0 ACCEPT tep — %k * 0.0.0.0/0 0.0.0.0/0 tep dpt:443
— @

0 0 REJECT all — % * 0.0.0.0/0 0.0.0.0/0 reject-with
icmp—host—prohibited —— (3)

Chain FORWARD (policy ACCEPT 0 packets, 0 bytes)
pkts bytes target prot opt in out source destination

0 0 REJECT all — * * 0.0.0.0/0 0.0.0.0/0 reject—with
icmp—host—prohibited

Chain OUTPUT (policy ACCEPT 272 packets, 29973 bytes)

pkts bytes target prot opt in out source destination

722, ERRORELT TE— "2 HEE) S G ICA BN Sk EE A,

TELDO L 91T /ete/init.d/iptables save #3f79 5 Z & T, BIED iptables DIFEHRAN
/ete/sysconfig/iptables 7 7 A M) &, KA — % FHiEH) S 4754510 iptables T3
NI AERD G| RPN D L OIZ72 0 £,

e
s

&Y
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[root@localhost ~J# /etc/init.d/iptables save

iptables: 77 A 7 U 4 —/LD)L—)L % /etc/sysconfig/iptable[ OK ]H:
[root@localhost ~J# cat /etc/sysconfig/iptables

# Generated by iptables—save v1.4.7 on Fri Feb 15 23:21:58 2013
*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [859:70467]

—-A INPUT —-m state ——state RELATED, ESTABLISHED —j ACCEPT

—A INPUT —p icmp —j ACCEPT

—-A INPUT —i lo —j ACCEPT

—A INPUT —p tcp —m state —state NEW —m tcp —dport 22 —j ACCEPT
—A INPUT —p tecp —m tep ——dport 80 —j ACCEPT

—A INPUT —p tcp —m tep ——dport 443 —j ACCEPT

—A INPUT -j REJECT —-reject-with icmp—host—prohibited

—A FORWARD —-j REJECT ——reject—with icmp—host—prohibited

COMMIT

# Completed on Fri Feb 15 23:21:58 2013

# Generated by iptables—save v1.4.7 on Fri Feb 15 23:21:58 2013
*nat

:PREROUTING ACCEPT [8:480]

:POSTROUTING ACCEPT [122:7374]

:OUTPUT ACCEPT [122:7374]

COMMIT

# Completed on Fri Feb 15 23:21:58 2013

3.3.2 CUL WV — )L TOHRTE

Cent0S TIE, iptables A~ REMWFIZ, bo LHIZ ATy N7 A NZ ) T OREELEET DT
EMTE DY —/b(system—config—firewal ) DHE SN TWET, £, CUI Y — LDV G2 L%
B

root 7 b T.yum 2~ R&fELV system—config-firewall-tui /N7 —T% A A =)L L E£7,

49 https://linuc.org @ LinuC




E1761

[root@localhost ~J# yum -y install system—config—firewall-tui

Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

c6-media | 4.0 kB 00:00 ..
Setting up Install Process

Resolving Dependencies

——> Running transaction check

———> Package system—config—firewall-tui.noarch 0:1.2.27-5.el6 will be installed

——> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:
system—config—firewall-tui noarch 1.2.27-5. el6 c6—media 37 k

Transaction Summary

Install 1 Package (s)

Total download size: 37 k
Installed size: 59 k
Downloading Packages:
Running rpm_check_debug
Running Transaction Test
Transaction Test Succeeded

Running Transaction

Installing : system—config—firewall-tui-1.2.27-5. el6. noarch 1/1
Verifying : system—config—firewall-tui-1.2.27-5.el6. noarch 1/1
Installed:

system—config—firewall-tui. noarch 0:1.2.27-5.¢l6

Complete!

DY —=I)VTRTy KT 4NV BV T OREEITWVET,

root 7 17 kT system—config-firewall-tui” #FE{79 5L, MO LI B EBHENERINET,
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root@wwwl1:~

J7TIUF) MEE) F|R(V) BR(S) WART) ANILTH)

system-config- firewall

| 92147 —92—JLOBFE |

<F12> next screen

| <Space> selects |

<Tab>/<Alt-Tab> between elements

X 3.3 CULY—IWZXDBT77A4T U4 —I/LikiE

TIT [ hAE~ AR ZRIRT AL, INUT IS L TCONAL—LVERETAZENTEET,
TR TEDOR— I ~OF LR, v v ETHAESNLD] ZRINTAHZ IR0 EFT 0T,
[WWW(HTTP) | & 22472 WWW(HTTPS) | Z2384R4 2 Z L2 L D . Port80/Portdd3 ~DINEH> & OGN

FFAI SN D L9127 97,
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root@wwwl:~ X
J71JLF) MER(E) FTR(V) BR(S) WAKR(T) AILTH)

system-config- firewall

| EBLREY—E X |}

Y—EXNERTETINEEETE
TORRARPRYSD—OMNETH

TETP
[EFR 22T P

2w kD—DERD 5172~ (IPP) I

XY RD—OHRBY—/i— (IPP) s
YIF* v Z I~ DNS (mDNS) ¥

X 3.4 CUIY—ZXKAEHE LY —E AER (HTTP)
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root@wwwl:~

J71IUF) WMEE) F|r(v) BFEES) WAR(T) AILTLH)

system-config- firewall

1 EELEY—EZR |

—EXNMERTEBINEEETE
DRALPRYRD—=ODWNS5T7D

v ~D—OHRY—/1— (IPP)
JUF %+ Z ~ DNS (mDNS)

— )L (SMTP)

18

RAEV > EE (TLS)

<Tab>/<Alt-Tab> between elements | <Space> selects | <F12> next screen

X 3.5 CUI Y—/UZXH(EHE L7z — e RAE&R (HTTPS)

3.3.3 GUI WV — /L TOHRTE

Cent0S TlX, GUI Y —/L%&ffi~TCUI LV LfffHIZ iptables DR EETH I ENTEET,

root 717 M, yum < 2 KT system—config-firewall X —T% A4 VA =)L LET,

SRRt

[root@wwwl ~J# yum -y install system—config—firewall

Loaded plugins: fastestmirror, refresh-packagekit, security

Loading mirror speeds from cached hostfile

c6-media | 4.0 kB 00:00 ..
Setting up Install Process

Resolving Dependencies

——> Running transaction check

——> Package system—config—firewall. noarch 0:1.2.27-5.el6 will be installed

——> Finished Dependency Resolution
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Dependencies Resolved

Package Arch Version Repository Size
Installing:
system—config—firewall noarch 1.2.27-5.el6 c6—media 119 k

Transaction Summary

Install 1 Package (s)

Total download size: 119 k
Installed size: 577 k
Downloading Packages:
Running rpm_check_debug
Running Transaction Test
Transaction Test Succeeded

Running Transaction

Installing : system—config—firewall—1.2.27-5. el6. noarch 1/1
Verifying : system—config—firewall-1.2.27-5. el6. noarch 1/1
Installed:

system—config—firewall. noarch 0:1.2.27-5. el6

Complete!

TDOY—=NTHNTy T4 NVE ) T OREETNVET, EOT T T
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4 E SELinux

4.1 SELinux 1=

SELinux I%, 2000 fFlZA—7 Y —R L LTAMIIL, BUETIRIFEALEDT A AN BEa—a T
TN THAAENRTNDE X2V T 4TV 2— LT, ZOHEZANICTLIZLICEVEED
Linux ®7 7 & Al (rwx < uid/gid (2L 27 7 & AHI#) (2% T SELinux TO 7 7 & Al FI
T&E9, Z®SELinux TO T 7 & Z#lfHIX root 72 E DL —F THELEET 5 Z & A TE RV 7
7 & A4 (MAC: Mandatory Access Control) ToH DO F =V T 4 ZHEICT A ENRAIEETT,

SELinux ® 2>t 7 kO 05 LWl IS LTl B4 72 Web A MZHE 4~ Offsist EF1 e ST
WET, FNOHHHOEEIZLTLEEN,

4.1.1 SELinux ZBMCTHEES LG DD

Cent0S ZA > A b—/L 9% & FHIPPRANTHEDIZ L7RWIRY 77 4 /b b T SELinux 23F 72> T
9, WAEDY AT LDOERT SELinux WANI 72 > TW AL “getenforce” I~ N CHERTE F
G, “getenforce” 2= RZFEIT LI-FEE “"Enforcing” =° “Permissive” Lo TL B HITT AT L
T SELinux WANZ 72> TWE 9, “Disabled” N> T %ALY AT A T SELinux IR 72
STWET,

K176l

[omok@cent64d ~1$ /usr/sbin/getenforce

Enforcing

SELinux Z BT HE. T_XCOT 7 AN/ V> h7gEDU Y —A (object) 7' B A (subject)
WZIEE O rwx R UID/GID &1FRINC T2 5% A b (contexts) | EMEIND HONTEENET, 2=
VT XA MU TORBM D EFEELE T,

= — (user)

oz —/ L (role)

2 A7 (type) — T BEBEADLAIZIIFFZ TRAAL ] EHF9

MLS(MLS) —— @72 Multi Level Security Z#fltT&X 5723, BH DL AT ATIEH FE V ibh
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T, ZOHRTHr— LV Ea—WFEAT V=7 MERET HERAR SN 5% T SELinux TIXKEH 1T
EAT/ RAL AT L CREEINTZARY — (T2 B AHEORE T 7 A V) IZHESNTT 7 & Al
2 T TWET,

fil& LT, Cent0S 6 TOMMFZ R THEL XD, BIfE, 1ZEAED T~ FH SELinux ®IiZ7e > T
WhHTma~y REFITT LR -2" 47> a & D)5 Z & T SELinux OB RN R 6D K97
STWET, 77407 4 L7 MV LTIE “1s -12”7 952 L TSELinux DT ~LE R 5 Z &
DE[RETT,

=174

[omok@cent64 ~1$ 1s —1Z /home

drwx———— . omok omok unconfined_u:object_r:user_home_dir_t:sO omok
[omok@cent64d ~1$ 1s —1Z /tmp

drwx———— . omok omok unconfined_u:object_r:user_tmp_t:s0 keyring—GvT9he
drwx————— . gdm gdm system_ u:object_r:xdm_tmp_t:sO orbit—gdm

drwx————— . omok omok unconfined_u:object_r:user_tmp_t:s0 orbit—omok
drwx———— . gdm gdm system_u:object_r:xdm_ tmp_t:sO pulse-NzIl11ikYbhOYz
drwx————— . omok omok unconfined_u:object_r:user_tmp_t:s0 pulse-zkowinrYCWfA
drwx———— . omok omok unconfined_u:object_r:user_tmp_t:sO virtual—-omok. NN1Wxt
drwx————— . omok omok unconfined_u:object_r:user_tmp_t:s0O virtual-omok. fhsxDC
drwx———— . omok omok unconfined_u:object_r:user_tmp_t:s0 virtual-omok. fqPCvR
drwx———— . omok omok unconfined_u:object_r:user_tmp_t:s0 virtual—omok. zpvN3k
—Tw——————— . root root system_u:object_r:root_t:s0 yum. log

TrEACE LTI, "ps axZ"ETHIET, BT RERAD FAAL AFRERD ZENTEET,

K176

[omok@cent64 ~]$ ps axZ
LABEL PID TTY STAT  TIME COMMAND

system_u:system r:init_t:s0 17°? Ss 0:02 /sbin/init

system_u:system_r:kernel_t:s0 29 S 0:00 [kthreadd]

system_u:system_r:kernel_t:s0 37 S 0:00 [migration/0]
system_u:system r:kernel t:s0 4 ? S 0:00 [ksoftirqd/0]
system_u:system_ r:kernel_t:s0 57 S 0:00 [migration/0]
system_u:system r:kernel t:s0 6 ? S 0:00 [watchdog/0]
system_u:system_r:kernel_t:s0 79 S 0:00 [migration/1]
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system_u:system_ r:kernel_t:s0 ? S 0:00 [migration/1]
system_u:system r:kernel_t:s0 ? S 0:00 [ksoftirqd/1]
system_u:system_r:kernel_t:s0 10 ? S 0:00 [watchdog/1]
system_u:system_r:kernel_t:s0 11 ? S 0:01 [events/0]
system_u:system r:kernel_t:s0 12 ? S 0:00 [events/1]
system_u:system_r:kernel_t:s0 13 ? S 0:00 [cgroup]
system_u:system r:kernel_t:s0 14 ? S 0:00 [khelper]
system_u:system_r:kernel_t:s0 15 ? S 0:00 [netns]
system_u:system r:kernel_t:s0 16 ? S 0:00 [async/mgr]
system_u:system r:kernel_t:s0 17 ? S 0:00 [pm]
system_u:system_r:kernel_t:s0 18 ? S 0:00 [sync_supers]
VNS

HITHEA L= L 512 SELinux O 7 7 & 2 HEIIE A~ D7 7 A v/ 7t 2N & TO BRI &
STIFLUTWET, ZO7 7B RH#HZITHIL—AOESEL [RY > —) EEINET, BY —Ik
iptables D/L—/L D L HICAETSHZ & H TE E T2 Cent0S DF 7 4L b TlX “Targeted AR Y o—"
EWV DA EEMETAT U ABRBNIZ O STWET, £ZTZORY =2 MBS T
THEET D 2 EPFIHEIC & > TR bAEFER SELinux DB A Z ~ A XJHE T,

ﬂ%%i:@ﬁUV~ EHEN A Z <A X425 2 L b TEETA, Cent0S5 LK CUT/GUT 0 — /LT
HICRET 5 2 L MATRETT,

4.2.1 CUI *Yy—)L (semanage)

RHEL5/Cent0S5 22 HiB & - 2~ RTF, man ~2—3 |2 “SELinux Policy Management tool” & ZEu»
ThHHZ ENHON5EY ., SELinux ICBT A4 RRELZITH) 2N TEET,

Zoa<wr R, 774NV ERFTHEHA A P—=LEINTEBHT, “policycoreutils—python” /N7 —|C
EGENTUVWET, policycoreutils—python /X 77— 1F root Tyum 2~ REHWTA VA F—/LT 5
ZENTEET,

K174

[root@cent64 ~J# yum —y install policycoreutils—python
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semanage 2~ RIZT AT A EOWRDOIAR Z#HlEI T 9,

- SELinux @ ON/OFF

T ANS T4 L7 FUICH L TOEX2 T 4 arTX AR (2—Fia—L: XA T MS) DEE
s T DX 2T a3 T HRAROEID YT

AV =T x2—A, K= EXy NU—=ZEVIZEALTOEXR 2T a 7T F2 MOEIY YT
* boolean (f&if) @ ON/OFF

semanage 2~ R CHIHITEZ HHEHEIL, man 2~ RTERIND~Y=o2 T LR "—help” 7 a v
THERSINDMHFEREICbREEI N TOET,

=174

[root@cent64 ~]# semanage ——help

/usr/sbin/semanage:
semanage [ -S store ] —i [ input_file | — ]
semanage [ -S store ] —o [ output_file | — ]

semanage login —{a|d|m|1|D|E} [-nrs] login_name | %groupname

semanage user —{a|d|m|1|D|E} [-LnrRP] selinux_name

semanage port —f{ald|m|1|D|E} [-nrt] [ —p proto ] port | port_range
semanage interface —{a|d|m|1|D|E} [-nrt] interface_spec

semanage module —{a|d|m} [——enable|——disable] module

semanage node —{a|d|m|1|[D|E} [-nrt] [ —-p protocol ] [-M netmask] addr
semanage fcontext —{a|d|m|1|D|E} [-efnrst] file_spec

semanage boolean —{d|m} [——on|——off|-1/-0] -F boolean | boolean_file
semanage permissive —{d|a|1} [-n] type

semanage dontaudit [ on | off ]

VN S

4.3 GUI >—/L (”SELinux Management”/system—config—selinux)

60 https://linuc.org @ LinuC




RHEL5/Cent0S5 2> 53BN & 47~ SELinux DR EEITZ 5 GUL Y —/LTT, ZDOY— L5 7 40 hTlE
ALV AR=LENTE LT, “policycoreutils—gui” X r—JIZEGFEFNTWET,

policycoreutils—gui /Ny 7 —Uld root Tyum 2~ RZHWVTA VA M—LTH5Z LN TEET,

E1761

[root@cent64 ~J# yum —y install policycoreutils—gui

policycoreutils—gui i, GNOME A ==2—® [ A5 5| — ["EH | — [SELinux Management| TPBH< Z

EMWTEET,
| @ B & 60 ) B  8E18H (£)18:24 omok
BT

W PIUT-vaY 8 |

~IVT
CoavEa-siconT | W ITER
OF VT RY I PoRN/ER
@EEOOY D 7z

S VIRDITEH
omok MOST 7 I k.. i

BE orr7—9=2—0
oy kY.L

8 aA-Y-on-7

©) aReR

& Y-IRvo R

*ZFKEE-2.0 (RGB, 2?510)[/-1"\7—2 1024x768 - GIMP
BARIE-1.0 (RGBS || L] *HHiE-2.0 (RGB,

[omok@cent64:~]
4.1 SELinux Management O}
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Z DY —)LTIL CUI Y —/v® semanage & [/ U< KROEH ZHlH T £4,

SELinux ¢ ON/OFF

TZrANS T4 L7 P LTOEXR 2T ar7F AL (=P o —: 2 A 7MS) OEE
=PI T L2 EF 2V T 4 arTHRARDOED YT

A HE—Tx2—A K=t ERXRYy NI FVIZELTOEXF 2T a2 TFAMOEID YT
boolean (#if) ¢ ON/OFF

AR —FY 22— )VHEN.O SELinux ODFRN,#%) (Permissive)

= SELinux 8% - 0 X
F71ILE) ~JLZF(H)

AR URAFLF T F IO E— [HE =
. _
=7 HE BEGHEHE—F e =

TS s

DRAFLFIAIEORD =51 ‘targeted o

A—HF—FwE w4y
SELinux 1—+— O S romEEEt) SAIL
=308 S Btk el

R —FFa— )

O
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FPIUE) AJLT(H)
MR
AR
TP SAUDE
dA—H—vwEws
SELinux 1—4—
Fw D= =
RU—ETa—Ib
JOERRATY

SELinux §E23%& - O

#a

=

ARSLE Ovasdo..

- |

Active Module

~ | Description Name

abrt

apache
apache
apache
apache
apache
apache
apache
apache
apache
apache
apache
apache
apache
apache
apache
apache

ID000RROREIDOOOROODO®OO

apache

Allow AB

Allow ABRT to modify public files used for public file transfer servi abrt_anon_write

Allow httpd to access cifs file systems httpd_use_cifs

Allow Apache to communicate with avahi service via dbus httpd_dbus_avahi

Allow apache scripts to write to public content. Directories/Files n allow_httpd_sys_script_anon_wr
Allow httpd to read home directories httpd_enable_homedirs

Allow Apache to use mod_auth_pam allow_httpd_mod_auth_pam
Allow httpd cgi support httpd_enable_cgi

Allow httpd to run gpg in gpg-web domain httpd_use_gpg

Allow HTTPD scripts and modules to connect to databases over thy httpd_can_network_connect_db
Allow httpd to act as a relay httpd_can_network_relay

Unify HTTPD handling of all content files. httpd_unified

Allow httpd to use built in scripting (usually php) httpd_builtin_scripting

Allow HTTPD scripts and modules to connect to the network using httpd_can_network_connect
Unify HTTPD to communicate with the terminal. Needed for enteri httpd_tty_comm
Allow Apache to modify public files used for public file transfer ser allow_httpd_anon_write

Allow httpd to read user content httpd_read_user_content
Allow httpd to access nfs file systems httpd_use_nfs

Allow Apache to execute tmp content. httpd_tmp_exec

. . . -
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F7AILE) AILTF(H)
B|IR:
by
T—UT B
A—HF—FwEws
SELinux 1——
Ry kD=0R—k
RU—FT o=l
TOEARATY

SELinux BEXE

i L m #4
$1=3)1] FONST HlR H25 L6

15— | |
i Ed N Selinux i EdN :
{5 TrAILETT 547 j
/ root_t:s0 directory
f.* default_t:s0 all files
/M 1+ etc_runtime_t:s0 regular file
N\.autofsck etc_runtime_t:s0 regular file
/\.autorelabel etc_runtime_t:s0 regular file
f\.journal <<None>=> all files
/\.suspended etc_runtime_t:s0 regular file
fa?quota\.(user|group) quota_db_t:s0 regular file
fafs mnt_t:s0 directory
/bin bin_t:s0 directory
/bin/.* bin_t:s0 all files
/bin/alsaunmute alsa_exec_t:s0 regular file
/bin/bash shell_exec_t:s0 regular file
/bin/bash2 shell_exec_t:s0 regular file
/bin/d?ash shell_exec_t:s0 regular file
/bin/dbus-daemon dbusd_exec_t:s0 regular file
/bin/dmesg dmesg_exec_t:s0 regular file
fbin/fish shell_exec_t:s0 regular file
/bin/fusermount fusermount_exec_t:s0 regular file
/bin/hostname hostname_exec_t:s0 regular file
/binfip ifconfig_exec_t:s0 regular file v

B R =

_ !
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4]

F7rILE) ~ILTF(H)
MR
SRHE
T—UTME
TPTILSAULYT
A-—H—FwEwd
SELinux 1—4—
R —ETa—)U
TOEARATY

SELinux HEE

+ [& w = #

iem FONRF - Al SIb—F#E h25 L6
S | |
il v zoran | OMS gpy i
afs_bos_port_t udp s0 7007
afs_client_port_t udp s0 7001
afs_fs_port_t udp s0 7000
afs_fs_port_t tcp s0 2040
afs_fs_port_t udp s0 7005
afs ka port t udp s0 7004
afs_pt_port_t udp s0 7002
afs_vl_port_t udp s0 7003
agentx_port_t udp s0 705
agentx_port_t tcp s0 705
amanda_port_t udp s0 10080-10082
amanda_port_t tcp s0 10080-10083
amavisd_recv_port_t tcp s0 10024
amavisd_send_port_t tcp s0 10025
amaqp_port_t tcp s0 5671
amgqp_port_t udp s0 5671
amgp_port_t tcp s0 5672
amgqp_port_t udp s0 5672
aol_port_t tcp s0 5190-5193
aol_port_t udp s0 5190-5193 &

[_l—l_'.]
—|
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F7TILE) ~JLTF(H)
BIR:
bra
F—=UFHE
TSRS
A—HF—-VwEws
SELinux 1——
RyukD—09F—+

RUY=ETJa=L

TOEARATY

SELinux HEE

B + =

o=y

I@é

WiE BN HIE EEERENCTS

ERIEE

ETa-ILE
abrt
accountsd
ada

afs

aiccu

aide
aisexec
amanda
amavis
amtu
apache
apcupsd
arpwatch
asterisk
audioentropy
automount
avahi
awstats
bind
bitlbee
hliatnnth

v Ji—aw
1.2.0
1.0.0
1.4.0
1.5.3
1.0.0
1.5.0
1.0.0
1.12.0
1.10.3
1.2.0
2.1.2
1.6.1
1.8.1
1.7.1
1.6.0
1.12.1
1.11.2
1.2.0
1.10.2
1.2.1

z99

) L

qagT"/""p|
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i} SELinux EE2& - o X
F7AILE) ~ILTF(H)

B|IR: .
s R
T—U T UE -
IPINSRYVY T 15— |
J_ff_?‘yeyj Domain Name v | Mode '
SELinux 1—4— NetworkManager *

Ry kDI—=0H—k

abrt
A Y=ET1-) abrt_dump_oops
i ces— abrt_handle_event
abrt_helper

abrt_retrace_coredump
abrt_retrace_worker
accountsd

acct

ada

admin_passwd

afs

afs_bosserver
afs_fsserver
afs_kaserver
afs_ptserver
afs_vlserver

aiccu

aide

aisexec

alsa |

[.I m I.]
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4.3 Cent0S 6 T SELinux D%

4.3.1 Boolean (7 — VU 7 fH)

SELinux TIIRY > —HEKRAZLET 5 Z L IXEMR 720 R —ZFD L DIILEFEPTIC—EDEF=
T A FEBED ON/OFF #2802 A2 2 L THEREX 2V T 4 MELZFHETEL LR TWWET, 2D
HEEA “"Boolean” & RENE T,

Z @ ”“Boolean” T ON/OFF O N CTx A X2V T (B KOGEHIT “semanage boolean 17 &9
a< 2 RTEETX £9, Cent0S 6 TlE, #J 150 fEOIE H A% ON/OFF T A[FEIZ 72 > TV E T,
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[omok@cen[root@cent64 ~]# semanage boolean -1

SELinux boolean State Default #nHA

ftp_home_dir (=7 4 7) Allow ftp to read and write files in the user
home directories

smartmon_3ware (=7 24 7) Enable additional permissions needed to
support devices on 3ware controllers.

xdm_sysadm_login (A= A7) Allow xdm logins as sysadm

xen_use_nfs (=7 4 7) Allow xen to manage nfs files
mozilla_read_content (A7 4 7) Control mozilla content access
ssh_chroot_rw_homedirs (=7 Z47) Allow ssh with chroot env to read and write
files in the user home directories

tftp_anon_write (=7 Z47) Allow tftp to modify public files used for
public file transfer services.

allow_console_login (A A ) Allow direct login to the console device.
Required for System 390

spamassassin_can_network (A= A7) Allow user spamassassin clients to use the
network.

httpd_can_network_relay (=7 4 7) Allow httpd to act as a relay
openvpn_enable_homedirs (A 4 ) Allow openvpn to read home directories
allow_execheap 7 4 7) Allow unconfined executables to make their

heap memory executable. Doing this is a

iring text relocation that are not labeled textrel_shlib_t)

allow_httpd_sys_script_anon_write (47 4 7) Allow apache scripts to write to public
content. Directories/Files must be labeled public_rw_content_t.

mysql_connect_any =7 A7) Allow mysqld to connect to all ports
LU

ZH 5D boolean flEI, CUI Y —/ LGl setsebool 1< 2 KX semanage =<2 K. GUI Y —/ /L Cit kb
@ SELinux Management Y —/LCU TN H A LMIEENTE £9,

5l Z1X. Cent0S 6 T SELinux Z AN L TCWAEE., T 74/ Tl —hLa—3FTo fip BN
TExEHA,
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testuser@lucretia:~$ ftp 172.16. 148. 174
Connected to 172.16. 148. 174.

220 (vsFTPd 2.2.2)

Name (172.16.148. 174:testuser): testuser

331 Please specify the password.

Password:

500 O0PS: cannot change directory:/home/testuser
Login failed.

ftp> bye

421 Service not available, remote server has closed connection

ZOEAIT, “allow ftpd _full access” &9 boolean [HEZA%N “1” ICERTEITNIEIe—h Lo —F
T ftp HERLASATREIC R D £97,
E1741
[root@cent64 ~]# semanage boolean —on allow_ftpd_full_access
[root@cent64 ~J# semanage boolean -1
SELinux boolean State Default 7nBH
httpd_enable_cgi (Fv 4 >) Allow httpd cgi support
virt_use_nfs =7 4 7) Allow virt to manage nfs files
—— snip ——
allow_ftpd_full access (. 4 >) Allow ftp servers to login to local users and
read/write all files on the system, governed by DAC.
—— snip ——
cron_can_relabel (A= A7) Allow system cron jobs to relabel filesystem
for restoring file contexts
git_system_ use cifs =7 47) Allow Git daemon system to access cifs file
systems.
https:/linuc.org @ LinuC 69




testuser@lucretia:”/lpi/selinux$ ftp 172.16.148.174
Connected to 172.16. 148. 174.

220 (vsFTPd 2.2.2)

Name (172.16.148.174:testuser): testuser
331 Please specify the password.
Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files

ftp> by

221 Goodbye.

4.3.2 T AT T

BB T L7 CUT/GUT Y — L EHWT, 77 ANV AT ADALTX A NOWR,/ EENTXET,

i SELinux BE2& - o
F7IUE) AILTFH)
B * [& B 4
J T iE iEmM JONT Al AR5 LAk
2o | ]
dA-Y—=vwvExsg Ehpl" | Selinux 27 |
SELinux 1 —+— i JrrILe1=F 517 il
Lo T — = / root_t:s0 directory
FU—F -] £.x default_t:s0 all files
FOEIRATY /TN 1+ etc_runtime_t:s0 regular file
N.autofsck etc_runtime_t:s0 regular file
N\.autorelabel etc_runtime_t:s0 regular file
N\.journal <<None>> all files
/\.suspended etc_runtime_t:s0 regular file
/a?quota\.(user|group) quota_db_t:s0 regular file
[afs mnt_t:s0 directory
/bin/.* bin_t:s0 all files
/binfalsaunmute alsa_exec_t:s0 regular file
/bin/bash shell_exec_t:s0 regular file
/bin/bash2 shell_exec_t:s0 regular file
/bin/d7ash shell_exec_t:s0 regular file
/bin/dbus-daemon dbusd_exec_t:s0 regular file
/bin/dmesg dmesg_exec_t:s0 regular file
/bin/fish shell_exec_t:s0 regular file
/bin/fusermount fusermount_exec_t:s0 regular file
/bin/hostname hostname_exec_t:s0 regular file
/binfip ifconfig_exec_t:s0 regular file ~]
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SELinux Z 8N L7ZBRIC 7 a7 7 ANE HALEELRWEEIX, 7 7 A VIS L CEtlZe 2> 7 X% A
MR E SN TWRWAEERH Y £, FOLEEITZOY—LEZHANWTaryTF A M EET HMNE
NHO FET,

4.3.3 THREBARAAL YV

Cent0S 6 B, 7B A KA A N2 SELinux DA %) « #4h (SELinux D7 7 & AHIE FICE < G
D) EBEETAHZENTEET, ZHICEY SELinux ZHAMI LIZBRCS AT ANE b A LEIEL 22 <
oG EIIE. Y AT AR T SELinux Z T 5D TIE R, VAT APREMELRS o2 &
(ZBES DHFED R A A DA% SELinux ORI FH44 2 & T, 2N Ex 2T 4 2725 ~<
LS IRH OOV AT LR IEFICENT ZENTEET,

B 21X, Apache @ CCI & B A LEEL 2 < 2o 72855 121%. httpd_user_script X° httpd_sys_script
Z "R Permissive E— R)” IZLE9, 23T XY, C6I @ script B2 SELinux Ol F22 5440
HDT, ZOWRETUVAT ANEHALEEET 200 %2R L, TN THENEL Z2WGAITIEFEIZNL D

MO RAL % "R AZLET,

i SELinux 8% _ o %
T7ILE) ~ILTF(H)
AR
F-UrT B
TSRS 05— |
A-Y=vwevd Domain Name v | Mode B
SELinux 1—t— TICCPU_ OIS TV aurTi_SCITpT
Ry kD=OH—F httpd_git_script
HUD—FETa—Ib httpd_helper

JOEARATY httpd_mediawiki_script

httpd_munin_script
httpd_nagios_script
httpd_nutups_cgi_script
httpd_php |
httpd_prewikka_script

httpd_rotatelogs

httpd_smokeping_cgi_script

httpd_squid_script

httpd_suexec

 httpd_sys_scnpt &8/
httpd_unconfined_script

httpd_user_script e

httpd_w3c_validator_script

hwelock

iceauth

icecast

ifconfig

(=]

I
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HbHALVTFRLTZETEF 2V T 0BT LES, Ll ISELinux ZRH LT, L0 H 2T,
—TEDL DX )T 4 MR LIIREETERA LIV S W) =— X%l d 2 N TEET DT,
FOLI == ARG EIILIZOHEEBEFLTHLENWTL L 9,

X2 VT A DOBEEZEHD DT, TRXTDO K AA U TIFFR (Permissive) | Tix7Ze < T (Enforcing) |
TEMET DL DIZCCI DAY VT NEERT L0, AIRETHIUIRY O —DEEEITI ZENEE LW
<7,

4.4 SELinux [ZLABEO RTINS a—TFT 4T

PIATIZEE T SELinux AR U o — 6 Pkl S L7272 D aEME I3 BRI < 72 0 & L7278 SELinux 3G W2 72
STWAZEICLYVT 7 r—2 g U IEFICEIN LS >TLEIRERHY 4, ZOHTIX., £+
D XD IRGE ORI T EEHAL 9,

4.4.1 RBIEOHIY 450F

BT, TSELinux 2NRERTEME L7 2o TWAD )| 2 RAFTAVENH Y 4,

— R 72 TEIX, root T H L R T “setenforce 07 & LT, AT ALIKROD SELinux A
(Permissive) E—RIZL, 77V —a U BNEWET 202 ERT52 & TT, 1ZEALEDHEAE, 2
DFETEID IR TEET,

72720, ZOHEITIERITY SELinux (3R B CIXEEL TWETO T, K HERICHRE LW
AlTiE. /ete/selinux/config ZIRD L HITEHF L F 1,

SELINUX=enforcing
DAT %
SELINUX=disabled

\ZA T,

VAT LAEHIEE L, SELinux ZEFEICEREICLTT U r—va URNEMET A0 ERER L T,
R, 7= a URIERIZEET B X 9127256 12iE, SELinux DR Y —nT Y
— g CHELTAEEAIER L2l ZEZ L CWET O TROIEICHER T,
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SELinux ZHEHZ L TH T 7V r— g URNIEFIZEME L72WEA12id, SELinux & IXHEER O T T
FEANRAEL TCHWETOT, I T TNy a—T 4 T 577> TL &,

4.4.2 v v O

SELinux 2SRIEIZ 72 > TWAEAITIZ. /var/log/audit/audit. log |2 SELinux |2 X 0 EfENES S~
Boa  ZRZHODENTHWETOT, Zna2mRLET,

Bl LT, Cent0S6.1 Tvsftpd WEMEL R RAMEAEE-~ T ORGFE N T TN a—T 4 T F
EEZSHLEL X 9 (ZoREE, BEIC Cent0S TIZEESN TWET DT, HHD Cent0S ZfEH L 7=
LEIIIRELETA),

vsftp T—fz—Hoa /4 v EFALTNTH, —f2—FTftplcrn /A>3 T =N &N
a4 TExFEHA,

=174

testuser@lucretia: /lpi/selinux. 20121110$ ftp 172. 16. 148. 174
Connected to 172.16. 148. 174.

220 (vsFTPd 2.2.2)

Name (172.16.148. 174:0mok) : omok

331 Please specify the password.

Password:

500 OOPS: cannot change directory:/home/omok

Login failed.

ftp>

Z ORIz, /var/log/audit/audit. log IZi%. (RO L H7ea IR H I TWVWET,
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Hi Al

type=USER_AUTH msg=audit (1352814625. 935:17238) : user pid=3095 uid=0 auid=0 ses=1
subj=unconfined_u:system_r:ftpd t:s0-s0:c0.c1023 msg="op=PAM:authentication acct="omok”
exe="/usr/sbin/vsftpd” hostname=172. 16. 148. 1 addr=172. 16. 148. 1 terminal=ftp res=success’
type=USER_ACCT msg=audit (1352814625. 936:17239) : user pid=3095 uid=0 auid=0 ses=1
subj=unconfined_u:system_r:ftpd_t:s0-s0:c0. c1023 msg=" op=PAM:accounting acct="omok”
exe="/usr/sbin/vsftpd” hostname=172. 16. 148. 1 addr=172. 16. 148. 1 terminal=ftp res=success’
type=CRED_ACQ msg=audit (1352814625. 938:17240) : user pid=3095 uid=0 auid=0 ses=1
subj=unconfined_u:system_r:ftpd_t:s0-s0:c0. c1023 msg=" op=PAM:setcred acct="omok”
exe="/usr/sbin/vsftpd” hostname=172. 16. 148. 1 addr=172. 16. 148. 1 terminal=ftp res=success’
type=AVC msg=audit (1352814625.940:17241) : avc: denied { search } for pid=3100 comm="vsftpd”
name="home” dev=dm—0 ino=130563 scontext=unconfined_u:system_r:ftpd_t:s0-s0:c0.c1023
tcontext=system_u:object_r:home_root_t:s0 tclass=dir

type=SYSCALL msg=audit (1352814625.940:17241) : arch=c000003e syscall=80 success=no exit=-13
a0=7ffd4a3c6030 al=1f4 a2=0 a3=7fffbcel0210 items=0 ppid=3095 pid=3100 auid=0 uid=0 gid=0
euid=500 suid=500 fsuid=500 egid=500 sgid=500 fsgid=500 tty=(none) ses=1 comm="vsftpd”
exe="/usr/sbin/vsftpd” subj=unconfined_u:system_r:ftpd_t:s0-s0:c0.c1023 key=(null)

27 OHT ldenied (JEF) ] EEDPNTWAEFTZHELET, ZOHITIE, &END FHOITIZXOD
X 91z denied 3H Y F7°,

A S 7B R
type=AVC msg=audit (1352814625. 940:17241): avc: denied for pid=3100

7 72 AL U S v
comm: nameeVde—O ino=130563

Econtextzunconfinediu: system r:ftpd t:s0-s0:cO. 01023} TIEBRATOIA LT XA K

Econtextzsystemu:objectr:homeroott:sO tclass=dir]
TIRRAGEOa LT H R T U A M DFEE

Zoua L, vsftpd (7% A b : unconfined_u:system_r:ftpd_t:s0-s0:c0.c1023) 23, search &\
AT A% home (7T F A b : system_u:object_r:home_root_t:s0) &W9H5 L7 bU (dir) IZ
TV, IERSNE W) B TY,
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4.4.3 audit (BH) OFIMLEEY 2 — IV OIERK

1) SELinux ®AR U > —THEE INDH a7 ZMFEICEIGFT 572912, SELinux % Permissive E— RiZ L
Taudit () 2L ET, AT ftp RAA U Z%E L LE4, GUI Y —/L (SELinux Management
V=)L) AL TCHO L )ICHENREAE L TCWAY—E 2% LT audit ZHNZLET,

SELinux Administration

File Help
Select: =
{ — (4]
Status o + )
New Add Remove | Enable Audit
Boolean =
File Labeling Filter [
User Mappin R
) PPing Module Name v  Version fal
SELinux User
execmem 1.0.0
Network Port )
Belice Modrie exim 1.4.2
olic u
i ; fail2ban 132
Process Domain .
| fetchmail 1.9.2 :%
| finger 1.9.0
| firewallgui 1.0.0
fprintd 1.0.1
games 2.1.0
git 1.0.3
gitosis 1.0.1
gnome 2.0.0
gnomeclock 1.0.0 o=
o - e

[ | |
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2) ZOREIZBNWT, a2 —P TY AT A ftpua /Ao T258, FRRo LT —n"4ALE T,

t 11451

type=AVC msg=audit (1352909794. 156:232) : avc: denied { rlimitinh } for pid=2459
comm="unix_chkpwd” scontext=system u:system_r:ftpd_t:s0-s0:c0.c1023
tcontext=system_u:system_r:chkpwd_t:s0-s0:c0.c1023 tclass=process

type=AVC msg=audit (1352909794. 156:232) : avc: denied { siginh } for pid=2459
comm="unix_chkpwd” scontext=system u:system_r:ftpd_t:s0-s0:c0.c1023
tcontext=system_u:system_r:chkpwd_t:s0-s0:c0.c1023 tclass=process

type=AVC msg=audit (1352909794. 156:232) : avc: denied { noatsecure } for pid=2459
comm="unix_chkpwd” scontext=system_u:system_r:ftpd_t:s0-s0:c0.c1023
tcontext=system_u:system_r:chkpwd_t:s0-s0:c0.c1023 tclass=process

type=SYSCALL msg=audit (1352909794. 156:232) : arch=c000003e syscall=59 success=yes exit=0
a0=7£d5f325dc78 al=7fffb2e120d0 a2=7fd5£3463e88 a3=7 items=0 ppid=2457 pid=2459 auid=4294967295
uid=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=(none) ses=4294967295
comm="unix_chkpwd” exe="/sbin/unix_chkpwd” subj=system_u:system_r:chkpwd_t:s0-s0:c0.c1023
key=(null)

type=USER_AUTH msg=audit (1352909794. 189:233) : user pid=2457 uid=0 auid=4294967295
ses=4294967295 subj=system_ u:system_r:ftpd_t:s0-s0:c0.c1023 msg= op=PAM:authentication
acct="omok” exe="/usr/sbin/vsftpd” hostname=router addr=172. 16. 148. 1 terminal=ftp res=success’
type=USER_ACCT msg=audit (1352909794. 190:234) : user pid=2457 uid=0 auid=4294967295
ses=4294967295 sub j=system_u:system_r:ftpd_t:s0-s0:c0. c1023 msg=" op=PAM:accounting acct="omok”
exe="/usr/sbin/vsftpd” hostname=router addr=172.16.148.1 terminal=ftp res=success’
type=CRED_ACQ msg=audit (1352909794. 190:235) : user pid=2457 uid=0 auid=4294967295 ses=4294967295
subj=system_u:system r:ftpd_t:s0-s0:c0.c1023 msg= op=PAM:setcred acct="omok”
exe="/usr/sbin/vsftpd” hostname=router addr=172.16.148.1 terminal=ftp res=success’

type=AVC msg=audit (1352909794. 193:236) : avc: denied { search } for pid=2462 comm="vsftpd”
name="home” dev=dm—0 ino=130563 scontext=system_u:system r:ftpd_t:s0-s0:c0.c1023
tcontext=system_u:object_r:home_root_t:s0 tclass=dir

type=AVC msg=audit (1352909794. 193:236) : avc: denied { search } for pid=2462 comm="vsftpd”
name="omok” dev=dm—0 ino=130825 scontext=system_ u:system r:ftpd_t:s0-s0:c0.c1023
tcontext=unconfined_u:object_r:user_home_dir_t:s0 tclass=dir

type=SYSCALL msg=audit (1352909794. 193:236) : arch=c000003e syscall=80 success=yes exit=0
a0=7£d5f9079¢c40 al=1f4 a2=0 a3=7fffb2el1f90 items=0 ppid=2457 pid=2462 auid=4294967295 uid=0
gid=0 euid=500 suid=500 fsuid=500 egid=500 sgid=500 fsgid=500 tty=(none) ses=4294967295
comm="vsftpd” exe="/usr/sbin/vsftpd” subj=system_ u:system_r:ftpd_t:s0-s0:c0.c1023 key=(null)

Zonu %k ftp.log & LT, #4727 L7 MIRFLTRBE£7,

3) fR1EL 7= ftp. log ZotiZ, 2 7 H 5 SELinux B 2 — )V 2VERKT 5 Y —/L audit2allow =~ R& &
FL T, ftp BEMET 2 DIZHEEZ SELinux DR Y > —Z2ERk L £,
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# audit2allow -M ftp_local —i ftp. log

4) AR REETLET A V7 RVRIZRD 25D 7 7 A VinTEET,

ftp_local.te ————————— ftp WEWET A DI ME 72 SELinux DR Y > —
ftp_local.pp ~  —————— EED ftp_local. te L AT AN AHIADBIE (A4 F V) [TL=
D

F 9% ftp_local. te ZHER L CTHAEL X 9,

REHI

module ftp_local 1.0;

require {
type chkpwd_t;
type ftpd_t;
type home_root_t;
type user_home_dir_t;
class process { siginh noatsecure rlimitinh };

class dir search;

e P ¢

allow ftpd_t chkpwd_t:process { siginh rlimitinh noatsecure };
#1111 This avc can be allowed using one of the these booleans:
# allow_ftpd_full access, ftp_home_dir

allow ftpd_t home_root_t:dir search;
#!11! This ave can be allowed using one of the these booleans:

# allow_ftpd_full_access, ftp_home_dir

allow ftpd_t user_home_dir_t:dir search;

ftp_local.te 7 7 A LI RKEL LD Trequire] IE L FD lallow] OIEITHNET,
require FWIlliZ, ZORY —F TV 2 — L NMELTEH KA VUREENDEEHINET,
allow Hi0iZiE, ftp DIE L EMET A7-OIZFFAIT o _X&E T 7 BARTH I N TWET, Bl 2L,
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allow ftpd_t home_root_t:dir search;

OfEFTTIE, ftpd & ZIXfTINEN 5 ftpd t KA A 225, home_root_t Z A FfIINENTF-T 4 L7
FUIZXF LT, search #1T9 Z & 2FFR[T D E W) BRI D £9,

INHDOFELOVHEICBE L TH, Web oA MIFEA DG HENH - TWETDOT, THLHLE22EFIZLT
< TE&EW,

Z® ftp_local.pp &

# semodule —i ftp_local. pp

E LTV AT AICHPOATEET,

5) A7 A® SELinux % Enforcing E— RIZLE T, TDIRRET, ftp NEITTEX DL LNMERTEF
T,

K176l

omok@localhost: ™ $ ftp 172. 16. 148. 188
Connected to 172.16. 148. 188.

220 (vsFTPd 2.2.2)

Name (172.16. 148. 188:omok) : omok
331 Please specify the password.
Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files
ftp> by

221 Goodbye.

F7, ZOFEE T fip D audit 7 793 /var/log/audit/audit. log ZEB L CLEVEFT DT, GUI Y
— /LT ftp I LCD audit ZHHIC L THEET,
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SELinux Administration

File Help
Select: e =
L{ [a— @}1
Status L—J T : R .
New Add Remove Disable Audit
Boolean
File Labeling Filter [
User Mappin =
. b Module Name v  Version A
SELinux User
execmem 1.0.0
Network Port :
Policy Module exim 1.4.2
oli u
i . fail2ban 1.3.2
Process Domain . -
+| fetchmail 1.9.2 5
| finger 1.9.0
| firewallgui 1.0.0
fprintd 1.0.1
games 2.1.0
git 1.0.3
gitosis 1.0.1
gnome 2.0.0
gnomeclock 1.0.0 ||
| = —— _ _

E

5

4.11  SELinux Management (Z331F % B4y
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4.5 SELinux & W 7= LR D FEH

7 7 # /v kT SELinux ZHNTT 5 & MagstE iy L < o725 Apache 72 8D Y 7 b = 7 ITIE[H
HDORAALPIMESNTZIRAEL 720 F3, ZHUCK VY T e BRI ARy 7 Afbaiv b oo,
FTN—ZN6DY 7 vy =T OlfgattZFIHA LI ARIERT 72 ACHEBELZELTH, VAT LADEHE
7Y Y — 2% UCIRAN R B A =T D ARt/ h & < e b 97,

FlE LT, Ny 77 A —N"—Ta—DREERTAHAELLY, Ny T r7d—"—Ta—%hJHiELEL
T libsafe ®EANH D £9 728, Z 2 Tl libsafe X —HNICEENTWAE Ny 77— R—7
0—7 A NI r T LEefVET,

SELinux (T N2 [T 7 & 2] 25827200 DO T, XNy 774 —_"—T7a0—ZDOH 0D
ZRHSZ X TEER A, Ll UFOXIICHER Ny 77y A—R_—Tn—42BHINEHETH
WELR/NRBICT L ENTEET,

1. wget TRELED X HIZ libsafe X r—T %2 Xy o —RKLET,

$ wget http://pubs. research. avayalabs. com/src/libsafe—2. 0—-16. 1386. rpm

2. Xourva—RL7zrom /Ny r—I%

rpm2cpio libsafe—2.0-16.1386. rpm | cpio —id

ELTHEYRT L7 PUNIZERL, Ry 774 —_"—=7a—%FH L7 exploit DT A 7 r/Z
LAEMHFHLET, exploit ND tl L WHT A N Fua T L% /tmp LTI —LE9,

K176

[omok@cent64 exploits]$ pwd

/tmp/libsafe

[omok@cent64 libsafel]$ 1s

libsafe—2. 0—16. 1386. rpm

[omok@cent64 libsafe]$ rpm2cpio libsafe—2.0-16.1386.rpm |cpio —id
1936 blocks

[omok@cent64 libsafel$
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[omok@cent64 libsafel]$ 1s

1lib libsafe-2.0-16. i386. rpm usr

[omok@cent64 libsafel$ cd usr/doc/libsafe—2.0/exploits/
[omok@cent64 exploits]$ 1s

Makefile exploit—non—exec—stack tl.c t3 t4 th
README exploit—non—exec—stack.c tl0.c t3.c¢ td.c tb.c
canary—exploit int. sh tlw t3w tdw t6
canary—exploit.c tl tlw.c t3w.c tdw.c t6.c

[omok@cent64 exploits]$ cp ./tl /tmp

3. u—ha—YT/tmp/tl ZET L ET, SELinux NAZNIREETYH ., Ny T 7 A —"—T o — |35
TEHADOT V) VRFETENT LENET, 23U/ tmp/t1 ZFEIT L7-> = /b (bash) 23, unconfined_t
(EHIFR) RAA TEITSINLTCWVWATED, Y2/ VOETHLTETCLE S 2O T,

=174

[omok@cent64 exploits]$ getenforce
Enforcing
lomok@cent64 exploits]$ id

uid=500 (omok) gid=501 (omok) FIfJ&~ /L — =501 (omok)
context=unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023

lomok@cent64 exploits]$ /tmp/tl

This program tries to use strcpy() to overflow the buffer.
If you get a /bin/sh prompt, then the exploit has worked.
Press any key to continue...

sh—4. 1% id

uid=500 (omok) gid=501 (omok) groups=501 (omok)
context=unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023

4. AFEE. Z0/tmp/tl % Apache LRI U httpd_t KAA X TEITLES, AL EZEXTT BT T A
ZFATT HITIE, runcon WD T T AEfNET,

$ runcon —u system_u -1 system_r —t httpd_t /tmp/tl

runcon <> RZ&{V httpd_t KA A & LC/tmp/tl 25347 L72BEIZIX, SELinux (2 X Y httpd_t KA
A VPO R AL NCEBRET HHERD G2 5N TWReWad, 77 BARELRINET,

R1761
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[omok@cent64 ~]$ runcon C
[omok@cent64 ~]$ ps axZ|grep http

system_u:system r:httpd_t:s0 3875 ? Ss 0:00 /usr/sbin/httpd
system_u:system r:httpd_t:s0 4119 ? S 0:00 /usr/sbin/httpd
system_u:system r:httpd_t:s0 4120 ? S 0:00 /usr/sbin/httpd
system_u:system r:httpd_t:s0 4121 ? S 0:00 /usr/sbin/httpd
system_u:system_r:httpd_t:s0 4122 ? S 0:00 /usr/sbin/httpd
system_u:system r:httpd_t:s0 4123 ? S 0:00 /usr/sbin/httpd
system_u:system r:httpd_t:s0 4124 ? S 0:00 /usr/sbin/httpd
system_u:system r:httpd_t:s0 4125 ? S 0:00 /usr/sbin/httpd
system_u:system r:httpd_t:s0 4126 ? S 0:00 /usr/sbin/httpd
system_u:system_r:httpd_t:s0 4127 ? S 0:00 /usr/sbin/httpd

unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023 4645 pts/0 S+ 0:00 grep http
[omok@cent64 ~]$ runcon —u system u —r system_r —t httpd_t /bin/ls

runcon: /bin/ls: FFR[ZH D £HA

[omok@cent64 ~]$ runcon —u system u —r system r —t httpd_t /tmp/tl

runcon: /tmp/tl: FFA[3H Y £HA

ZOBAIZ SELinux a7 w A VE, RO L HIT Y F9,

t 1451

[root@cent64 ~J# more /tmp/audit.log

type=AVC msg=audit (1353280648. 820:253) : avc: denied { transition } for pid=4

680 comm="runcon” path="/tmp/t1” dev=dm—0 ino=1586382 scontext=unconfined_u:unc

onfined_r:unconfined_t:s0-s0:c0.c1023 tcontext=system_u:system_r:httpd_t:s0-s0:

c0. c1023 tclass=process

type=SYSCALL msg=audit (1353280648. 820:253) : arch=c000003e syscall=59 success=no
exit=—13 a0=Tfffafd2a8ea al=7fffafd295f0 a2=7fffafd29600 a3=1f items=0 ppid=46
57 pid=4680 auid=500 uid=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tt

y=pts0 ses=5 comm="runcon” exe="/usr/bin/runcon” subj=unconfined_u:unconfined_r
:unconfined_t:s0-s0:c0.c1023 key=(null)

EFROFINSE BN DHEY . D — Apache ICREERNH - Ty 7 7 A —_—T7a—7 FOMTH T
Han/zE LThH, SELinux ZAMNC L TT 7 B R{l#Hl %2 & > 5 DT> TWOUE, #EEZ R/RIZE N
DB ENTEET,
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5F ACL

5.1 ACL I

ACL I, Linux ®F—F/L 2.6 2 LR S 7-HEEE T3, POSIX #EHLOD ACL M7= POSIX ACL & b5
DIVETACLEHNWD EHERD Linux TOMER LY HHICNICT 7 B AMERERETDHZ ENTEET,

Linux LASR @ 0S. HRIZEEH D Solaris 2 Windows 72 ETlI, 22— L D77 A LT 4 L7 N UITx
LTCO7 7 B ZAMERZBHRICRECTEET, /o, MMTEDHEROFEEDS L VLR DI > T
WET, £DD, Linx 22X —7 T4 ARFETHEMT 220X =2 U7 40 28k T 57201, ACL
FMEDO LD EE X ET,

52ACL Z5l9

5.2.1 ACL ZEAT 5 -ODIFE

ACLIX 7 7 A NV AT LOYEEBMZFIHA L TWA 72, ACL 2R3 57200 —VE%E A A h—/L
T O, SERBMEN Y R—FENTWDE 77 ANV AT LEZHOVDIULEND Y £9, BEFHENT
W5 ext, ext3, XSFSAREIFEAED T 7 ANV 2T AT, ERBMENYFR—FENTWET,

Flo, ANV AT L ET Y T ABRICYH, Tacl’ AT v a v EFEHTAOILENRHD 9, LL.,
Cent0S 6 Z B HIIT DT A A M) Ea—a TRV ATLAEA LA M—NThHE~Y L b E T g
X7 74V TCACLZ Y AR— 5L >TCWETOT, TFBEICARDZ LTV TL L 9,

Fn—, FHLTWAEL AT LATT 7 AN AT AN acl’F 7y a P& Ty FERTWARWES
WX, Mo KL 51 /ete/fstab il”acl’ A7 > a V&M MTH0ERH D £9°,
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&)

# /etc/fstab

# Created by anaconda on Mon Nov 19 02:30:58 2012

#

# Accessible filesystems, by reference, are maintained under ’/dev/disk’

# See man pages fstab(5), findfs(8), mount(8) and/or blkid(8) for more info
#

UUID=d5f1ebb8-9a01-4ff2-bed4d—f7£21c83fdf2 / ext4 defaults 11

UUID=cfffd7e3-066a—-4dcc—9367-65a1927cdlda /disk ext4 defaults, acl 1
(e acl 7> a &AM

\e}

UUID=30569fd1-2bed—4dbc—88c9-fbdd41432f73 swap swap defaults 00
tmpfs /dev/shm tmpfs  defaults 00
devpts /dev/pts devpts gid=5, mode=620 0 0
sysfs /sys sysfs defaults 00
proc /proc proc defaults 00

ACLIZE 77 AN/ T4 L2 FUVIZKHLTCHEELET, ACLZEETXLDF, TO7 74N/ T4 L7
N OFFEE L root 721 T,

5.2.2 ACL 2R3 516D Y—JL
ACL 2T 272000y — L LTIE, UTO 2202~ KRB 9,

1) getfacl

BT77AN T4V 7 PUIZK LT, Z7ANE - FiAHE - 70—« RESNTWVWD AL Z#F R LE
—a‘o

HAEKO L S22 £7°,

t 71451

#t file: sample. txt
# owner: userl

# group: userl
user: rw—
user:userl:irw—
group: :r——
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other::r—

getfacl OHFTOFE LU WERHIZEI L CTlX, man getfacl THERTX £,

2) setfacl

ET7AN T4 L7 PUIZKH LT, ACLEZRELET, A7 a it Ho#my T3,

setfacl 2.2.51 — set file access control lists
Usage: setfacl [-bkndRLP] { —m|-M|—x|-X ... } file ..

-m, ——modify=acl modify the current ACL(s) of file(s)

-M, ——modify-file=file read ACL entries to modify from file

-x, —Tremove=acl remove entries from the ACL(s) of file(s)

-X, —remove—file=file read ACL entries to remove from file

-b, ——remove-all remove all extended ACL entries

-k, ——remove-default remove the default ACL
—set=acl set the ACL of file(s), replacing the current ACL
—set—file=file read ACL entries to set from file
——mask do recalculate the effective rights mask

-n, ——ho—mask don’ t recalculate the effective rights mask

-d, ——default operations apply to the default ACL

-R, ——recursive recurse into subdirectories

-L, —logical logical walk, follow symbolic links

-P, ——physical physical walk, do not follow symbolic links
——restore=file restore ACLs (inverse of getfacl -R’)
—test test mode (ACLs are not modified)

-v, ——version print version and exit

—h, ——help this help text

setfacl @FF LUVMEHSFEICEI L CTlX, man setfacl CTHER T £ 9,

9.23 ALDOTR b+

ZIVTIE ACL ZEBRICT AR LTAEL X 9, AT, Cent0S6 ZfEH L CACL D7 A h & L CWW& £,
FOMDT 4 ARV Ea—arTh, FTILWWA—2g9 0 TIIACL ZYR—FLTWAED, FEDOT
ARBTEETS,
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1) /disk LTIz, testfile 01 £ WO ZEDT7 7 A NNV EERLET, ZOT7 7 AI)LD/X—3 v 3 03,
rwr—r—. 725> TEY, root UHDL—PIZIEFHAIALDHZBFF A SN TWHIRRETT, /N—3 v
3 ORED”. L, AL BRESN TN EEZERLTHET,

R1761

[root@localhost disk]# 1s -1

&t 16

drwx————— . 2 root root 16384 11 A 19 02:28 2012 lost+found
—rw—r——r——. 1 root root 0 11 H 27 15:49 2012 testfile_1

2) WiZ7setfacl m" A7 arEHNT, ZO7 7 AWK LT, =—H test0l A read/write T&
HEDIT, ACL OMERRZ -2 F 7, 1s -1 THERT DL, rwrwr—+&RoTNDHZ ERDNY £7,
— vy a VORERPHICEDS>TWET, ZHUE, ZOT 7 A M L TACL BRRESNTND Z &
ZEBRLTOHET,

=174

[root@localhost disk]# setfacl —m u:testOl:rw testfile_1
[root@localhost disk]# 1s -1

aFk 20

drwx—— . 2 root root 16384 11 H 19 02:28 2012 lost+found
-rw—rw-—r——+ 1 root root 0 11 H 27 15:49 2012 testfile_1

3) “getfacl”’a~r KT, ZOT7 7AWk LTDACL ZMER L FE 9, test0l ([Tx% LT rw OIERN 5
ZHNTWDHDORDLINY 3,

=174

[root@localhost disk]# getfacl testfile_1
# file: testfile_1

# owner: root

# group: root

user: rw—

user:testOl:rw—

group: ‘:r——

mask: i rw-

other::r—
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4)  test0l 2—HF T, ZDT 7 A MK L COHEMRE R L ET, BHXIAH LFERAHNERIATAS
ZENDHY T

K17

[root@localhost disk]# su — test01

[test01@localhost ~1$ echo “This is a test from testOl.”>> /disk/testfile_l
[test01@localhost ~]$ cat /disk/testfile 1

This is a test from testOl.

5) test02 2 —Y T, ZDT77A/IK L TOMEREMERE LET, FEAMVITTEETN, FEZIALN
Framsd ) FEA) LT =T £7,

R1761

[test01@localhost ~]$ su — test02

INAT— R

[test02@localhost ~]$ cat /disk/testfile_1

This is a test from testOl.

[test02@localhost ~1$ echo ”"This is a test from test02.” >> /disk/testfile_l
-bash: /disk/testfile_1: F#FA]NH Y A

TOEINT T T ANMIKT AR —FOMEIRE ACL TIEETX AL IR SsTWAZ ERbn £3,

Fo. 77 A40DACL ZHIERT HICHIAEI UL setfacl a~> RaEHLET,
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6) B WRroot TH UV MIZ- T, "setfacl x"A4 7 a T, /disk/testfile_11Z% LT test0l A
A LT % ACL ORERR 212 L £,

R1761

[root@localhost ~J# getfacl /disk/testfile_l1

getfacl: Removing leading ’/’ from absolute path names
# file: disk/testfile_1

# owner: root

# group: root

user: irw—

user:testOl:rw—

group: :r——

mask: irw-

other::r—

[root@localhost ~J# setfacl —x u:testOl /disk/testfile_1
[root@localhost ~J# getfacl /disk/testfile_1

getfacl: Removing leading */’ from absolute path names
# file: disk/testfile_1

# owner: root

# group: root

user: rw—

group: :r——

mask: ir—

other::r—

7) testOl %, /disk/testfile_1 (Z%f LT, FtAARLDINTFAI S, EZ AT TE < 72>TW5D
TN ET,

K174

[root@localhost ~J# su - testOl

[testO1@localhost ~]$ cat /disk/testfile_l1

This is a test by testOl.

[testOl@localhost ~J]$ echo “This is a test 2 by test0l.” »> /disk/testfile_1
—bash: /disk/testfile_1: F#FANH Y A
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5.3ACL QA

5.3.1 ACL @iz (Web)

ACL ZRIHT 2L, —"DEeFa VT4 Z2fBEIZEHDDL N TEET, BEARZE L LT, Web ¥—
NOBEZERTHEL X D,

Web #—/3(Apache) T, 2 —HDWeb 7 4 L7 MU AR L TWORBEEL T, o —HDHR—
LT 4 L7 hUIZ public_html 7« L2 b U Z/ER L T, httpd. conf T UseDir 7 4 L7 T 4 7 &> T
NBAE L TWAIREE T,

https:/linuc.org @ LinuC 89



1) TARELT, test0l, test02, test03 = —H TEI L4 [username]/public_html UL % ZABH4
DARBEIZRREL 7,

R B

{IfModule mod_userdir.c>
#
# UserDir is disabled by default since it can confirm the presence
# of a username on the system (depending on home directory
# permissions)
#
#UserDir disabled
UserDir enabled test0l test02 test03

#

# To enable requests to / user/ to serve the user’s public_html

# directory, remove the “UserDir disabled” line above, and uncomment
# the following line instead:

#

#UserDir public_html

UserDir public_html

<{/IfModule>

{Directory /home/*/public_html>
AllowOverride FileInfo AuthConfig Limit
Options MultiViews Indexes SymLinksIfOwnerMatch IncludesNoExec
<Limit GET POST OPTIONS>

Order allow, deny
Allow from all
</Limit>
<LimitExcept GET POST OPTIONS>
Order deny, allow
Deny from all
<{/LimitExcept>
<{/Directory>

GHEDSNNVERE T EEIL. http://httpd. apache. org/docs/2. 2/ ja/howto/public_html. htmlftuserdir &%
IZLTL7EEWN,)
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72¥. SELinux ZAHNZ L CTWAIRET, K2 —H D /home LA FDF 4 L7 ~ YU % apache Z VN TABH
$A121%. SELinux @ Boolean @ [httpd_enable_homedirs| % FEl®D X HIC ONIZT AMLERH Y 97,
77 )V FTIX OFF (272 > CTWE T,

R1761

[root@localhost ~J# getsebool httpd_enable_homedirs
httpd_enable_homedirs —> off

[root@localhost ~J# setsebool —P httpd_enable_homedirs on
[root@localhost ~J# getsebool httpd_enable_homedirs
httpd_enable_homedirs —> on

(setsebool T'-P"A 7> a VHFRETH & VAT LAOHFEENIE S boolean [httpd_enable_homedirs|
ILHIZ on 2720 £5, )

2) ZOFBEThttp:// [T AT LDOT KL RA]/test01l/public_html/index. html %R S 5212,
/home/test0l D/N— w3 a T 7L D700 05 TILICEFTTALERH Y £9°,

K174

[root@localhost confl# 1s —1 /home

&rk 20

drwx——x——x. 5 testOl test0l 4096 11 A 29 11:02 2012 test0l
drwx—— . 5 test02 test02 4096 11 H 29 11:01 2012 test02
drwx————— . 4 test03 test03 4096 11 H 27 15:48 2012 test03

T, http: /[ ATLADT KL A1/ test01/public_html/index. html 2’F RSN E T,
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Iceweasel X
2

PTILE) WEEE) J|wV) BEE) Tvov—0B) WO ANLTH)
| ihttp://172.16....01findex.html 3¢ | {3403 Forbidden st | # | =

G o [EZ} 172.16.148.189/~test01/index. html V@] [:'-lv Google Q] o

This is a test page for user test@1.

Hello test@1!!!

5.1  index. html OF R A

— . 700 DFEFED, http://[ AT LDT RL A/ test02/public_html/index. html IZF RN FH
o
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403 Forbidden - Iceweasel X
2

7TILE) MKE =RV BEEE Tvov—o@B) YL@ ~NLVITH

| Cinttp#/172.16....01 /index.html 3 | {403 Forbidden % |+ | v
¥ lH 172.16.148.189/~test02/index html ~ @] [-"v Soogle Q] oy
Forbidden

You don't have permission to access /~test02/index.html on this server.

Apachef2.2.15 (CentOS) Server at 172.16.148.189 Port 80

5.2  index. html |27 7 & AMEN 72\ W EEA O F < H

3) ZOHETIE, 22—k L T/home/test01 | x THREITHERZ G2 TWH7d, EXx2UT 4 U A
I BFELET, BlZIE, test03 2—HTr /A 95L&, /home/test0l LLFOIF#HIL 1s T search 7
AZ LI RERT AN, /home/test0l/public_html OIFEEZ test03 23> TW=IFEITIEL, /top LLF

IZ/home/test01/public_html Z a2 ¥ —42% Z LN TE £,

4) F7=. /home/testOl LT D7 7 A /WL, R—I v alZIELSEELTWRWE, TOIFELE -
TWAMDO L —Y(Z ZTlE test03) T LT LE D AfREMENRH Y £,

- NX—=3 T a VOREDENL

[test0l1@localhost ~]$ 1s -1
&t 8

—-rw—rw—r—. 1 test0l testOl 511 A 29 11:39 2012 bank_password
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LoD —H (testO) TP HEZ AL TLED !

[test03@localhost test01]$ cat /home/test01/bank account
This is a secret file for test01!!

1234-5678-9876
[test03@localhost test01]$

INHEBTHICIE, Ha—PI = v a R EILLKRESEDIEOOHENMLETT N, HE 2
A RN F 9,

5) ZhEERET A=, T4 L2 bV /home/ [username] D/3— 3 v 3 3 % 700 DF F T, ACL %
W httpd 71 2@ UID (apache) IZ. /home/[username] D FEITHERR 2 52 5 Lol Lxd, flilé LT,
test02 7517 h®/home/test02 1T ACL Z &% E L £,

=174

[root@localhost home]# setfacl —m u:apache:x /home/test02
[root@localhost homel# 1s -1 /home

aFk 20

drwx—x——x. 5 testO0l test0l 4096 11 H 29 11:40 2012 testOl
drwx—x—+ 5 test02 test02 4096 11 A 29 11:01 2012 test02
drwx—— . 4 test03 test03 4096 11 H 27 15:48 2012 test03
[root@localhost homel# getfacl /home/test02

getfacl: Removing leading '/’ from absolute path names

# file: home/test02

# owner: test02

# group: test02

user: irwx

user:apache:——x

group: :———

mask::——x

other::—

6) ACL T apache (Z/home/test02 IZ%f L COFEITHERZ G- 2 72728, http://[ AT DT Kb
2]/ test02/public. html/index. html NFEREND LT 9,
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Iceweasel X

JPTILE) WEE RRV) BES) TuHv—0B) Y—II) ~LIH)
| inttp#172.16...01findex.ntml 3¢ | 7 hittp://172.16....02findex.html 3¢ | 4 | v

[ij 172.16.148.189/~test02/index.html ~ @] [g"v Google Q] o

This is a test page for user test02.

Helle test@2!!!

[X| 5.3 index. html |Z7 7 & AA[REIZ 72 - 7255 B 12381 T 5 Kol il

7)  test0l 12X LT ERARIC, test03 T H T hT test02 @ public_html Z2 b —1L L9 & LEITMN,
RN H Y A BHTTT =127 £9, 72, /home/testQ2 LLFTO 7 7 A V&M Z 5L LTH,
FIERIC TFFR 30 F¥A) &0, RILLET,
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K174

[test03@localhost ~]$ cp —pr /home/test02/public_html /tmp

cp: cannot stat /home/test02/public_html’ : FFrINH Y FH A
[test03@localhost ~]$ cat /home/test02/bank_account

cat: /home/test02/bank _account: FFANH Y FH A
[test03@localhost ~1$ su —

INAT— R:

[root@localhost ~1# 1s —1 /home/test02

&t 8

—rwxrwxr—x. 1 test02 test02 51 11 A 29 11:55 2012 bank_account
drwxrwxr—x. 2 test02 test02 4096 11 H 29 11:01 2012 public_html
[root@localhost ~J# cat /home/test02/bank_account

This is a secret file for test02!!

9876-5432-1234
[root@localhost ~1#

DL, ACL BT D LA — IR S X v g VREREIT D 2 A R EMA T, P
DEx 2 )T 4 EFDD D ERTEET,
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5.3.2 samba & ACL DRI&

ACL TZ 7 AN/ T 4 L7 kUKL TBIN L 72HEBRIE, samba Z{# > CIHAH L TV 5EAITIL, Windows
I BHERT D ENTEET,

BIOIE T, /home/test02 5 4 L7 bV % apache I T 5 L 9|2 ACL TEITHE x) #5xF L7,
Z @D /home/test02 DTEHRZ Windows B R THAEL & 9,

1) samba T/home LA FZ3AH LT FE1, /home/test02 % Windows il CHER L. X =2 VT 4 275
DX DT Y F9, /home/test02 1Zx LT, apache 7w S THFERZHMER] 2F->CW\WA 2
ERHNY F9,

test02? - Samba Server Version 3.5.10-125el6 7] x|
4 TFT | e |

HL—ZHEFEd T G
7 apache (Unix User¥apache)

ﬁ Evervone

€7 testD2 (LOCALHOS T¥test2)
ﬁtestﬂ? {nix Groupitestl2)

Emo. | EEE |

apache IPHE2EFa] () i S
FE

EMHT ST

T OHED—EFT
sEhHIN

FiErAd

SRR T AT ] -

SR PIHASTEEIEE AR TR B
FBERTE] BAUDL TR ?

=)

mooooal¥
Ooooooog

ok | #ewn | mEw

X 5.4 Windows (23T HHERDFE R

2) FERIRMEIR A HERR 9D L. apache TV R [RAX % /H4T) OMEREFF-> T\ D Z &b h
Di—a—o
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test0? - Samba Server Version 35.10-125el6 172.16.148.189) OiF%]!

POUASEET | pia | AT otAsET |
BRI A TR AR T T3, POEAST I MISERL TG, HRE] #00saL TS,

P o) el LA I
T E= | Phtz2gEeT | st | sEFEsE
§fol testl? (LOCALHOSTH#est02) 20 k0= e L Rz I [
ire] testDE {Unix Group¥test02) Al <?H:?¥':?‘ |._.-> L(D__z‘?ﬂ H? IZD-E‘:F

che Unie Uzertapache)

SR N

o Everyu:une
«| | 0
. | wEE. | WERE |
[ RSOIEET ae P T AR T R A U 1D b F AU O MI AT R TERL I ENSECCTIRTANCES
ENTHOERODCE DA

[ FAYE O ATOPHE Ao T MR, COCFETEN Ty T2 1A NGER T 2O TER TR

P RS RS TLE .

2l xi

[ ok | #etn | mEw

X 5.5 Windows IZRIFTAT 7 v AE—EHH

N

3) WIZ., ZOT 7 AEE Windows I CHRE L CTAhET, TARLE LT, 740 FD—E, T—4D

FEAEY | 2L £,
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A35 1k |

AaiNY: [apache (Unix User¥apache) TEG). |

WRSEQ: 2074503 =]

Thtr A5FE] (P sFa] £E
20 T ko=l O O =~
FHIEDAF e TP IDEET M O
FHAO— BT - AEEH A O
BIEDEHE O
R R ERHHTY O O
¥ ILDTERS T —AMEE1AH O O
JAAOPERS T —2TaEND O O
BEOEE A O O
HEEBENEEIAN O O
B2 80271 DH B O I [—
L O O
THE2FEIOESE O -~
) TRl o [ e = = 5 s FATATL
S A eRE R A |

ok | #eut |

5.6  Windows (23317 2 HE[R 0D 4 ]

4) Linux {81 C getfacl Z AT ACL ZH#EZR45 &, apache = —H 2 x 7217 CTliIAe < . r—x OHERR & Ffo
Lo by F97,

K176l

[root@localhost ~J# getfacl /home/test02

getfacl: Removing leading ’/’ from absolute path names
# file: home/test02

# owner: test02

# group: test02

user: irwx

user:apache:r—x

group: :———

mask : i rwx

other::—

Z DX HIZ, Windows 25 ACL ZHEsR 3 57217 T/ < ACL Z{EIETH Z & & A[RETY,
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5.3.3 R&IC

ACL ZFIT 52 12K AFETOLinuxk CHBEIZ sTca—HF 07 7 v AHIEREEICTE D LD
2720 F7, FICEERBTY—"ZEA L TWOHEIZIE, X2V T s OREIEIT TR, EH
DOEfEILROONET, £D L 2L T, ACL IZIEFICENSDEZEZLNET,
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6. OpenSSH [Z L5 H—N\T7otXRE, H—/\EHE

SSHIZ, VE—bF DI ITAT LU "M —NR_"AT 7 VAL, Y /bZio TIEEA2TTH L ATT,

SSH 2 21X, 2L bA v —Fy FERBLTT =22 ZNOV— L, = /L & o TH
— RNOWRIFERRRA T AEER ERITH 2 e N T,

SSH O EE 2T, 2 TCOWRENPK S LEIND Z LT, ZhidA v ¥ —x% > M &#H L7z SSHEEN
H IR SN AETYH, AT ATDOD/NRAY— REMLRWVIREY | &L 7= =218 EN
BINDONORNZ EEERLET,

SSH AT 2 LIRTN H K LT telnet TII/RA T — R EL Tt CTLEWETA, SSH H A
U— RHiE b LETOT, RKEREX2UT 0 EORXY v "BHY 9,

ARETIL, SSHZE ST —"~OH ik L | LD LERMENTIZHOWTEERIZHA L £,

6.1 OpenSSH DA X F—JL E WEASRTE

Linux TlE. SSHEEAITO 72800 Y 7 F 7 =7 & LT OpenSSH 3N AL FHEN TV ET,

H—/NZ OpenSSH 231 > A h—/L ZFL T2 WAL, yum 2~ > R&fE-> T OpenSSH A4 > A h—/L L
TL7ZEV, OpenSSH D8Ny r—1%, AFD 3-2TY,

« openssh
« openssh—clients

« openssh—server

A VA M= Do b, EEEHEIR T OpenSSH OF —F o ZEE#E L £7,

=174

[root@localhost]# /etc/init. d/sshd start
sshd % L) [ 0K ]
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SSH DT 7 )b hil— M 22 F72 DT, netstat 2> T 22 FR— FRHNTWDLZ L 2HERLET,
7z, iptables TH, 22 FE AR — F~DOEHZFTAI L TWHE0ZMERLET,

R1761

[root@localhost]# netstat —ntl

Active Internet connections (only servers)

Proto Recv—Q Send-Q Local Address Foreign Address State
tep 0 0 0.0.0.0:22 0.0.0.0:% LISTEN
tep 0 0 :::22 ik LISTEN

[root@localhost]# iptables -L
Chain INPUT (policy ACCEPT)

target prot opt source destination
ACCEPT all —— anywhere anywhere state RELATED, ESTABLISHED
ACCEPT tecp —— anywhere anywhere state NEW tcp dpt:ssh

6.2 H—/I\~DEHE (Linux)

SSH Yr— 24 512l ssh 2~ REHWET, SSHZ T4 7 v MIBE/R 3w 77— 13 openssh &
openssh—client T4, A4 VA F— L ENTWARWESITFRNIICyuma~y R T A M=V LET,

F9 7 A KL LT localhost 1286 L F T,

[linuc@localhost ~1$ ssh localhost

The authenticity of host ’localhost (::1)’ can’t be established.

RSA key fingerprint is b8:eb:8d:e4:05:77:0f:12:b6:37:b3:9d:9¢c:79:fe:77.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added *localhost’ (RSA) to the list of known hosts.
linuc@localhost’ s password: —NAT— K& AT]
Last login: Wed May 29 16:28:36 2013 from 192. 168. 100. 31

[linuc@localhost ~1$

D THEEET B A b DFA . . ssh/known_hosts 7 7 A JVIZEER I TR WO T 51 E 9%
FMIWAEDED A v E—UBRERINETH, BERLICHEEDRRITIUL “ves” ZASHLET,
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The authenticity of host ’localhost (::1)’ can’t be established.
RSA key fingerprint is b8:eb:8d:e4:05:77:0f:12:b6:37:b3:9d:9¢:79:fe:77.

Are you sure you want to continue connecting (yes/no)?

—J . ssh/known_hosts IZBEEINTZOREINDZ DA v —IITFRINET A, known_hosts 7 7 A
JVZIET 7 v b THFEV— Ml /ete/ssh/ssh_host_rsa_key. pub ORNENBILEINE T,

ssha~<wy R&effoTH— N T oL, A—2T74L2Z FUETFD .ssh7 4 L2 KV
L . ssh/known_hosts 7 7 A /WIT HEIHICHERY S L E 17,

Y=, T TFTAT v FEIZ Linux OEI1L7 T4 7 2 MO Linux 2255556 — A "NOKR A R F 721X IP
T RLAZEL Cssha~wyr FE2ETLET,

ZIZTIEY—MUKR A N4 % server, 7 7 AT MR A b4 % client & L TCWET, BEET HBRIC
I%/etc/hosts 72 FICBEEH L THB EBWTL X 9,

[linuc@client ~1$ ssh server
linuc@server’ s password: —/NATU— K& AT)
Last login: Wed May 29 16:28:36 2013 from client

[linuc@server ~]$

MOZ—=FT AT bTrZ Ay LG E, IROBIO X 1585 —/ORA M EIX P 7 FLX
DENZCZ DI T2—PE4EET D Z ENHHRETT,

[linuc@client ~1$ ssh cipl@server

ssh A~ ROL T g RN HFOFELWEILHIX man ssh 72 & TR TE £97,
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6.3 H—/A~DEHE (Windows+ Tera Term)
BT B LFER| T

H % BIIZ Microsoft Windows @ PC Z K L T\ 5354 . Windows BREZDN B

DFXTE
=37
WL, KARZ 2 LES

=N

X2 VT %t

B2 Linux —NI2 U £— b
Microsoft Windows @ PC 76 Linux H— N~ SSH 24 - THEE 95 121%. Windows 7> & SSH ##¢ Al REZR
JIAT VN7 M) LERSH Y F9 Windows D SSHEEGE FIREZR Y 7 F U = T I3 HH Y 37
FOPRTHHELIEOMN Tera Term EWH VT Ny =T T9
Tera Term (%, FHEHENHEFE L7V —Y 7 b =7 TLEDN, BETA—T VY —2{bEh., A&
X %=2 I 2=7 1 TeraTerm Project |2 X » TR NITON TWE T, FHThRIL. TeraTerm Project M7k
—LR—=TUMH AT — R TAHAIENTEET
DO TIE Windows7 IZ TeraTerm A > A h—/ L L. Linux — N2 A FIEABBH L E T
TeraTerm Project (http://sourceforge. jp/projects/ttssh2/) 7>& Tera Term D711 75 A (exe FE=)
A A—FRL, exe 77 ANEFITLET, exe 7 7 A VDFEITHRIZ,
WY 7 MKy, EXa VT 4 BERHIGAERHY 3, # m@Wﬁgfﬁﬁ LT%@%@?RL“C< 72
YA
exe 77 A NEFETTHE By T v FIEHT S
FTHUX HAGEZ %

IEI A A= ILPIFIHETS

=i

DER | NERINFETOT, HAGE CRIE
w v FICERT S EEMmER

A TS

rnm
EVH

)

104

|| Feut |
X 6.1 TeraTerm DA > A b—) (SFEXRTE)
PEINTHE, By N7 v U 4 — ROBHAGHE

HNRERRINDDOT R~ W LET
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http://sourceforge.jp/projects/ttssh2/

T o = =

Tera Term kP20 —F OB

0T LIICTERD D A 1 — 24 Tera Term 4.76 %1 242,
=il LET

B TR OP I =2 B T ATHA T LR

e o P e e N N ) P i e e P e s i o | I
WD TS

[ Ee0s | [ Fe |

6.2 TeraTerm DA > A h—/ (B N7 v 7% 0 F— KOBIIE)

wIZ, ERAERNEORIEL RO bNETOT, AEICHER 2T TRET S 2F=v 27 LT,
R~ ZMLET,
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CEHFF RS ORI
EITFEEIC L FOEER EIREERIIIE .

LU IR FEEERIE R a 280w A A b - ERI TR COENSE (6=
FoLENE0ET.

License of Tera Term

Copyright () T.Teranishi. L4
Copyright (c) TeraTerm Project.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice,
this list of conditions and the following disdaimer, &

@ EEFEME
O EIELEOD)

| <F3@ | s> | [ et |

6.3 TeraTerm DA > A h—/L (fFEKBEEDFRE)

WIS, A A P=VEOHERERSNETOT, A VA M= VET ANV F2iEELT R~ 2L
i‘g‘o
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A2 AR EDIEE
Tera Term (4 2 2 =LA EIETELTOEE

l  TeraTerm HA LA L= FEIFIAEIRELT. DA ® i d Tz

?‘%ﬁ{é[;[ﬂ;kaj&ﬂuw LTS BN EIRE (T8 1 0L TY
A

:¥Program Files (x386)%¥ ZH0E(R)

7 0SS LSRR 7.2 MBOT  ADE SRR LB LE .

| <F3@ | s> | [ et |

6.4 TeraTerm DA > A h—/b (A > A M—VIEDIEE)

WIZ, a2V R—F FOBRBEMENFERINDIDTA VA =L TH5HDEELTLTEE N,
SSH #5417 5 7= 91213, [Tera Term & Macro] & [TTSSH| 13T &R L F 1,
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JAzrh—# 2 HDIER
A LA b= T3 PR ER LTS

A A= FD T = PEIEIR LTSS A A b= I 3B G T =0
HEF o rE st LTI SR THRIANRA R o DU TS

(AR v
Tera Term & Macro 6.59MB =

TTSSH 2O0MB[

CygTerm+ 0.1MB H

[T LogMeTT (4 22 b —ShiFeshlLE =) 3.4 MB

[T TTLEdit (22 b—SHiEREhLED) L3MB

|:| TeraTerm Menu 0.2 MB

TTProxy 0.3 MB

[ collector 1.6 MB

[FIEIE i . 0.3MB T

WITMIERIRIE 9.6 MBOT + ADZE ST REELBCLET.

| <F3@ | o= | [ et |

6.5 TeraTerm DA > A h—/L (U R—F 2 FDOFER)

RIZA—F A o F =T 2 ADFFEERRNFRINETOT, HAGE CHERITIVUT A ATEZERNL T
TR~) ZfLET,
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Tera Term 7w 7w

=S E20ER
== -1 -ADEFEERLTUIE

O FAYEG
0 23LAZEE)

| <F3@ | o= | [ et |

[X] 6.6 TeraTerm DA > A h—/L (FIEDIRIRN)

WIZTa 7T KT N—TDIRENFRENETOT, MERTIUE Tk~ 2L E£7,
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20536000
JOUSLPA DA T SRR EL THEE .

i FobPedIAR— b2 217003 L0 3 — My EFERRLET .

BB RA ST 2 DL TIZE . BT 1 LD PR RF 2 T8 150 » A LT

EED
Tera Term| 2ER

17043080 —F % ERE L, (D)

| <E3@® | saam> || Fet |

X 6.7 TeraTerm DA > A h—/L (FaF 5 LT NL—TDEE)

BBIGBMZ 27 OBBRNFRENETOT, ARICEBEN 2T Tk~ 2 LT, ROA A B
—VHEfESE TEAIC, [ VA h—/b] RE T LT, A A M= AEENBBENE T,
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A2 AR T
CIERNT . E 1 -5 Tera Term &1 A b= F2ERIT I LE.

A A b= ERITIDIIENA A b =M%, SREDEEENEE R TIEIRDIED )y
AL TS

A A = L5E: -
C:¥Program Files (x86)¥teraterm

o PR
IBHEA A b =)L

RO A= b

Tera Term & Macro

TT55H
CygTerm+
TTProxy
p =0 |l
TT¥ResizeMenu (VT B Ry MEQSIEZE B TERLIT
1| i |

| <Fa@ [ AuAb-n@ ] | Feetn |

6.8 TeraTerm DA A h—)b (4 A h—)LHEHZET)

A VARN=IBFET LG, Tera Term ZEHE) L £,

Tera Term 2MECENT B & [H LW (BT A ABENRFRRINETOT, FEEZLUTOLH I
ANJIL7= ET TOK] R& 2L E£9,

FA B Pt h— "D 1P 7 R L&

EARY Fxv 7 &% LTRFINEEZR IR LET,
F—E 2 SSH

TCP R— 22 (SSHDOF 7 /)b b ABR— hiF 22 TT)
SSHNR—T g v SSH2

KIZ, known hosts IZBHT X2V 7 4 BERFRINET,
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ZhE. IO TR T B — DA known hosts U A MIBEES N TWRWD T, BERIEICHEE VA
TRV AR 935 T3, BRI BE WA 2 T HUE T2 DA A R % known hosts U A MZiIBIT 5 |
Iy LT 7] 2 LET, REND ZoEmEITFRRINETA,

WRIZ SSH GRGEICE T 2w E AT LET,

AT, NAT— RIREFFZ L A E2ITWETOT, LA v TFH A REHES | 2RI L E T,

=

— e
O3~ 192 168.138.130
SELPRET
I—HEM:  Ipic
DA L—ZIE:
[ R — L) FICER T2
[T =2z om0

@ LA THAEEDL

) BSA/DSATREES e

thostelS5H 13 {ES
FA R

) F 4 L AR AR R4 — o — F A AT 0T TN0)

() Pageant®H{ES

[ ok | [ @D |

6.9 TeraTerm ODFEHE M

a—HP L L RATL—X (AT —R) ZASHLTOKZ4 L, SSH I — "~ NThh., =L
Ta 7 IRERIN AT REFERITTELLIITRD £1,
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7F-TILE) |EE) F|EES) a>bO-I0) 24 E2(W) ~LF(H)

6. 10 TeraTerm OFEEHETE T 14 OB H
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6.4 OpenSSH IZ§ [+ 5 E#EHIR

SSHZEfEZ 2 &) Z &iF, BEEEHR S 2 bIUL, V=" ETa~vy REfOREOBIENRR Y hT—7
FRECRAEICZR D Z 2B L ET, #TH SSHAHBICEZ DRI E NI DITEF =2V T ¢ BiFEL
<HYFEFADT, SSHEM > THNOEIMEELITO 2L DTE 22— [P T RLAZ W
FRAKBRICHIR 95 & RV CTL X 9,

PEGEHIBR 21T 9 72 81C iptables 24 5 Z & & TE £33, OpenSSH DFRE T b #5#¢ Al RE 72 = — W 2 [RIE
TAHZ LN TEET, 2 2 TlE OpenSSH DR EF ZFE L E T,

OpenSSH Tld/etc/ssh/sshd_config ZfRET 5 Z & THIHAARE/R = —F ZHIRTX 7,

/etc/ssh/sshd_config ZLL T L I ITHwE L F T,

R P

# UsePAM no
UsePAM yes

AllowUsers linuc

UsePAM 73 no 1272 > CTWAEEIT yes ITZEFE L. AllowUsers \ZFFR] LW — VL O Lzt LE T,
N Ta—H linuc PIAMI SSHIC K D8N TE < 220 £,

Z—PHNTHFATTL20TIERLS, 22— LT IP T KL AR EZMAELETHAT LW AR E
X, pam_access ZFIHT HMERH Y £7°,

pam_access | L AEEFHIBEZIT O I20I121%, O3 O>O7 7 A VEiELET,
(1) /etc/security/access. conf I[ZHIENAE Z Lih 5,
(2) /etc/pam. d/sshd Z#FEET 5,

(3) /etc/ssh/sshd_config ZHEET 5,

%12 sshd ZFEEI LE T,
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/etc/security/access. conf (\Zi%, E MO OEHGAZ T[T E NI L—)LE IR LET,

TEAIE, == — linuc 2% 192. 168.138.0/24 O3> U — 7 v 5T D E O 856t 2 5Fn L, F Ot
TETHESTIEVIHDOTT,

& EH
+ @ linuc : 192.168.138.0/24
- ALL : ALL

=R E I

/etc/pam. d/sshd

(KFhBINERSY)

(\Z1% pam_access I[ZBF A FCiR 21BN L £77,

%PAM-1. 0

auth required pam_sepermit. so

auth include password—auth

account required pam_nologin. so

account required /1ib/security/pam_access. so —iBn

account include password—auth —Z DT XV ENTEMT 5

pt—— %\m% p——

pam_access (ZP 9 550 IE, 7 account include password-auth” X Y EIZEERT D MLENH

DFEFTOT, EBTEICEER LTI XN,

/etc/ssh/sshd_config Tlid. UsePAM % yes & L £,

ZZETO

RIERTETTh

I, sshd ZHEEITHZ L T, BrLOREDKMEINET,
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6.5 HEREFIC Kk B SSH 4

SSHZITIEH D/XA T — R & o 72GRGELAMC bt~ 7 A VR L7232

ShTWnET,

6.5.1 sshd DEEFE

NBRgERE B AR AT 21213 — Ml sshd_confg Z#LL O L D ITHREL 77,

R f

root ¥EFR T /etc/sshd _config ZHE L ¥ 7,

2]

[root@localhost]# vi /etc/ssh/sshd_config

AT 29703 Ay s L TaECLET,

< A H R >

#PubkeyAuthentication yes
#AuthorizedKeysFile . ssh/authorized_keys

<KEHEE>

PubkeyAuthentication yes
AuthorizedKeysFile . ssh/authorized_keys

REZENTT LIcb, sshd ZFHEEE L £ T,

=174

[root@localhost]# /etc/init.d/sshd restart

sshd Z{F1kb: OK
sshd Z#2EIH: Ok
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6.5.2 BI7AILDERREER
SSH C/ABH#ERE B N A2 FIH T 5121E, i E4AmR L £,

Linux TOW I 7 A ILDER L FH

Linux ECSSH D8~ 7 A V&4 H121% ssh-keygen z< > Ra{FHE1,

$ ssh—keygen

RANZEET 7 A NORAFHT L 7 7 A VA ZER S ET,

Enter file in which to save the key (/home/<username>/.ssh/id_rsa):

FIFIEFTIFAR—LT L7 FU®D .ssh 54 L7 bUETFICHZREIT id_rsa. ARSI
id rsa.pub EWO Ty A NATERSINET, BETILENRITNIEZEDOE E Enter 247 L CTLEE A
AV IR

RIZASAT L—=ZDANERDDH A = VR 2EFRENLDOT2HE LR L ASAT L—XZ AT L
o NAT L= XIARAT = RED b HBERENOT10~30 CFREDOT VT 7y b - Hog - 5
TEESTHHE TRV L—RAERETHLERNTLE I,

Enter passphrase (empty for no passphrase):

EEnzgtty oo b, AR5 5 XNORHM: B, MBI NI SN TIWTERrA, 774
NDRN— y va YRORES TR EBO BDNE o R EENALE T, T 74V R T /osshT 4 LY
Y DO/IN— v g 0% rwx——- . id_rsa O/ "—I v g L rw———— . id_rsa.pub ®/3—3 v

va it rwrr— T3,

ssh—keygen OA 7T a WG OFE LWL man ssh-keygen 72 & CHERTX £77,

Y=, 7T AT FEZ Linux DA RO X D27 747 MAUIT sshkeygen ZFITT 5L R
WTLX I,
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E1761

[linuc@client ~J$ ssh-keygen
Generating public/private rsa key pair.
Enter file in which to save the key (/home/linuc/.ssh/id_rsa): <«—Z%®DF F Enter
Created directory ’ /home/linuc/. ssh’.
Enter passphrase (empty for no passphrase): —NAT L —X% AT
Enter same passphrase again: —HERRX T 1L —X%E AN
Your identification has been saved in /home/linuc/. ssh/id_rsa.
Your public key has been saved in /home/linuc/. ssh/id_rsa. pub.
The key fingerprint is:
£6:02:6b:73:05:95:62:¢7:90:47:2d:31:ab:aa:15:d8 linuc@client
The key' s randomart image is:
+—[ RSA 2048]-——+

==+

+. *o.

R

o o

\ |
\ |
\ |
\ |
| . EsS. |
\ |
\ |
| |
| |

[linuc@client ~1$ 1s .ssh

id_rsa id_rsa.pub WG L NEHENER STV D
[linuc@client ~]$ 1s -1d .ssh

drwx————- . 2 linuc linuc 4096 5 H 29 16:32 2013 . ssh

[linuc@client ~]$ 1s -1 .ssh

&tk 8

—Tw——————— . 1 linuc linuc 1751 5 H 29 16:32 2013 id_rsa

—-rw—r—r——. 1 linuc linuc 395 5 H 29 16:32 2013 id_rsa. pub
[linuc@client ~]$

I, 74T MUTERLIEEST DS S, AL b — M L £,

B, = MUDKR—LFT 4 L7 FUIZ .ssh T4 V7 B UDBMER SN T Z2WGAIZEHFRNC/ER L
T, .sshT A L7 FYUDN—via 3700 ICHELET,
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[linuc@client ~]$ ssh server

linuc@server’ s password:

Last login: Wed May 29 19:02:17 2013 from client
[linuc@server 1§ 1s -a

[linuc@server ~]$ mkdir .ssh

[linuc@server ~]$ chmod 700 .ssh

[linuc@server ~]$ 1s —-1d . ssh

drwx————— . 2 linuc linuc 4096 5 H 29 19:35 2013 .ssh

. ssh/authorized_keys 7 7 A /VMERL S 3L TR WIEEILEFRIC/ER L9, authorized_keys 7 7 A
NDN—=X g UL 600 ICREL THAND LD Z ENTERNEIIZLET,

[linuc@server ~J$ touch .ssh/authorized_keys
[linuc@server ~J$ chmod 600 .ssh/authorized_keys
[linuc@server ~]$ 1s -1 .ssh

&t 4

—Tw——————— . 1 linuc linuc 395 5 H 29 19:35 2013 authorized_keys

4 TIZ . ssh/authorized key EELTWBEAIEZ T4 7> MITKRD L 912 ssh 2> REE(FT
L2 L TREARET 7 A NEEIET HZ ENAEETT,

[linuc@client ~J$ cat .ssh/id_rsa.pub | ssh linuc@server 'cat >> .ssh/authorized_keys
linuc@server’ s password:
[linuc@client ~1$

sshfRHDIEHET, —MIE 27 T4 7 MUTHERT 22 —FELABERL581F ssho4 7> a T
2—FHERELENZ2WVWE I ICEELE T,

H— AT authorized_keys 2T 2R ENHA TWIIZE., authorized_keys (ZABRSEA BN L 7= K
JLTTIRD ssh Bife s & ABRSERE 5- 5 N CHlEN T £,

authorized_keys Z % E T D HilL password DASZRKD LI TWE LTz,

[linuc@client ~1$ ssh linuc@server
linuc@server’ s password:
[linuc@server ~1$
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authorized_keys Z % ET 5 & passphrase D AIVRKD HLD L H TR D £4,

[linuc@client ~1$ ssh linuc@server

Enter passphrase for key ’ /home/linuc/. ssh/id_rsa’ :
Last login: Wed May 29 19:33:48 2013 from client
[linuc@server ~]$
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Windows TR#EI7AILDEREFIA
Windows TlX Tera Term > C#ET7 7 A NEZERTHZ N TExET,

Tera Term DA ==—75 [FRE] — [SSHEAR] 2L 9,

5 Tera Term - [FRISE] VT [E=EEEE

F7-IL{F) #|EE) [FE(E) | 2> rO-I{0) TaF2(W) ~JLTH)
BE(T)...

F—i— F(K)...
)P — (E)...
TOFZAP)...
S5H...
SSHEZEL(A)...
SSHEE(D)...
SSHERERE(N)...
TCP/IP..
2HH(G)...
ZOAMDEE(D). ..

HEDREF(S)...
EEMEHAFH(R)...

STy TEHRAH(L)...

[X] 6. 11 TeraTerm > SSH 4k A = = —

FEAEROEFRASHE AR RS NET O T, SO RSA] By M 12048) (272> TnWH I %
MR LC. TR RE 2L £,
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-

‘L Tera Term - [FRISE] VT

—
-

17T ILF) $|E(E) =|E(S)

RO R
eobge  LEHQ |

R4l @ RSA () DSA —
EGDSA-256 EGDSA-224 2048 | Friel |
EGDSA-521

A=
JIAT L — g
A0

6.12 TeraTerm @ SSH &4 B 5 H A /) B I

BEOERDPTET LI, NATL—XZ AN LET, aAXAy MMERICANTLZENTEET,

[ABRSRDLRTT ) THVESREDLRLE ) FNENDRZ ML CURFHEEE L T _SO#ERFLET,
ZOFITIX, ABH#E%E id_rsa. pub, FAEHEE id rsa EWIARTTHRFEL TWVET,

PSRN IR D L HRERED BN < 2o T L E I 7odd, WEHICITIBEREHNBMLETT,

RIZ, REAFEEZ Y — 1 ~T v T o — R LET,

Tera Term C SSHEEt 21T -7~ L C. (REFELT-ABSET 7 14 V% Tera Term DE[H~RKT v 7 L TLZE
/AN
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4 192.168.138.130:22 - Ipic@localhost:~ VT

e mx

e, [MEC -~ 2EY  HR

¢ BRICAD

e O n _
&l BERRURSF

i+ Dropbox

B 90—k id_rsa id_rsa.pub

S4T51 24

6. 13 TeraTerm ® 7 7 A V5%

T 7 A NVIREZITWETMN? LN ETOT, ISCP] RE UV EH LT 7 AN EY— AT v T a—
RLTL &V, SCPIFM A L S RIET T 7 A VB L R2IZEIEE L TSN ET,

https:/linuc.org @ LinuC 123



T A% b

Tera Term: 777l B=

T IAREEITLE T Y

scp: TF

[FrriLigis| |

6. 14 TeraTerm @ 7 7 A V510 28 i ]

WA FR—LT L7 FUECTFD.sshT 4 L7 F U IZ, authorized_keys & W) ARHITHRIELE T,

ANBRFED/SI—I v a F 60012 LT 7ESNY,

e

[root@localhost]# 1s

id_rsa. pub Tl —F RFaAL b B AR
Fyra—K FARZ by ETH [EEES
[root@localhost]# mv id_rsa.pub ~/.ssh/authorized_keys
[root@localhost]# chmod 600 ~/.ssh/authorized_keys
[root@localhost]# 1s -1 ~/.ssh

aat 4

—Tw——————— . 1 linuc linuc 381 1 H 28 19:22 2013 authorized_keys
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74T MAITTIZ, Tera Term IZEBWTCIEE AL > T —~T 7B ABITWET,

HARWNZ, NRAT— R CRFET DR ERI U TT A, FBREOEE T (LA T F A Maflio | Tide<,
[RSA/DSA $EZf# 5 | #3RIN L7~ LT, [WEH) N2 2L T, MELTCWOIRE#EEZETEL T2

S,

W EDONRAT7 L —X20F, #EAERLEBRICIEE LI XA 7 L —X 2 AN L TLIEE N,

e e
4o 192 168.138.130
FREELRETE
I—HEMN: Ipic
PAZL— AR St ed

AT —FFEATL_HICER T A M)
[t E RS (8]

O LA T AREEDL

@ BSA/DSAFRFEES | A ¥Desktop¥d¥id rea

rhosts{S5H 1 {ES
-

© F L VL AR ATEREEN & —F — A 255 T1)G)

(71 Pageant?{HE

EEE

6. 15 TeraTerm DFRF#ERERE
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6.6. PermitRootLogin D&

T 7 4V h®D SSH OFXE Tl root 2—H L L CEHER VA 2§52 EMNA[RE/RD T, root TOBR T A
T L2 WVWESICRETAERWVWTL L 9, root TOR T A U HFARILARWNWE S ICT AT
/ete/ssh/sshd_config ZRD X 5 IT(EIE L £1,

<ZE W R >

#PermitRootLogin yes

<AEHEH% >

PermitRootLogin no

AW %I sshd ZHEE L £7,

PermitRootLogin |ZEXET DIEITIRD LY T9,

)5 R— 4 Bk |
yes root TOSSHBR A L ZFFLET, (T 74/ 1)
no root TO SSH = 7 A U &FFA] L EH A,
without—password INAY — NRGEZE R L £/ A,

FRESNIZa~y FORBFFATLET, TOMDRE
TETFFA ENnEE A,
forced—commands—only 1%, VE— M TRy 7T v PR EONHE SE- 0L 2| 2EFRTY, % THEMNT
% X 912 authorized_keys 7 7 A /LT command 47> a VERETH I L TEIT LIV a vy RERET
HZ ENTEET, PermitRootLogin DA 7> = 2DV TCIE man sshd_config THERT A I LN T
£9

forced—commands—only

6.7. NRAT—FIZKBFAFTENZTS

T 7 )b N OFRE TILIEE D/XA T — RFEGERFF A S TWE 0, @ O/ XA T — RERGECITREER
BOLIBRTFETZ—VFLZLENRNAT—-RFZEOVHEINTLEI &, AERT 7B AZHTEANLH Y F
7,

CHICKI LTEET 7 A N EAE S T2RIEDOHEE ., U2 —T L ERAT L —XZIE LR TEZE LT
by WEHEEF > TORUTIUIRIERT 7 BAZF T2 L3dH 0 £8A, 72, WMEHERENTZEL
THNRNAT =AM ERITIVIIEE 2 - - 33RI TE 8 A,
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ZDOXINTEEDONAT— RBGEL D b7 7 A N B S TRGEDO Nt X =2 VT 4 i8E L2 mH<MAEDZ
ENTEET, B, BT OBIREZRED WAL, BHOSR T — FRFEZFHFAI LARNWT, #7 7
/r/l/é’ﬁql/\f_wunEf_ Ti’ﬁjﬁ‘éﬁ“ﬁ? Lﬁ“é Lk EU/\VC‘\L/JZ 50

%774)71/T®wu uftfx_ T’i’ﬁjﬁ“élﬂ S $HU k—%77/])/1/%1ﬁ’3 TiGECIELLS T 7R T&EAZ L
EHERLET, VE—FMPBLT 7 BALTHEEEZToTWVWEIHRE, RELZEEXD L SSHTOT 7R
NCERIRDFEERHDHDT, +HFITEELTLEIN,

AL TOT VB AR MR TEX7- 5, sshd_config ZFREL T, RAT— RICE BTN TEX 20 E 91T
LFET,

INBRBERRGED B 2 FF [T A 1T1E/ete/ssh/sshd_config ZR D L HITEEL £,

<ZEHR>

PasswordAuthentication yes

<KEHEE>

PasswordAuthentication no

AT sshd #FHEENT 5 &, U TOT 78R T TERL 2 . X047 SSHEHADAIHEIZ R Y
\i‘aﬁo

6.8. NRITL—X7% LOERAIZTDWLT

UE— ROV —NTHEN Y 77 v 7 DX BRI T/ARRAY — R LTHEITLIZWGRIC, RAT7 L—
PN L@W{ﬁ%%ﬁﬂi‘?é & THBZRICY B — M= OBEERAREL 2D £¥, "ATL—X
RLOWERTENT 250, TOMERPEENTLE LARTL—XRLTRHREESNTLE I -
D, BT 7 A VITELEL _f’%jﬁj‘é%%ﬁ)j}) DET, root HERTARAT L—XR LO#T 7 A VEFI L
7=WGETL /ete/ssh/sshd_config @ PermitRootLogin C forced-commands—only Zf8E T 5 & BEWVWTL
£ 9

INAT =X LOFET 7 A WX ssh-keygen ZFITLT2 & EINZZEDNRAT L—RX% AT1T 50, %0

BNAT L—RAaBHTH I ETERTEET,
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WD /XA 7 L — X% H 4 5121% sshkeygen a2 KD p A7 > g wfFEWET, F4 723
VTRT T ANERET DL LN TEET,

[linuc@localhost ~J]$ ssh—keygen —p —f .ssh/id_rsa_nopass

Enter old passphrase: —HWRRA T L — X% AT

Key has comment . ssh/id_rsa’

Enter new passphrase (empty for no passphrase): —ZF D FEF Enter
Enter same passphrase again: —Z DO F F Enter

Your identification has been saved with the new passphrase.

INATZ =X L CHEATHEEITHEHOH#E# T 7 A V&2 HE L. authorized keys OB ET FredD L 9
\Z command A7 g fEMAFRE 2~ REFHIETAERBWTL L 9,

<authorized_keys THTTE %2~ REHlfRd 258 EDH >

command="1s /bin” ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQCcpn8vg0cdbmibbpyCpOSDB5xtLqubUCOAQT37/J2g80K5D0pwI914+25qx7bu
UzF7znbX6/iATVyhd11D+uC3K0TBg/tcNQ/n3MLary * + « <Eg >

7 AT MUl T/, ssh ITERIF SRS id_rsa_nopass &l CTH— N2 SSH 856 T D121, “-
i7 AT a TR FANVEBRELET,

[linuc@client ~J$ ssh —i .ssh/id_rsa_nopass linuc@server

alsaunmute dnsdomainname 1sblk rview
arch domainname 1scgroup sed

awk dumpkeys lssubsys setfont
basename echo mail setserial
bash ed mailx sh

cat egrep mkdir sleep

< LU HE >

[linuc@client ~1$

H— Ml T/. ssh/authorized_keys @ command 7> a ' THRESN-a~w Ly RETRETINLET,

authorized_keys 7 7 A /V@DFFE LWinHIX man authorized_keys 72 ETHERR L TL 72 &V,
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7. X2 T4 Y—ILICEBRHRIABRMEBARE

71. SATLDREABRME FUVEARFMIZDONT

— AT, SMNEBDA o Z =Ry NIV AT bR T DBRE, 77 AT U — AV ERET S Z L TARE
T I EARE ZHEDBANREOERIH L TEex =) T4 W EITOVET,

LML, 7747 U= VERETHZET, R—FRIPT RLATT 7 EAZHIRTE L —E R
XD ARNERIBEE WS 5 Z LIXTTEETH, RFEZEICH L TAR L T A —E2A~DKE (1=
EXX, V=TT U= a COMEFIEE DN [ZOWTIE, ERICHET S ENELWE
EZESE

WO 72X 2 VT A RN RSN TN EIZE Y, Hh—, RET7 7AW EICHSTZHE, A
Bt —E A DAE 1L & o TE B2 E 721 TlEZe <L Web 2 7 Y O EALZR BT LY | FHTITA
ZWELCLEY (&, AL TWD Web 2T YN T 4 VARGV A b ~EEET DL O &
AWENTED, T4y TP A bADFETLEOBUSASNIZY T5) FEBEZ D TREMENH Y £
R

FRDXE ST, T AT U =N FEOEX 2 Y T R EERE L TRASNTEARERT 78 XA 2T
LDENeFE L LT, WESABRARRARAD T bILET,

ARETIT, LAY 7 b =7 Thd Tripwire &, ZAHY 7 v =7 T D Snort I LE
‘j‘o

1.1.1 REABHIZDNT

VAT LANDT 7 A IAIKTT BB BE - HIRE WS TmFEREBRNT S E T, AET 7B RAEICK
D77 ANDEIIS VERIMLET,

WEAMHAELTO Z & T, PHIERWeb 20T Y OEFLELRNTHIENTEX, RET 7 B2 52K
T B2 ENTEBHLHITRY E£T,

1.1.2. BABRHICDOLT

Fv MU= WDy FEERL T, V=200 —EAEGEEKE (DoS) 72 E D 3w b DN EF SR
HIpXH— 2 B TR TF v WO NRE— T A NLVTEHL, VIR TF 2 RICEZEOHHL Ny &
e L £9,
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RABHEAT ) Z LT, SMINOARIERT 7 B AR T DM Z AT 5 ZENTEH L 22D £,

7.2. Tripwire [T & e S AREEN

7.2.1. Tripwire DEE
KEITIE, SABIY 7 v 2T ThbD Tripwire ODMEEAZFAA L £4,

Tripwire (X, Y AT AMMIMA ONTZEEERNT LA —T 0V —ADORS AR Y 7 b U =27 TH,
GPL(GNU General Public License) DTCICEEECTHIATAZ BN TE £4,

Tripwire (X, 19922, 7 AU I /NNT 2 —KFET, ANRT 4 — RfliLLU—r - FLAKRGIZE DB E
NWE L, £0%, K Tripwire fHiC X VgL S, XIS T 57T v N7 4+ — AR ERThivT
W, BLE, Linux OLXIST B4 —7 0 — 2R E Windows 72 B2 b5t 52K Tripwire fhi2 X 5
P TFEE LE T, A—7 vV —RZkRIX. http://sourceforge. net/projects/tripwire/ X W AFT 5
ZENTEET,

Tripwire IZ. EEFRIREETOL AT LDATFT v T gy b (R—AT7 (0 F—HRXR—R) bF—HFX—
ZNWRFE L, BIEORETOI AT LADAFT v gy N #T 52 CHIEAEZHBMLEST, 20
72, VAT ANIEFRIRETR—RA T T —Z_X—=2%El L TEL Z ENEETT,

Tripwire TiZ, UTFDO K I RERERATHZ LN TEET,
& Uy ANDONRNERI N
& TrANRT 4L MUBNBIShI
& Ty ANRT 4 L7 MUNHIERS
@ TrANART ALY NYDF—F— = v arnEEHIN

—J7. Tripwire TiX, LFO XIS RZ LI TE EEA,
U7 NEA L TEREZRIMT S

TrAN T4 LY N OEREERET D
TrAN T4 L7 N OEEERARET S

[ ]
[ J
[ ]
® Ty ANT 4L N EETFIORIEICRET
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DEELIRETDLRTLDKRELTRTE
(R—=RFAT—ER—ADERL)

(a/

<

QIREDVATLDIREER—RSA T —RAR—E L

(

R
WEDVAT L

JPEZEINN P TN
7 mEBEIL. LR—F

, R . \
/
/ . . E \
| A . . |
v . .

| S . /

X 7.1 Tripwire OHEE
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7.2.2. Tripwire MEA

Tripwire A DTN EZLL IR L ET,

132

1. 4AR—IL

A

2. RYS—T7ILDIER

A 4

3. T—AR—RD WAL

- BEETIVIDRT

EEGEM-EE-HIFR)EL

5. LiR—hiER

6. T—ARN—RDEH

]

8. RS —I7MILDEH

EEGEM-EE-HIFR HY

7. HEANDXL

MEHY

I

X 7.2 Tripwire EEADFN
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7.2.2.1. Tripwire DA VX k=)L
Tripwire DA > A b —/LFIHIZSOWTRLET,
UUIFOFIEIL, BEER S TORTINA—Va 0 ThHDH 2.4.2.2 12050 THOHDTT,

DO R T L— XD U

Tripwire TIL 2 2D#ET7 7 AL (A bF—, BLO, v—hrF%—) ZFHALTT 7 A VORHEELT
STVWET, A A=A HIZIND 20D T 7 A NVDNNAT L—ADANEROONDLTD, A~
A M= AEEE BT DRNCHE L TR MLERH Y F3°, F/SAT7 L —X X8 LFL LT HHNEN
HYET,

®71 B77ANLEERAR

BT 7 ANV 5 &

YA b= VAT DRET 7 AN, R =T 7 A L OGRH

o—H L% — T—=BR=RT 7 A, LR— T 7 A NLDMRE
@ AvAb—L

Cent0S H® Tripwire /X v 7 —d, FERLLICBWTHESIN TEY FHADT, wget TY—Aa—
Fasyom—RLUT, make 2R EZHNT I NALEITWVET,

%A U, make, gecc E Vo TERBIR CAD Ry r— Oz, cpp BEL W gee—ct+/3y r — U N NLEE
2720 FFOT, FHNZ yum a< 2 REHANWTA VA =L L TBWTLEEN,

K176l

[root@localhost ~J# wget
http://jaist. dl. sourceforge. net/project/tripwire/tripwire—src/tripwire-2. 4. 2. 2/tripwire-2. 4.
2. 2-src. tar. bz2

[root@localhost ~J# tar jxvf tripwire—2.4.2.2-src. tar. bz2
[root@localhost ~J# cd tripwire—2.4.2.2-src
[root@localhost ~J# ./configure

[root@localhost ~]# make

[root@localhost ~]# make install

(Em)

Installer program for:
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Tripwire® 2.4 Open Source

Copyright © 1998-2000 Tripwire ® Security Systems, Inc. Tripwire ®
is a registered trademark of the Purdue Research Foundation and is
licensed exclusively to Tripwire ® Security Systems, Inc

LICENSE AGREEMENT for Tripwire® 2.4 Open Source

Please read the following license agreement. You must accept the
agreement to continue installing Tripwire

Press ENTER to view the License Agreement

ENTER ¥ —Z2 W T4 25 &, HAFELNIRTIENE T, SPACEXF—%2# T L, HHFEZNOREET
ﬁ&i‘j—o
GNU GENERAL PUBLIC LICENSE

Version 2, June 1991

(1)
This General Public License does not permit incorporating your program into
proprietary programs. If your program is a subroutine library, you may
consider it more useful to permit linking proprietary applications with the

library. If this is what you want to do, use the GNU Library General
Public License instead of this License.

Please type “accept” +to indicate your acceptance of this
license agreement. [do not accept] accept (accept & AJ7)
TZTENTER ¥ — %W TFF5¢, AV AP—F—BETLTLEIDOT, EELTIEIV,

Using configuration file ./install/install.cfg
Checking for programs specified in install configuration file...
/usr/sbin/sendmail —oi —t exists. Continuing installation.

/bin/vi exists. Continuing installation.

Verifying existence of binaries..

./bin/siggen found

./bin/tripwire found
./bin/twprint found
./bin/twadmin found

This program will copy Tripwire files to the following directories:
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TWBIN:

TWMAN:
TWPOLICY:
TWREPORT :
TWDB:
TWSITEKEYDIR:
TWLOCALKEYDIR:

/usr/local/sbin
/usr/local/man

/usr/local/etc
/usr/local/lib/tripwire/report
/usr/local/lib/tripwire
/usr/local/etc

/usr/local/etc

CLOBBER is false.

Continue with installation? [y/n] v (y & ARD)

Creating directories. ..

/usr/local/sbin: already exists

/usr/local/etc: already exists

/usr/local/lib/tripwire/report: created

/usr/local/lib/tripwire: already exists

/usr/local/etc: already exists

/usr/local/etc: already exists

/usr/local/man: created

/usr/local/doc/tripwire: created

Copying files.

/usr/local/doc/tripwire/COPYING: copied
/usr/local/doc/tripwire/TRADEMARK: copied

/usr/local/doc/tripwire/policyguide. txt: copied

/usr/local/etc/twpol-Linux. txt: copied

The Tripwire site and local passphrases are used to

sign a variety of files,

policy, and database files

Passphrases should be at least 8 characters in length

and contain both letters and numbers.

See the Tripwire manual for more information.
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Creating key files..

(When selecting a passphrase, keep in mind that good passphrases typically
have upper and lower case letters, digits and punctuation marks, and are

at least 8 characters in length.)

Enter the site keyfile passphrase: (A hXRT7 L —X% A7)
Verify the site keyfile passphrase: (A4 "SR 7 L —X% A1 (#E52H))

Generating key (this may take several minutes)...Key generation complete

(When selecting a passphrase, keep in mind that good passphrases typically
have upper and lower case letters, digits and punctuation marks, and are

at least 8 characters in length.)

Enter the local keyfile passphrase: (BR—hJW SR 7 L —X% AH)
Verify the local keyfile passphrase: (R—hW R 7L —X%Z AN (FEFEH))
Generating key (this may take several minutes)...Key generation complete.

Generating Tripwire configuration file..

Creating signed configuration file..
Please enter your site passphrase: (%A "hNRZ7 VL —X%AN))
Wrote configuration file: /usr/local/etc/tw.cfg

A clear—text version of the Tripwire configuration file
/usr/local/etc/twefg. txt
has been preserved for your inspection. It is recommended

that you delete this file manually after you have examined it

Customizing default policy file..

Creating signed policy file...
Please enter your site passphrase: (#A FXRT7 L —X% AH)
Wrote policy file: /usr/local/etc/tw. pol

A clear—text version of the Tripwire policy file
/usr/local/etc/twpol. txt

has been preserved for your inspection. This implements
a minimal policy, intended only to test essential

Tripwire functionality. You should edit the policy file
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to describe your system, and then use twadmin to generate

a new signed copy of the Tripwire policy.

The installation succeeded

Please refer to
for release information and to the printed user documentation

for further instructions on using Tripwire 2.4 Open Source

make[3]: Leaving directory /root/tripwire—2.4.2.2-src’
make[2]: Leaving directory /root/tripwire-2.4.2.2-src’
make[1]: Leaving directory /root/tripwire—2.4.2.2-src’
[root@localhost tripwire—2.4.2.2-src]#
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7.2.2.2. R =T 7AIDIERK

Tripwire IZR Y > —T7 7 A MZHEV, Z7 AN+ T4 L7 B OMEEZITOET,

RV =T 7AMFE, RV =2k LT XA N7 740 LB, RY>—7 740 (FX) EFESR)
DN % ICIT, twadnin 2~ REFIH L TER L 7,

R —OFRBRNFIZONTIE, 07.2.3.4. RV —T7 7 A/L~07.2.3.7. BEZZHELTIZIN,

WY =T 7 ANVOMERKIZ, LTFOa~<y FIZEDITVET,

R1761

[root@localhost ~]# twadmin ——create—polfile —site—keyfile /usr/local/etc/site.key (Y1 FF%
— 77 A/VD/NR)  /tmp/twpol. txt (RY T —T 7 A/ (CEX) D/RR)

Egi

[root@localhost ~J# twadmin -m P -S /usr/local/etc/site.key (¥4 hF—7 7 A /L D/XR)
/tmp/twpol. txt (KU > —7 7 A/ (GE3X) DI/RRA)

KRV =7 740 (CFE30) ORI, BREICS U CHEYZZEICES L TIZS 0,
KRV =T 7 AN (CEL) D/NA L LT Tripwire 4 ¥ A b —/VERIZARR &5 7 7 A )V (Jusr/local/etc/twpol. txt)
ERETDHZLELARETT,

av s REATRHCY A RARZAT L—=XDAN RO HNEFTOT, Tripwire A A h—/L LIZKFIZA
LT A FRAT L =X AL TLTIEEN,

B, A bF¥—7 7 A NIZIE, Tripwire A A b —/VIREIZ/ERR & 4L7z /usr/local /ete/site. key &7
Ebiﬁ‘c

K174

[root@localhost ~J# twadmin —create—polfile —site—keyfile /usr/local/etc/site. key
/tmp/twpol. txt

Please enter your site passphrase: (A hXRAT7 L —X% A7)
Wrote policy file: /usr/local/etc/tw. pol
[root@localhost ~J#
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avr REETTLHZLICLY, RUT—T 740 (30 MHoEAKELINTZRY v—T7 7 A1
(usr/local/etc/tw. pol) DMERREILE T,

7.2.2.3. T—2R—XD#H1L
RV —T 7 A NETIC, B TOYV AT LD 7 7 AT 4 L7 N)IERET —F _X—2{bL L F7,

T2 X=2OHIE, LTOa~y RICkvIiTnET,

R1761

[root@localhost ~]# tripwire ——init

Egi

[root@localhost ~J# tripwire -m i

gy RETHFICE— B NIRRT L—AD AT ERDSNET,
PAFiX, Tripwire DA A h—/VIEIZARR IS D 7 7 A4/ (Jusr/local/etc/twpol. txt) ZEDFE £
H L5506 T,

K176l

[root@localhost ~J# tripwire —init
Please enter your local passphrase: (B—HhJL SR 7 L— X% A7)
Parsing policy file: /usr/local/etc/tw. pol
Generating the database. .
**k*k Processing Unix File System sk
The object: ”“/selinux” is on a different file system...ignoring.
The object: ”/sys” is on a different file system...ignoring
##t#t Warning: File system error. X5 — (/usr/local/sysinfo 3FETEL7R2\)D)
#t Filename: /usr/local/sysinfo x5 — (/usr/local/sysinfo 231FE7E L72\)D)
#ttt No such file or directory ¥xF— (/usr/local/sysinfo DSFEFEL72\D)
###t Continuing. ..
##t#t Warning: File system error. x5 — (fusr/X11R6/1ib BSFEIEL 72\)

###t Filename: /usr/X11R6/1ib KT — (Jusr/X11R6/1ib BSFEEL72W)
#ft No such file or directory x5 — (Jusr/X11R6/1ib BSFEELZVD)
(B1)

https:/linuc.org @ LinuC 139




Wrote database file: /usr/local/lib/tripwire/localhost. localdomain. twd
The database was successfully generated.
[root@localhost ~J#

FRavy RETRO L =T =N sneHGa6id, RV =77 A VEEEL, BET—ZX—
2D Z ATV E T,
1. RYVT—T7740 (FEX) OELE
TT =, RoleT AN T 4 LT FUDRRAZMHER L, ELWSRIEET 20, B4
MBALTHEVWWEEIL, R —T77 A0 (FX) O4EHRE a2 A T U MLET,
2. R —T757 A I)VOVERL (twadmin —create—polfile)

3. T—HX—=2DOHHL (tripwire ——init)

7224 BEEFI VY

R 2T T =B R= 2N L TCWAD VAT LD T 7 A« F 4 L7 NUIEREBIEDS AT LD
TrAN T4 L7 NUIERERY =T 7 A N TF = v 7 LET,

FEAICEN T, IS AT AOBANT = v 7 £179 ZLiCk b, BoHTF =y 7 0a~
v R% cron |Z8&T 5 &R TH,

BAMF = 7%, LFOa~<r RickirnEd,

K176l

[root@localhost ~J# tripwire -—check

ER il

[root@localhost ~J# tripwire -m c

BOMEF = 7 OFERIX. /usr/local/lib/tripwire/report/A A M- B4+ (YYYYMMDD) —HEZ)
(HHWMSS) . twr EWH LiR— 77 AL CHIIENET,

B SRoa 7o, BEENAT, BEWMT = v 7 2T LRI TO®EY T,
[Total violations found: 0], [No violations. | EFREIN., BEXKITHREINET A,
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i 71451

[root@localhost ~J# tripwire ——check

Parsing policy file: /usr/local/etc/tw. pol

**k*k Processing Unix File System sk

Performing integrity check..

The object: “/selinux” is on a different file system...ignoring.

The object: ”/sys” is on a different file system... ignhoring

The object: ”/var/run/vmblock—fuse” is on a different file system...ignoring.

Wrote report file: /usr/local/lib/tripwire/report/localhost. localdomain—20130113-154402. twr

Open Source Tripwire(R) 2.4.2.2 Integrity Check Report

Report generated by: root
Report created on: Sun 13 Jan 2013 03:44:02 PM JST
Database last updated on: Never

Report Summary:

Host name: localhost. localdomain

Host TP address: 127.0.0. 1

Host 1ID: None

Policy file used: /usr/local/etc/tw. pol

Configuration file used: /usr/local/etc/tw. cfg

Database file used: /usr/local/lib/tripwire/localhost. localdomain. twd
Command line used: tripwire ——check

Rule Summary:

Section: Unix File System

Rule Name Severity Level Added Removed Modified

Tripwire Data Files

Monitor Filesystems
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User Binaries and Libraries
Tripwire Binaries

0S Binaries and Libraries
Temporary Directories

Global Configuration Files
System Boot Changes

RPM Checksum Files

0S Boot Files and Mount Points

0OS Devices and Misc Directories

S O O O O O O o o o
S O O O O O O o o o
S O O O O O O o o o
S O O O O O O o o o

Root Directory and Files

Total objects scanned: 107042

Total violations found: O

Object Summary:

# Section: Unix File System

No violations.

Error Report:

No Errors

*kk End of report sk

Open Source Tripwire 2.4 Portions copyright 2000 Tripwire, Inc. Tripwire is a registered
trademark of Tripwire, Inc. This software comes with ABSOLUTELY NO WARRANTY;
for details use ——version. This is free software which may be redistributed
or modified only under certain conditions; see COPYING for details
All rights reserved
Integrity check complete
[root@localhost ~1#

AR ERDO 7 7 A M, MSAESNTZZEZBELEEFT 2 Mz T, BEMF = v 7 2 FT LRI
LLFowv T4,
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FRENSIZE RN, ER E LTHESNET,
LTFOHABINGL T 5 DICBE L TAEEMBRIH SN TND Z &R, Db 77,
« /usr/local/etc/twpol. txt. bak A HIFR

« Jusr/local/etc NEFH

« /usr/local/etc/twpol. txt NZH

+ /home/test/twpol. txt. bak AN BN

« /home/test/ N H

i 11451

[root@localhost ~]# tripwire ——check

Parsing policy file: /usr/local/etc/tw. pol

**k*k Processing Unix File System s

Performing integrity check..

The object: ”/selinux” is on a different file system...ignoring.

The object: ”/sys” is on a different file system. .. ignoring

The object: ”/var/run/vmblock—fuse” is on a different file system...ignoring.
Wrote report file: /usr/local/lib/tripwire/report/localhost. localdomain—-20130113-160810. twr

Open Source Tripwire(R) 2.4.2.2 Integrity Check Report

Report generated by:

Report created on:

Database last updated on:

root
Sun 13 Jan 2013 04:08:10 PM JST

Never

Report Summary:

Host name:

Host IP address:

Host ID:

Policy file used:
Configuration file used:
Database file used:

Command line used:

localhost. localdomain

127.0.0. 1

None

/usr/local/etc/tw. pol

/usr/local/etc/tw. cfg
/usr/local/lib/tripwire/localhost. localdomain. twd

tripwire ——check

Rule Summary:
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Section: Unix File System

Rule Name Severity Level Added Removed Modified

Tripwire Data Files

* Monitor Filesystems

* User Binaries and Libraries
Tripwire Binaries
0S Binaries and Libraries
Temporary Directories
Global Configuration Files
System Boot Changes
RPM Checksum Files
0S Boot Files and Mount Points

0S Devices and Misc Directories

S O O O O O O O o o o o
o O © O o o o o o o o
o O © o o o o o o= o o
o o O o o o o o o BEE o

Root Directory and Files

Total objects scanned: 107042

Total violations found: 5

Object Summary:

# Section: Unix File System

Rule Name: User Binaries and Libraries (/usr/local/etc)

Severity Level: 0

Removed:
”/usr/local/etc/twpol. txt. bak”

Modified:

”Jusr/local/etc”
”/usr/local/etc/twpol. txt”
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Rule Name: Monitor Filesystems (/home)

Severity Level: 0

Added:
” /home/test/twpol. txt. bak”

Modified:
” /home/test”

Error Report:

No Errors

*kk End of report kk

Open Source Tripwire 2.4 Portions copyright 2000 Tripwire, Inc. Tripwire is a registered
trademark of Tripwire, Inc. This software comes with ABSOLUTELY NO WARRANTY;

for details use ——version. This is free software which may be redistributed

or modified only under certain conditions; see COPYING for details

All rights reserved

Integrity check complete

[root@localhost ~]#

7.2.2.5. LIR— kDR
BEMTF =y 7KV ISsNTe VA= N7 7 A NVDOFRRFIL, LFOa~<y RIZEVITWET,

==

twprint ——print-report ——report-level (L 7"— bk L~L, 0~4) —twrfile (LIR—KTZ7A1D
INR)

ERfl
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twprint —m r -t (LAR—FL UL, 0~4) v (LAR— KT 7 A ILDIIR)

MLUR— FLULE, 0 BSR4 BNipiFR T,
MLUAR— N7 7 A VORA L, BREICS U CEUIRMEICE &L T EEW,

VIR— F LUV 0 DG OFTAEIL, LLFOEY) T,

=174

[root@localhost ~J# twprint —print-report —report—level 0 ——twrfile
/usr/local/lib/tripwire/report/localhost. localdomain-20130113-160810. twr

Note: Report is not encrypted.
TWReport localhost. localdomain 20130113160810 V:5 S:0 A:1 R:1 C:3
[root@localhost ~J#

LA — MEROFHBIZLLFO®@ Y T,

VR O

S : B
ABMESNE=Z7 740 T4 L7 BY O
R:HIBRENTZT 7 A0 T 4 L7 MU O
C:ERINTT7 74N T4 L7 h) Ok

FREOETHITIE, EXBSME (T AN T4 L7 FUDOBMPIE, 77 ANV T4 L7 b
OHIBRDS 1, 77 A0 T4 L7 NVDOEENRIME) 20> HbEEEORGEVEILZ0 THD Z
LD EF,

LIR— F LUV 4 DIBEICBT 2FRAAEIL. LT OM Y Mo £ RS ET,

SRRt

[root@localhost ~J# twprint —print-report —report—level 4 —twrfile
/usr/local/lib/tripwire/report/localhost. localdomain-20130113-160810. twr

Note: Report is not encrypted.
Open Source Tripwire(R) 2.4.2.2 Integrity Check Report
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Report generated by:

Report created on:

Database last updated on:

root
Sun 13 Jan 2013 04:08:10 PM JST

Never

Report Summary:

Host name:

Host IP address:

Host ID:

Policy file used:
Configuration file used:
Database file used:

Command line used:

localhost. localdomain

127.0.0. 1

None

/usr/local/etc/tw. pol
/usr/local/etc/tw. cfg
/usr/local/lib/tripwire/localho

tripwire ——check

st. localdomain. twd

Rule Summary:

Section: Unix File System

Tripwire Data Files

* Monitor Filesystems

* User Binaries and Libraries

Tripwire Binaries

OS Binaries and Libraries

Temporary Directories

Global Configuration Files

System Boot Changes
RPM Checksum Files

0S Boot Files and Mount Points
0S Devices and Misc Directories

Root Directory and Files

Total objects scanned: 107042

Total violations found:

Severity Level Added

Removed Modified

SO O O O O O O O o o o o
S O O O O O O O o o~ O

S O O O O O O O o +~= o O
S O O O O O O O O Nd = O

Object Summary:
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# Section: Unix File System

Rule Name: User Binaries and Libraries (/usr/local/etc)

Severity Level: 0

Removed:
”/usr/local/etc/twpol. txt. bak”

Modified:
”Jusr/local/etc”
”/usr/local/etc/twpol. txt”

Rule Name: Monitor Filesystems (/home)

Severity Level: 0

Added:
”/home/test/twpol. txt. bak”

Modified:
” /home/test”

” /home/test/. xsession—errors”

Object Detail:

Section: Unix File System

Rule Name: User Binaries and Libraries (/usr/local/etc)

Severity Level: 0

Removed Objects: 1

148

https://linuc.org @ LinuC




Removed object name:

L O G SR R R G

*

Property:
Object Type
Device Number
Inode Number
Mode

Num Links

UID

GID

Size

Modify Time

Blocks

* CRC32

Modified object name:

Modified object name:

MD5

/usr/local/etc/twpol. txt. bak

Expected
Regular File
2050

939253
“TWw-r—————

1

root (0)
root (0)
13715

Thu 03 Jan 2013 10:12:35 PM

32
CsX19s

DL30rgh65sv60UpWFXtLYo

Modified Objects: 2

Property:
Object Type
Device Number
Inode Number
Mode

Num Links

UID

GID

Size

Modify Time

Blocks

/usr/local/etc

Expected
Directory
2050
912759
drwxr—xr—x
2

root (0)
root (0)
4096

Sun 13 Jan 2013 03:35:57 PM

/usr/local/etc/twpol. txt

https://linuc.org @ LinuC

Observed

Observed
Directory
2050
912759
drwxr—xr—x
2

root (0)
root (0)
4096

JST

Sun 13 Jan 2013 04:07:32 PM JST
8
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Property:

Object Type

Expected

Regular File

Observed

Regular File

Device Number 2050 2050

* Inode Number 914985 915102
Mode —TW—r———— “Tw-r—————
Num Links 1 1
UID root (0) root (0)
GID root (0) root (0)

* Size 13819 13820

* Modify Time Sun 13 Jan 2013 09:50:00 AM JST

Sun 13 Jan 2013 04:07:32 PM JST

Blocks 32 32
* CRC32 DZLw4z BI/W5b
* MD5 Arzkb+NG9RsbMeMoi jbcZr BOX j6YdVtiSromrvl/EuMB

Rule Name: Monitor Filesystems (/home)

Severity Level: 0

Added Objects: 1

Added object name: /home/test/twpol. txt.bak

Property: Expected Observed
* Object Type — Regular File
* Device Number -— 2050
* Inode Number -— 939253
* Mode - “TW—r———
* Num Links -— 1
% UID — root (0)
* GID — root (0)
* Size i 13715
* Modify Time i Thu 03 Jan 2013 10:12:35 PM JST
* Blocks -— 32
* CRC32 i CsX19s
* MD5 — DL30rgh65sv60UpWFXtLYo
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Modified Objects: 1

Modified object name:

Property:
Object Type
Device Number
Inode Number
Mode
Num Links
UID
GID
Size

* Modify Time

Blocks

/home/test

Expected

Directory
2050
651527

27

test (500)
test (500)
4096

Sun 13 Jan 2013 08:41:18 AM

Observed
Directory
2050
651527

27

test (500)
test (500)
4096

JST

Sun 13 Jan 2013 04:07:05 PM JST

8

Error Report:

No Errors

*kk End of report sk

Open Source Tripwire 2.4 Portions copyright 2000 Tripwire,

trademark of Tripwire,

or modified only under certain conditions; see COPYING for details

All rights reserved
[root@localhost ~1#

B AT -HIfrESNTZT7 7 AN T 4 L7 VI LT, XRABLORT v 3T I FRBPERSINET,
BHEEIpo7-7 a7 12O THE, RHEIZ*DDOWTIREETER REINE T,
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7.2.2.6. T—3R—XDEH

AT = VIR ATA VT —HR—RALBEDO VAT AOIRREZ LB L TfTONET, T D7,
RIZHER LT, T a s T A0T7 v T T — MM ElLthn, BRHEO T 7 A Wikt L TERO =
—FRBIN - AE - HIBREIT oSG AICH, BAMET = 7/ CEERRMSINET,

ELWT 7 A LOEE GBI - 2% - BilkR) ZREILIEOEEGET = v 7 THRASNLRWE S IZT 57
DITIE, R—=RATGA T —HRX—=ZAOEHNMLEL 72D T,

T A RXR=ZOHEHL, UTDOa~vr NTEvITvwEd,

=174

[root@localhost ~J# tripwire ——update ——twrfile
/usr/local/lib/tripwire/report/localhost. localdomain—20130103-222802. twr (LR— K7 7 A )LD
INR)

770X

[root@localhost ~]# tripwire -m u -r
/usr/local/lib/tripwire/report/localhost. localdomain—-20130103-222802. twr (L R— K7 7 A )LD
IRR)

MUBR— R 7 7 A NVORA L, BEIDSC CEYIZREICE S T ZE0,

av U REFTTHE vimT 4 ZREBLET,

K176l

[root@localhost ~J# tripwire ——update ——twrfile
/usr/local/lib/tripwire/report/localhost. localdomain-20130103-222802. twr

WETES, 77 A VORIEFIEX, @EO vi =5 4 & LA LTT,
27— LT &, LTOLEITERERE L7740« F 4 L7 B OARNZAORRIC [x] 3D =
1TImMFTRENET,
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Hi Al

()

# Section: Unix File System

Rule Name: User Binaries and Libraries (/usr/local/etc)

Severity Level: 0

”_”

Remove the "x” from the adjacent box to prevent updating the database

with the new values for this object.

Removed:
[x] ”/usr/local/etc/twpol. txt. bak”

Modified:
[x] “/usr/local/etc”
[x] ”/usr/local/etc/twpol. txt”

Rule Name: Monitor Filesystems (/home)

Severity Level: 0

”_”

Remove the "x” from the adjacent box to prevent updating the database

with the new values for this object.

Added:
[x] ”/home/test/twpol. txt. bak”

Modified:
[x] ”/home/test”

Object Detail:

(&)

https://linuc.org @ LinuC

153




(xX]&F 2w 7ROV T 7 AN T4 LT FUIE T—F_X—RIMENDL T 7 AN T 4 L7 R
(EFRERCB IS 77 ANVERLETLHD) TY,

WZ, T—F X=X LT N T 7 AL« T4 L7 N (EEREEHETO0 v o) 122
WTC, Fxv %4, BRIFLET,

B, PRIFRRC TH#H## Error: Report file could not be parsed. Report may be corrupt. | &FE/RE
NHGEIE, VA= N7 7 ANVNO AR HARGEIZ/ > TWD Z ENRROAEEMERH D £,

export LANG=C Z#FEfTL T, HELHR—F 7 7 A VE/ERL LB LT IEE N,

R1761

[root@localhost ~J# export LANG=C
[root@localhost ~]# tripwire ——check
== A% ==
[root@localhost ~J# tripwire —update —r
/usr/local/lib/tripwire/report/localhost. localdomain-20130103-222802. twr

77 ANVDERIFRHIZ, B—A NIRRT L —=AD AN RO LN ET,

K176l

[root@localhost ~J# tripwire —update ——twrfile
/usr/local/lib/tripwire/report/localhost. localdomain—-20130113-160810. twr

Please enter your local passphrase: (@—HNIRAT7 L —ZADAS))
Wrote database file: /usr/local/lib/tripwire/localhost. localdomain. twd
[root@localhost ~J#

7.2.2.7. REA~D XL

Tripwire DFATIZK Y VAT LADRIERER (Z7 AN T4 L7 MY DB« Z2F - HIER) A%
SNTHEIE. FORERERMTONTRK ZFE Lz BT, EF2RE~OETT/EEL LT, Ny
IT T T—=ENEDVARNT e EORLEITNET,
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7228 HRYS—T7AIDEFH

AT, Bl 77 A0 T4V Z N ET =y ZHRITENM LY, T2y 7T 5RKF (a7
4) BEEFELIZVEWIRBECTZHAEE, RV =T 7 A NVOEHFEITNET, R —T77 AL
DFEFHHFHEITHOWTIE, 0 7.2.3. Tripwire DIEAREEZSZML T E &,
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7.2.3. Tripwire QEKEE

Tripwire DFRET7 7 A MIlE, VAT LRETZ 7 AN, BIO, RV —T 740D 2o0RH Y £,
A VAN VIR S BALSNTERE T 7 AV, BXO, RET7 7 A NVDOFEXLDOa B —RNAERK S E
7

# 7.2 Tripwire ODREZ 7 A IV

77 ANV it B

/usr/local/etc/tw. cfg VAT LARET 7A I

/usr/local/etc/twefg. txt VAT ARET 7 ANDar— (FEX)

/usr/local/etc/tw. pol R —T7 AL

/usr/local/etc/twpol. txt RV —T7ALDar— (FFEX)

7.2.3.1. SRATLEEIFZAIL
VAT ARET 7 A VTRIEARERRCHEB IR 7.3 Tripwire DV AT AREDEY TI,

# 7.3 Tripwire D 27 AERE

WREHEH HIH i B!

ROOT /usr/local/tripwire/sbin | Tripwire D/~ A&

POLFILE /usr/local/tripwire/etc/t | "YU T —7 7 A LD I/NA
w. pol

DBFILE /usr/local/tripwire/lib/t | T —Z~X—RA 7 7 A )LD I/NA
ripwire/$ (HOSTNAME) . twd

REPORTFILE /usr/local/tripwire/lib/t | LAR— K7 7 A LD/ A
ripwire/report/$ (HOSTNAME
)—$ (DATE) . twr

SITEKEYFILE /usr/local/tripwire/etc/s | V1A ¥ —T 7 £ JLDIXA
ite. key

LOCALKEYFILE /usr/local/tripwire/etc/1 | B —HLF—T 7 L )LD /XA
ocalhost. localdomain-loca
1. key

EDITOR /bin/vi TT 4 X DIRE

TMPDIRECTORY /tmp  *1 —WF T 7 A NDEZRABRIET 1

L7 R DIRA
GLOBALEMATL none *1 VA= FDREETRA—ALT R L
A
LATEPROMPTING False AFEVIINAT L—AREE S
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NnokEl = m < T 5561,
Mtrue] ZFXET D,

LOOSEDIRECTORYCHECKING

False

77 AN - HIER LB
LAR— FNEDORE

false: 77 AT 4 LT Y
W5 DEE A LAR— b

true : 77 A IVDOEEDOIHL IR
— b

REPORTLEVEL

LAR—KL~LDF 7 /L Ml
(0~4)

SYSLOGREPORTING

False

T =S N 2L - AT
TV 5T T A N— AR

B RV o—HHRIC AR S
IZA v =V EEETDLHNED
DDFETE

MATLMETHOD

SENDMAIL

A—NERETHEEOT e k=
JL (SENDMATL/SMTP)

SMTPHOST

mail. domain. com *1

SMTP #— 37 K L&
SMAILMETHOD 7% SMTP 35412
fRE

SMTPPORT

25 *1

SMTP R — h &=
SMATLMETHOD 73 SMTP D341
&€

MATLPROGRAM

/usr/sbin/sendmail -oi -t

A—=NVEEICHHAT LT e 7
INDINA
SCMATLMETHOD 723 SENDMAIL O3

alcieE

EMATLREPORTLEVEL

A—)VTCEETHLAR— ML
DT 7 4 Ml (0~4)

MAILNOVIOLATIONS

True

BOEVEF = v 7 TIL— JLIER D
SRV A — L& k5
THME D PDORIE

¥1 A VAN VIRFICAERKR S D twefg. txt ICFEE O /2WEHE
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7.2.32. SRATLEEIZAILDODABRT - FE
VAT RNBET 7 ANVIBLAK AL INTOEED, ZOFENELRE L RET L ENTEEH AL
VAT REET 7 ANVDONEOFRIT, LLFOa~y RICZViTWET,

R1761

[root@localhost ~J# twadmin —print—cfgfile

Egi

[root@localhost ~J# twadmin —m f

VAT LEET 7 ANERET HLAIT. UTOLIICVATLABRET 7ANVORNRET XA N7 74
ML, B LETIA N7y A LERELET,

K171

[root@localhost ~J# twadmin ——print—cfgfile > /tmp/twcfg. txt (HHS19c7 7 A LD/ R)

SHNTT7 7 A NVO/RA T, BEIDG U CHEEREICE S T30,
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7.2.3.3. VATLEBREI7AIDER - B
FERARNT P ANETICEET 7 AVOFEFIL. U TFOa~r RICLWiTOET,

E1761

[root@localhost ~1# twadmin ——create—cfgfile ——site—keyfile /usr/local/etc/site. key (¥4 %

— 7 7 AINDI/INA)  /tmp/twefg. txt (TFARDUVARATLARET 7 A ILDINA)

F7701%

[root@localhost ~J# twadmin -m F —S /usr/local/etc/site.key (¥4 FF—7 7 A /L D/XR)

/tmp/twefg. txt (VAT LERET 74/ (EX) D/IR)

KUAT LBET 7 A0 () O/8RE, BN U THYZEICE S A T EE,

g RETHHC, YA hXA T L—XD AN ERDSNET,

K171

[root@localhost ~J# twadmin —create—cfgfile —site—keyfile /usr/local/etc/site. key

/tmp/twefg. txt
Please enter your site passphrase: (A hXRAT7 L —X% A}))

Wrote configuration file: /usr/local/etc/tw.cfg

[root@localhost ~1#

https://linuc.org @ LinuC
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7.2.3.4. IRY—2J274JL
RV =77 A0 0%, BERNE (740 T4 7 M) ERENTEER L7 7 ALV TT,
R =T 7 A NDON— LDk E L PR L9,

BB GAT V= b4 > FOATF (v R (BHELBIER, - +)

Egia

(

BHEL B2, - - -
)
{

BERNBA Tl N4 > TaXT <A77,
REXNRA T =7 Ny > TanNT 4R

}

RERMNGEA T V=7 AT, RENRETE 77 A NVERITT 4 L7 Y Okt S A &Rl LET,
TaRT 4 ATINE, Foy P HITONE. £t Foov 72 TbR0NEETIR LET, B
I, V= IV DOAHIREN DR SN GEDORERA—NVT RL AR EEZTR LET,

N— L OFNILL T D@ Y T, #BITRETOEH DT AA L M E L THRDNET,

e S

# o 7—n

(

rulename = “Sample” ,
)
{

/tmp/sample. txt —> +p; # /tmp/sample. txt ICXF LT, 7 7 A /LDT 7 & ALt
}

7.2.35. BEMEA TV b4

RERMRA 7 V=7 MAICT 4 L7 ) OAREZIRELTEHEE. B TFOT7 7 A0« 7 4 L7 b UITH
LCTanNT 4R THRELET = v 7 MTbivET,

T ANDRAGE TR LIZ5E, St L7277 7 A MK L CORTaRT 4~ AT TIRELETF v 7
PTOIET,
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Flo, EDTZ 7 ANVERITT 4 L7 b ZRAgst e LIEWGSIE, MEXRNSEA TV =7 M
DRI 2D £,

#/etc B FOTXTDOT 7 AWK LT T r/XT 4 v A maskl TOREEIT D,
# 7272, Jete/passwd \Zx LTIE T B/8F 4 = A2 mask2 TOMEZIT I,

# F£72. Jete/re. dIZx L TIMAEEITORR,

maskl = +pug;

mask2 = +pugsM;

/ete > $(maskl) ;

/etc/passwd —> $(mask2) ;

/ete/re. d;

7.2.3.6. FONTAIRY
TanRT 4w AT X, BRENRERT LT (a7 ) OFEAETY, TuXsoo—EL, £1.4 7
BT D—FD@Y TY,
T HNT 4 ORISR HIUTREZITV, 7037 ¢ ORN-BhHIUIHREZAX v T LET, Tr3T7
£ DENCH-WDFT N HTFE LR WA ITREZITOET,

£7.4 FTuXF L 0—E

PA=Yavars Bl

a T 7 & AW

b BobCTconz7ey 7K

c i/ — N /AEIEREZ]

d i/ — KR BEINLT /31 21D
g F—F =07 N—71D

i i/ — &

1 PAADRELRDT 7 AV

m & E R

n U sk

p N—Ivyayv

r i/ —FTHRESNDT A A ID
S Ty ALY A X

t TrANEAT

u F—F =D —H% 1D

C CRC-32 /N ¥ =2l
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H Haval /~v 3 =&

M MD5 7~ 3 2 i

S SHA 7~ & = fl

Tripwire DA > A b—)VIFIZAERENSD 7 7 A4V (Jusr/local/ete/twpol. txt) TiX, W 2Dz
RT Y~ AT PERE LTERSNTVWET, (R 1.5 EREAT0ART 4~ A7)
21X, Dynamic (%, p,i,n,u, g t,d IZB L THRAEEZITV, s,1,1,b,a,mc,CMS,HIZE L CIdREEIT
WERA, (0T, R—2 vy a0t —F—DHEAMMIONWTIIREA TE ETN, 77 A LORER
P ZOEFIZONWTIHRIMTE FHA,

R 1.5 BREELTONRNT 4RI

B B (FexTFo~R7) R AER L

Device +pugsdr-int1bamcCMSH FRA AT 7 AV

Dynamic +pinugtd—srlbamcCMSH BT D7 7 AV

Growing +pinugtdl-srbamcCMSH i & & bl A4 AR KR E
D774V

TgnoreAll —-pinugtsdrlbamcCMSH FHEORET = v 7Tk
A %

TgnoreNone +pinugtsdrbamcCMSH-1 FT_RTCOTa T4 2F =
VI T DT AN

ReadOnly +pinugtsdbmCM-rlacSH A EH T 7 AV

Temporary +pugt - A %

ERFEHLTONRT A< AT EFERL, R —7 7 A VEHEICERT D Z &N TRETT,

B ZIE, WEB — D5, HIML 7 7 A AREIE 7 7 A VIR EFRa T Y DT anNT (v AT &
$(ReadOnly) &L L, 77 A LDNR—=2 v a7 7 A NVONEOERELZBETHZ LT, WEBYA b
S AERAREE 720 £7,

g7y AN EEATICERRRET L7 7 A MO TIE, 77 A NVONBERRSA SN L%
BT 52 LIXTEERA, VA XADPNEL R Z LT RELI RDETFTHONIETa T 4~ A
%#$(Growing) £ 9572, 77 ANDORPEIIN U7 0T 4~ A7 ERELET,

7.2.3.7. Bl
B O AFPII L — L ORI LY B 5,
TR ER T, BHIZ0E DL —icet LT S ET,

RERGFT V=0 M > TuATF w27 (BHEL 1 = B, - - +)
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PIF ok, BIEEo L — iz L CEHSNE T,

(

B 1 = BVEE, B4 2 = JRMEE,

)
{

BEXNRA T2 " > TaXT 4~ AT,
BEXNRA T =7 " > T T 4~ AT,

}

BIEE LT, EHARERLDIE, £ 7.6 D@D T,

£ 7.6 BE—E

B B

rulename N— VLT Z DT ET,
DIFTAENL, AT =y 7 ROBEMT = v 7RO LA — |
DR TCHEHINET,

emailto AT = v VREROA—NVEELEERELET,
—email-report A7 v a Uf & TEEMNT = v 7 &5 L7
WA S ET,
7 RURAEEEIRET 2541, emailto=" A—/LT KL & A; A
— LT RLAB” LEEELET,

severity JL—VZEEEE (0~1, 000, 000) &2} £9, HEEDOT 7 41 K

il 0 T,
BEMT = v 7 w#FEiT HEE. HDHEBELL DO/ —LD I % %}
G L35 LTEETT,

recurse

T4 L7 N EAipEE T E CHIRICRET 02 REL T,
true, false, F72I1%. -1~1,000,000 DETAEIEELET, T 7
4V MEIX true T,

true (72131 : T4 L2 NI TOTXTOT 7 AV, 77
4 V7 MDA RERD ET,

false (£72130) : T4 L7 FUDOHABKRERNG LD F5,
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7.2.38. RYL—T 74 ILOABERT - #wE
RY o —T 7 A VEBARE RSN TNATD, ZOFETNEEER - ETHZ LN TEXERA,
R =T 7 A INVONEDOFERIL, UTFDa~<wr RiZLViTnET,

E1761

[root@localhost ~J# twadmin —print—polfile

Egi =

[root@localhost ~J# twadmin —m p

RV —T 7 A NERETIHRITL. LTOLICRY) S —T 7 A NVDONEEZT XA N7 7 A VICH S
L. HAOLETXFA N7 7 AV ERELET,

[root@localhost ~J# twadmin —print-polfile > /tmp/twpol.txt (HHS1%e~7 7 A /LD /IR)

KT 7 ANONRAE, BREIDEC THEEZREICE S L T ZE0,

7.2.39. RYUS—DJ 7L IILDEH
FEXRANTZFANETICRY O —T 7 A NLOEHFIT. UTOa~r RIZLZViTnET,

K176l

[root@localhost tripwire—2.4.2.2-src]#t tripwire —update—policy /tmp/twpol.txt (KU —7 7
A (CEX) Ds3R)

ERfl

[root@localhost tripwire—2.4.2.2-srcl#t tripwire -m p /tmp/twpol.txt (KU —7 7 AL (LX)
DIRA)

MRV —T 7 A0 (EX) O/8R L, BREIDG U CHEEIZZEICE X2 T IEI0,

awy REFRCa—BI N RAT L —R B A "R T L —ADANZRDLINLET,
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E1761

[root@localhost tripwire—2.4.2.2-src]#t tripwire —update—policy /tmp/twpol. txt
Please enter your local passphrase: (B—H /SR 7 L— X% A1)
Please enter your site passphrase: (A hXZRT7 L —X% A7)

77777777 Policy Update: Processing section Unix File System.

======== Step 1: Gathering information for the new policy.

The object: ”/selinux” is on a different file system...ignoring.

The object: ”/sys” is on a different file system...ignoring

The object: ”/var/run/vmblock—fuse” is on a different file system...ignoring.
======== Step 2: Updating the database with new objects

======== Step 3: Pruning unneeded objects from the database

Wrote policy file: /usr/local/etc/tw. pol

Wrote database file: /usr/local/lib/tripwire/localhost. localdomain. twd

[root@localhost ~J#

RV —=T 7 ANEFTFTLHE, XR—ATA T —EX—=ZALTHTLHMLERHY £, FlziX, &Y
VT FANDEFIZL T ANAET 2y 7T DL = ADBINE o LET, AU —
T ANEER LT TIE, XR—ATA T —E XA T7 7 A )V APFELBRNZO, BEET =
VI TCT7ANVACEH LT R—=RATA T — I RXR=R LBEORBAHR TE R R TLEVET,
tripwire @~ K (tripwire —update—policy) IX, HILWWEKR U I —7 7 A LIZHEV, KU —T 7 A
NBLOR=RATGA T —HRX—=2ADBHETNET,
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7.3.Snort IZTK BB AR

7.3.1. Snort MPE
KEITIEZ., BAREMY 7 by =7 TH5D Snort OMEE A L £,

Snort %, UNIX 38 X TVNUNIX At~ > Windows ¥ > L CEMWET A, IP Xy NU—2 EDOUTALHZ A
LATDO T 7 4w 7T, BLORr v MVEICKHR LTz A—T 0 Y — ADE AR —/LT9, GPL
(GNU General Public License) D GICEETHIATAHZ ENTEE T,

Snort {Z. 7 A YU B®D Marty Roesch KT XV, 1998 HFIZF DM NN—g U EINELE, 0
e, HARFORT 7 4 7T OFRICL VA RGBSRV —E > NOERBI T, BIfES B 21k
LT CVWET,

IAEORIET 72 AFOMENZ2 T, b7 78 A= R ICKRET 5 2 E N T AEFEED
BEWY T R T LT, FA— Ity FOAAZA RCEVEEARERRY > —ICHSTX A3
MEEZFFSOY 7 v =27 & LTEL OMMTEAINTWET,
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7.3.2. Snort ME A
AEiTIL. Snort MEATFNEEZ = LE T,

Snort MMZHEZ A 77 ) & LT libpeap, PCRE, libdnet, Barnyard2, DAQ 23MEE L 720 £4, FEANIA
2V A+ http://www. snort. org/start/requirements ZZHML T EE N,

F72. Cent0S 6.3 minimal # (1 A M— AT HR/IMERR A RIRL72556) Tld, Zabada o
NTDDIZLLT DNy =V OB, A M= ABREEE 2D £9, £T1E Cent0S DT 4 A7 NHAK
TR CHER R r—V A VA =L LET,

yum AFHATEX 2561F, yum 2o TA U A =L LTHIEDH Y EHA,

(LLFiX Cent0S 6.3 64bit REREED 726 rpm £ % 1L, FIHOEREICEDOE THABRZ T EIW,)

R1761

[root@localhost /]# mount -r -t 1509660 /dev/cdrom /mnt

[root@localhost /J# cd /mnt/Packages/

[root@localhost /]# rpm —ihv gcc—4. 4. 6-4. el6. x86_64. rpm ¥
cpp—4.4.6-4. el6. x86_64. rpm ¥
glibe—devel-2. 12-1. 80. e16. x86_64. rpm ¥
libgomp—4. 4. 6-4. e16. x86_64. rpm ¥
cloog—ppl-0. 15. 7-1. 2. el6. x86_64. rpm ¥
glibc—headers—2. 12-1. 80. el6. x86_64. rpm ¥
kernel-headers—2. 6. 32-279. el6. x86_64. rpm ¥
mpfr-2. 4. 1-6. e16. x86_64. rpm ¥
ppl-0. 10. 2-11. el6. x86_64. rpm

[root@localhost /]# rpm —ihv make—3. 81-20. e16. x86_64. rpm

[root@localhost /]# rpm —ihv flex—2.5.35-8. el6. x86_64. rpm ¥

bison—2. 4. 1-5. el6. x86_64. rpm

[root@localhost /1# rpm —ihv gcc—c++—4. 4. 6-4. el6. x86_64. rpm ¥

libstdct+—devel—4. 4. 6—4. e16. x86_64. rpm

[root@localhost /]# rpm —ihv zlib—devel-1.2.3-27. el6. x86_64. rpm ¥
pkgconfig—0. 23-9. 1. el6. x86_64. rpm

Feir . WEHT A 77V Libpcap ZEBALE T,

Libpcap &3, Ry MU =2 &N/ 7y FEfBITT 572007477 U T,

Snort TIEZDTA 7TV ZFH LT, Ry FU—=27 37y FOfRNT 217> T E T,
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http://www. tepdump. org/ 735 Libpcap DV —RAa— K& Xy a— KL Tay/Sf )b f A h—JL
ZATWET,

E1761

[1pij@localhost ~J$ cd /tmp
[1pij@localhost tmp]$ wget http://www. tcpdump. org/release/libpcap—1. 3. 0. tar. gz
== G =
[1pij@localhost tmpl]$ tar xvzf libpcap-1.3.0. tar. gz
== fé‘ﬂ]{% ==
[1pij@localhost tmp]$ cd libpcap-1.3.0
[1pij@localhost tmpl]$ ./configure
== G =
[1pij@localhost tmp]$ make
== fé‘ﬂ]{% ==
[1pij@localhost tmpl$ su -
INAT— R:
[root@localhost ~1# cd /tmp/libpcap—1.3.0
[root@localhost libpcap—1.3.0]# make install
== lé‘ _=

&IZ Per]l Compatible Regular Expressions # 1 A h—/L L %7,

Perl Compatible Regular Expressions (PCRE) &1, Perl AHADIEMFH A2 C SEETHEL-T7(4 7
7 U T4, Snort 721F TlE72 <, Apache HEDEkAx 72V 7 FU =7 THEONTWET,

http://www. pcre. org/ 735 tar 7 7 A VE X o a—RKLET,

K174

[1pij@localhost ~J$ cd /tmp

[1pij@localhost tmpl$ wget ¥

http://sourceforge. net/projects/pcre/files/pcre/8. 32/pcre—8. 32. tar. gz/download
— W ==

[1pij@localhost tmpl]$ tar xvzf pcre—8.32. tar. gz
— W ==
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http://ja.wikipedia.org/wiki/%E6%AD%A3%E8%A6%8F%E8%A1%A8%E7%8F%BE
http://ja.wikipedia.org/wiki/C%E8%A8%80%E8%AA%9E
http://ja.wikipedia.org/wiki/%E3%83%A9%E3%82%A4%E3%83%96%E3%83%A9%E3%83%AA
http://ja.wikipedia.org/wiki/%E3%83%A9%E3%82%A4%E3%83%96%E3%83%A9%E3%83%AA

[1pij@localhost
[1pij@localhost
== %\
[1pij@localhost
— R —
[1pij@localhost
INAT— N
[root@localhost
[root@localhost
W —

tmpl]$ cd pcre-8. 32
tmp]$ . /configure

tmp]$ make

tmp]$ su -

“1# cd /tmp/ pcre-8. 32
pcre—8. 32]# make install

Libdnet &%, *v NU— 7 BEOBMELXHFEILT ST 475 Y T,

http://libdnet. sourceforge.net/ "6 tar 7 7 A VX o a— R LET,

K171

[1pij@localhost
[1pij@localhost
== lé‘
[1pij@localhost
== lé‘
[1pij@localhost
[1pij@localhost
%
[1pij@localhost
A ==
[1pij@localhost
INA T — R
[root@localhost
[root@localhost
%

“1$ cd /tmp

tmp]$ wget http://prdownloads. sourceforge. net/libdnet/libdnet—1. 11. tar.

tmpl$ tar zxvf libdnet-1.11. tar. gz

tmp]$ cd libdnet-1. 11
libdnet-1.11]$ . /configure

libdnet—1.11]$ make

libdnet—-1.11]$§ su -

“]# cd /tmp/ libdnet-1.11
libdnet—1. 11]# make install

gz

A VA N=VZLL ETET T2, 20 Libdnet 74 77 Y % Snort FIHTE 5 L 51212511,

/usr/local/1ib/iZ, .so 77 A (Unix ;%2 0S DILHF T A4 77 U DPLIEFN. so THD) NLFEL 2D
\i—a—o
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HMEDON— g U TIE, .so 77 AVITHEMER S LT, 74 77 VU »/usr/local/lib/libdnet. 1. 0. 1
CFLTHELETDOT, 77 ANLDEREL . R v 7 U7 OVERRZLTVY, Snort BRI TE 5 X
T LFET,

K176l

[root@localhost ~]# cd /usr/local/lib

[root@localhost 1ib]# cp —p libdnet.1.0.1 libdnet. so.1.0.1
[root@localhost lib]J# In —s libdnet.so.1.0.1 libdnet. so.1
[root@localhost 1ib]# 1n —s libdnet. so.1.0.1 libdnet. so

Barnyard2 & iX. Snort OFEREZH 1T A7-0DT 47 F U T3, Snort BIETIX., fERIIAAA T 77
AL THhEnNET,

RKITAT7Z VL, Sort DFERT — X Zitrird, MySQL 72 EDT —H X—AMRIFLET,
AENT, F—F_N— 2 L OB TV ER A, Sort DA A VNI EIZ R BT, 4 VA R—LF
BB LET,

http://www. securixlive. com/barnyard2/download. php 7% tar 77 AV &x X7 a— K LET,

K176l

[1pij@localhost ~J$ cd /tmp
[1pij@localhost tmpl$ wget http://www. securixlive. com/download/barnyard2/barnyard2-1.9. tar. gz
— AW ==
[1pij@localhost tmpl]$ tar zxvf barnyard2-1.9. tar. gz
— W ==
[1pij@localhost tmp]$ cd barnyard2-1.9
[1pij@localhost barnyard2-1.9]$ ./configure
— W ==
[1pij@localhost barnyard2-1.9]$ make
— W ==
[1pij@localhost barnyard2-1.9]§ su -
INA T — R
[root@localhost ~J# cd /tmp/ barnyard2-1.9
[root@localhost barnyard2-1.9]# make install

== G =

170 https://linuc.org @ LinuC




DAQ &%, Snort WEMET — X ZHSGTH-DIMNERTIA T I VBIOEY 22— T, "=V g
2.9.0 LAE®D Snort TITMEL 20 £,

http://www. snort. org 75 tar 7 7 A L& Z 7 a— R LET,

K176l

[1pij@localhost ~J$ cd /tmp

[1pij@localhost tmp]$ wget http://www. snort. org/dl/snort—current/dag—2.0. 0. tar. gz —0
dag—2. 0. 0. tar. gz

== fé‘ ==
[1pij@localhost tmpl$ tar zxvf dag—2.0.0. tar. gz
— W =—
[1pij@localhost tmp]$ cd dag—2.0.0
[1pij@localhost dag—2.0.0]$ ./configure
== fé‘ﬂ]{% ==
[1pij@localhost dag—2.0.0]$ make
— H =
[1pij@localhost dag—2.0.0]$ su -
INA T — R
[root@localhost ~J# cd /tmp/ dag—2.0.0
[root@localhost dag—2.0.0]# make install
— HWE =

BNWT, AV ARN— NV LTETATT7 V%, UTOFRIATY AT MMIRHEIEET,

SRRt

[root@localhost ~J# ldconfig —v /usr/local/lib
[root@localhost ~J# ldconfig —p | grep dag
libdag. so. 2 (libe6) => /usr/local/lib/libdag. so. 2
libdaqg. so (1ibe6) => /usr/local/lib/libdaq. so

B, AT a7 Lo Ideonfig 2~y REFATLIEBRZ, BEIMIIZ /usr/local /1ib T4 77 U 7 %
LA L LTI WIEEIE, /ete/1d. so. conf OFREIZ. /usr/local/lib ZBIMT 2B LI L TLFE,
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E1761

[root@localhost ~J# vi /etc/1d. so. conf
include 1d. so. conf. d/*. conf
/usr/local/lib

I\ Snort DA A M=V EITWE T,
http://www. snort.org 75 tar 7 7 A L& Z 7 a— R LET,

R1761

[1pij@localhost ~J$ cd /tmp
[1pij@localhost tmpl]$ wget http://www. snort. org/dl/snort—current/snort-2.9. 4. tar. gz ¥
-0 snort-2.9. 4. tar. gz
— =
[1pij@localhost tmpl]$ tar zxvf snort-2.9.4. tar. gz
== fé‘ ==
[1pij@localhost tmpl$ cd snort-2.9.4
[1pij@localhost snort—2.9.4]$ . /configure
— HE =
[1pij@localhost snort—2.9.4]$ make
== fé‘ _=
[1pij@localhost snort-2.9.4]$ su -
INAT— R:
[root@localhost ~J# cd /tmp/ snort—2.9.4
[root@localhost snort-2.9.4]# make install
== fé‘ﬂ]% _=

AR
Snort AVFIIIT % = — A Mk L 7,

K176

[root@localhost ~1# useradd snort
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P —ERRE
Snort DERET 7 AL, VY —Aa— KO r—IJIZEG&FNTNWETODOT, /ete/sysconfig i FiZ=
E— LT, REREFOREEZEEL TIIEIN,

P RET AN EAaE—LET, Ny =Y %/t ISR LT EBELET)

K17

[root@localhost ~J# cp /tmp/snort-2.9.4/rpm/snort. sysconfig /etc/sysconfig/snort

MBEIZJS U C/ete/sysconfig/snort Zfmte LE9,

REHI

# /etc/sysconfig/snort
# $1d$

== fé\ H] ==

# Listen 95 (F—ERXRELTAR—FEBL) XYy NTV—I A F—T =4 AEHELET,
INTERFACE=eth0

# snort ZFETT 52—V LI N—TERELET,
USER=snort
GROUP=snort

== fé\ H] ==

t v HNDT 4oL FUERELET,
LOGDIR=/var/log/snort

— s =
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‘#2277 Y 7 H

=R L LTHBEBSEL581F. VAN r—VICE#HA 7 VT RFERTHETOT, £
NZEFMT 2 Z LAARETT,

K176l

[root@localhost ~J# cp /tmp/snort—2.9.4/rpm/snortd /etc/init.d/
[root@localhost ~J# chmod 755 /etc/init.d/snortd

B, TN NORETIT. BEIZZ Y 7k snortd ®FEFT/ AT /usr/sbin/snort £ TEY . F
TV DA A M—)LN A /usr/local/bin/snort EES TWETOTHEE LTIV,

BREICA DY T/ete/init. d/snortd #fRET 5. b L <IE/usr/sbin/snort 75 /usr/local/bin/snort
~DYRY w7V T EERT D7 EOXIGEITo T &0,

RN =N DOYHIBLE Z 1TV E T

W= T 7 AL, EDOR IR E = ZRAE LTHRIT 505 EHZLTNWD T 7 AL TT,
N—UZiE, B e b O 0 303, RFHIZBW UL, ARV A P THENM L TV LR Cflix 5 2
Ra2=T A RO —VEREHT D FEICOW T L E T,

JL— VO FHAEL B

K176l

[root@localhost ~J# cd /tmp

[root@localhost tmpl#t wget
https://s3. amazonaws. com/snort—org/www/rules/community/community-rules. tar. gz

p— %\ m% pt—
[root@localhost tmp]# tar zxvf community-rules. tar. gz
p— %\ m% pt—

[root@localhost tmp]# cd community-rules

[root@localhost community—rules]# mkdir /etc/snort
[root@localhost community-rules]# cp sid-msg.map /etc/snort/
[root@localhost community-rules]# mkdir /etc/snort/rules

[root@localhost community-rules]# cp community.rules /etc/snort/rules/
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WIZ, F DM, snort DEMWEICKHERRE T 7 AN ER ) —ADET 4 L7 S U5, /ete/snort
Bl Rl —LET,

R1761

[root@localhost ~J# cd /tmp/snort-2.9.4/etc
[root@localhost etc]# cp attribute_table. dtd¥
classification. config¥

gen—msg. map¥

reference. config¥

snort. conf¥

threshold. conf¥

unicode. map /etc/snort/

[root@localhost etc]# chown -R snort. snort /etc/snort

Wiz, a7 72 Y snort OEMEIZHER, T4 L7 MY ZERLET,

K171

FATZIDBRATDET 4 L7 U DIERK
[root@localhost ~J# mkdir /usr/local/lib/snort_dynamicrules

o 7 iE OER% (/ete/sysconfig/snort THRELZT 4 L7 K1)
[root@localhost ~J# mkdir /var/log/snort
[root@localhost ~J# chown -R snort.snort /var/log/snort

wicn 77— —2a VOREEITVET, V—ARNFr—JIEENILI 7 7 AN ERELET,
F 7 )L hTClX. /var/log/snort Bl Foua 77 7 A i —F— g U if& o TnET, LEIDS
LT, /ete/sysconfig/snort CTRRE LT 4 L7 R ~EHELTL IV,

K176l

[root@localhost ~J# cp /tmp/snort—2.9.4/rpm/snort. logrotate /etc/logrotate. d/snort
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7.3.3. Snort MEKRETE

AT, Snort DIAREZ BN L ET,
DRGERBIETH OFIBYILHEIE L E T

F4 VL7 M ER—E

2Tl Snort ZEWESEAZ L ARREL L, MEL—L

77 AN NZ
/etc/sysconfig/snort P — AR E
/etc/init. d/snortd EEhR 7 U 7R

/etc/snort

Snort BHHEFR E

/etc/snort/snort. conf

AAVRET 7 AV

/ete/snort/attribute_table. dtd

JBYEDE

/etc/snort/classification. config

7 T ADEFH, system—call-detect X
web—application—attack & W\o 7= L—7431F &, *
OB L~ (priority) ZRELET,

/etc/snort/gen—msg. map

Ay —VER

/etc/snort/reference. config

S5 URL D& FRERE,
WZHRELET,

JL— L AN URL % B R4 5 5%

/ete/snort/threshold. conf

HAHIRERE, F8E LIZFEEIN CRIL T 7 — b2 E L
BHIL72WNE W T3 E ClZ Mif T £97,

/etc/snort/unicode. map

Unicode D4 Ha~ ~

/etc/snort/rules

JL— LERTE

/etc/snort/so_rules

B L — LR E

/usr/local/lib

BINL-REEZ 77 Y

/usr/local/1ib/snort

Snort DI A 7TV

/usr/local/lib/snort_dynamics

B — VETICET 29477 Y

/etc/logrotate. d/snort

0 u—7— g ViHE

/var/log/snort o 7 fE I
/var/log/snort/alert VAN =274
/var/log/snort/snort. log. * Wmaa 7

176
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/etc/snort/snort. conf ZFFEL T, VAT ARELZITWET,

R B

[root@localhost ~1# vi /etc/snort/snort. conf

# HOME, EXTERNAL 72D xRy hU—27 R ELFET,
ipvar HOME_NET 192. 168. 0. 0/24
ipvar EXTERNAL_NET any

# UTOEBOMEEEELET, NAZHHT L7 BUDLLOMI A TIZRL, L v T4 L7 b
Ug OO SAE LET, (L /xxx &, /xxx &£ LET,)

var RULE_PATH . /rules

var SO_RULE_PATH . /so_rules

var PREPROC_RULE_PATH . /preproc_rules

var WHITE_LIST PATH . /rules

var BLACK_LIST PATH . /rules

# AT L — L DREEI TV E T,

# 77 AV FHBO include T CTHARAT 7 7 A LV EFRE L E T,

# 774NV FTHESN TV A—MIFELRWZDa A T 7 b LET,
#RiFEFvr—RNLlcalia=T 4 L—LEZBMLET,

include $RULE PATH/local. rules

include $RULE_PATH/community. rules

#tinclude $RULE_PATH/app—detect. rules
p— %\ m p—

#tinclude $RULE_PATH/web—php. rules

#include $RULE_PATH/x11.rules

RIZ/etc/snort/rules/local. rules ZffE L C/L— /L DR EZITWVET,
EMERR D T- 012 T X TD PING 2 I 5 /— L& BIML 9,

2

[root@localhost ~1# vi /etc/snort/rules/local. rules
alert icmp any any —> any any (msg: “ICMP Packet detected”; sid:999999;)
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CZETOEENTZE T LESL, T—F U2 EE LT, BEMEREZITWET,

R1761

[root@localhost ~J# /etc/init.d/snortd start

ek, —EAEENZERIT 2581, /var/log/messages IZ= T — A v E—URH NI TW RV E
MR LTI &,
LLUFIE, local.rules 7 7 A W BNFELBWEEDO T T — A v —T1,

t 71451

FATAL ERROR: /etc/snort/rules/local.rules(0) Unable to open rules file
”/etc/snort/rules/local. rules”: No such file or directory.

local. rules 7 7 A /L DFAE L 72

REOw 7R S, BEITE RWEEn 7 ShRWEER ST, rsyslog DREZZLE L E
‘a—‘o

K176l

[root@localhost ~J# vi /etc/rsyslog. conf

2 73[RITC 500 [ THI N ZFF AT 2583 L T 0@ Y T,
$SystemLogRateLimitInterval 2
$SystemLogRateLimitBurst 500

[root@localhost ~J# /etc/init.d/rsyslog restart

B Fv hT— 2R IDS TR A RED v M EZITRAVENHA-D T I A%y AE— R
TEMETAHLENH D £7°,
FOEDIZ, Fy "I — I A B —T a2 ZADRELELUTOLIICEELTLLEE N,
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[root@localhost ~J# vi /etc/sysconfig/network—scripts/ifcfg—eth0

PROMISC=yes

[root@localhost ~I# /etc/init.d/network restart

Snort 2NELE) L7z G A RvD PING 2547 L, MEEHO/L— VN EWET 2 02 L £ 7,
WA L7384, /var/log/snort/alert \(CLATFD X 5 AR EBEMENE T,

t 1451

12/18-01:51:33. 985838 [*x] [1
192.168. 10. 1 —> 192. 168. 10. 10
12/18-01:51:33. 985900 [*x] [1
192. 168. 10. 10 —> 192. 168. 10. 1

12/18-01:51:34. 989393 [#x] [1
192.168. 10. 1 —> 192. 168. 10. 10

12/18-01:51:34.989442 [**] [1:

192. 168. 10. 10 —> 192. 168. 10. 1

12/18-01:51:35.994032 [**] [1:

192.168.10. 1 —> 192. 168. 10. 10
12/18-01:51:35. 994066 [*x] [1
192. 168. 10. 10 —> 192. 168. 10. 1

12/18-01:51:36. 996208 [**x] [1
192.168. 10. 1 —> 192. 168. 10. 10

12/18-01:51:36.996251  [**] [1:

192. 168. 10. 10 —> 192. 168. 10. 1

1999999

1999999

1999999

999999:

999999:

1999999

1999999

999999:

0]

0]

0]

0]

0]

0]

0]

0]

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

Packet

Packet

Packet

Packet

Packet

Packet

Packet

Packet

detected

detected

detected

detected

detected

detected

detected

detected

[k ]

[k ]

[k

[k ]

[k ]

[k

[k

[k ]

[Priority:
[Priority:
[Priority:
[Priority:
[Priority:
[Priority:
[Priority:

[Priority:

0]

0]

0]

0]

0]

0]

0]

0]

{TICMP}

{TICMP}

{TCMP}

{1CMP}

{1CMP}

{TCMP}

{TCMP}

{1CMP}
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1.3.4. Ul Dty b7y T

HIffiCSnort k2 y h7 v 7 LEWEAZHERTHZENTEXELED, REOUZ2F = v 7 T5H5DIEK
ETHY, RHTRENBNKEDOEROFIZHIN TLE-TUIRY £9, TZTGI 2y b T v
7 UMERERE AR T A5 2 E M TEET,

NERAR—T L, 3SFEOY 7 M 2 TN ENTWET,

PLFORLIZHDEEIT, GUI Y — L DHEEERNH Y FTDOTEEIZL T EEN,

http://www. snort. org/assets/187/Snort_Frontend_Compare. pdf

1.3.5. L—ILDFa—=24

HEOEM & L TR o ~& a2l LE7,

o JL—LOFFE
RIEZRBETHLIOICHEDLLTHRIMTERNWIEET A NLVR « AT 4T EVNET, ZORKT,
ARITEFBE CTHLHCHLEDLLTHRALTLEIZLEZTH VA RV T 4T EVWET,

WO TFEIIH 2 H LS OB T A7 ORRFNTRET DL EF AN, L— L ORBIEZENEY] TR
BAIl, ZOXI R AESI SR LT LE I WRERS D ET, TH VA RXHTT 4T THLA -
ROT 4 TOEEEIE LD, T a—=0 752 EREEL D ET,

Fl . HEVICHLREOR IBHAIESNTNWD & BEOHLWELZALL TLE I AREERH D £,
WEHN—NVDF 2 —= T %575 T ERNEL R £7,

o EFHL—LOHEEA

TANZIEE LT, BEOHSTWNDPC DY 4 LVAKERY 7 MTBWT, EHIIC A AZ—r 77 (0
7 v 7T —RL TS ERWET,

Snort (ZHWT b [FAER T FIEO BB A AT 5 72 DIITNV— VA FH b T 20 ER B Y £3°, 2 Z T,
L EMNCAEY T v 75— b5 — L Oinkmaster & ZDREICOWVTHA L £,

HATHEM
Oinkmaster 1% root = —V TIXEITTEEH A,
snort L —H &1 9 2>, oinkmaster O —VFEHAE L T &V,

V= DT v 7T — R, Snort D/L— )V EKEHNT DT 4 L7 NUIZT 78 AT 5728 oinkmaster —
W EAERT D5 AT snort Z/L— 7 ~ETE SETL7EE 0,
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[root@localhost ~J# useradd oinkmaster -g snort

Ny 2T v TRHT v 7 MY {ERLET,
[root@localhost ~J# mkdir /etc/snort/rules_backup
[root@localhost ~J# chown snort. snort /etc/snort/rules_backup

IRy r— T DEA
Oinkmaster |X tar, gzip, wget 2~ RBEAINTWAXLENRDH Y £9, Cent0S DT 4 A7 X yum &
FIAL, A A= LTLEEN,

ALYV A BR—)L

http://oinkmaster. sourceforge. net/download. shtml 756 tar 77 A VEZ X o ma— KL TLZE,

=174

[root@localhost ~J# tar zxvf oinkmaster—2.0. tar. gz
[root@localhost ~]# cd oinkmaster—2.0

FAT7 7 A VORE
[root@localhost oinkmaster—2.0]# cp -p oinkmaster.pl /usr/local/bin/
[root@localhost oinkmaster—2.0]# chown oinkmaster. snort /usr/loca/bin/oinkmaster. pl

HEZ 7 ANOEE LULTICEETIT 74V b TEBRanET)
[root@localhost oinkmaster—2.0]# cp -p oinkmaster.conf /usr/local/etc/

[root@localhost oinkmaster—2.0]# chown oinkmaster. snort /usr/loca/etc/oinkmaster. conf

=TIV T 7 A IVDORE

[root@localhost oinkmaster—2.0]# cp oinkmaster.1l /usr/local/man/manl/
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[root@localhost ~1# vi /usr/local/etc/oinkmaster. conf

BHON—NEFX T a— RTH5-DDRL ZRELET,

url = https://s3. amazonaws. com/snort-org/www/rules/community/community-rules. tar. gz

BB, REZ 7 ANRARY A MG DO H HLUF O URL 1E, PERFR TITMER) 72 URL & 72> TWET,
http://www. snort. org/pub—bin/downloads. cgi/Download/comm_rules/Community—Rules. tar. gz

ZOFEETIE, B THRELLENEDN EEXINTLEVET,

R L7274 L7 NUIZEEND template—examples. conf |ZEEHEHDOHHEY . 7 7 A /L SID HAL UV
—/VHAL) T, A%y (EH7 7 A EEALRY) 0, NEOBEBRNTEET, FHMIHELET
B, FlESBITHERITOVET,

FAT (BhERERR)

R1761

[root@localhost ~J# /usr/bin/perl /usr/local/bin/oinkmaster.pl -o /etc/snort/rules —b
/etc/snort/rules_backup —C /usr/local/etc/oinkmaster. conf

/usr/local/bin/oinkmaster. pl -h TA 7> a o OHANER TX 9,
-0 7%

b NI T T

-C REZ 7 AV

—c HARMETICFEITLET RELRARTHERETHHLET,)
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WZIZ, ZNEHBBEITT D720 cron ~E& L E 9,

21T (cron T X 5 HEIELT)

K176l

5]) oinkmaster = — A 1 RHIEITLET,

[root@localhost ~J# crontab -e -u oinkmaster

0 1 % * * /usr/bin/perl /usr/local/bin/oinkmaster.pl -o /etc/snort/rules -b
/etc/snort/rules_backup —C /usr/local/etc/oinkmaster. conf 2>&1 > /dev/null

e *onfhoy—iv
EHZBT LY —ABARXYT A P THEIAISINTHETOT, LTI,

http://www. snort. org/snort—downloads/additional-downloads/
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8. X1 UT A RX¥Y Y- IICLDEBEDFI VD

8.1. VAT LDMHEMEDF T vIIZDLT

RIET 7 HARLA U Ea—2 T 4 )V ADOKE  FEI AR LI, 77V r—a R0V AT ANE
ELZ2WEEZ L TLEY, fERE L THBOBHREE (EAFHRE) DOIFESC T AT LOKERESCME:
HERHERDONARK 720 5E5F2 7 0 EORIBESEDOZ &2, VAT AOWEFMH & FFOVE T,

BagstErt R & ix, AL TCWD 0S Rvw =T, 77U r— a OMEgatEic B § 2 5 E oI

BWEITS Z Ll L, MEEEARIH L, WUNSHR AR LD 2 & T, Mt R 2 ulic T
WA TEBRIH SR — A= U ORIER NS ETHERERE X 2 U T ¢ FRITESAEN,
DKL OO WIEIC BT A ERERH 0 50T, MEgstkox RIZER ICEETT,

REITCTIIMETITHEDOT = v 7 & LTCIEFICHEN X2 T 0 A%y Y —/LTH D nmap 1 L Nessus
BRI LET,

(EEFH)

X2V T4 AF Y Y=V EFIT D2 LT TRTOMGEER R ol ZEMMRIETE 2017 T
EHVERA, SR R =T, TV r— g AIRMONETIENFE L, MIatEic B4 515 3
FHA7 v 7T — RSN TWET, FAIHT2EX2 V7 0 A% Y — L2 EHIRD, EMR 722
PeTF x v 7 %1770 > T TEE N,
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8.2.nmapIZ&btFal T4 ATV

8.2.1. nmap DIFE

nmap (%, UNIX 38 L OVUNIX Affi~ > >, Windows ¥ > ECENEST S, IP Ry hU—727 FOMEIZT
LR— h A% v UHERE, BIOWR— MEROLI—E AT 7V r—y g VORESC A=V g VOB,
0S DFEFEOBHEZREE T4 —T YV —ADEX =2 VT 4 AFX ¥ YV —/)L CF, GPL (GNU General
Public License) DOGIZHEETHIAT AL Z N TEET,

BATIZIZEA LD Linuk T4 AR Ea— g AR ESNTEY, FA—Va oYy — R a—
Ri% http://nmap. org/ LV AFTXFET,

8.2.2. nmap MEITIRIE

X2 VT A A UERNATO 12O, Fy MU =7k E BRUIZIEG CC nmap O EEREE & M5t
#5%‘%755\&)@&'?40

1)

o FW LERI(A B —FUh)
nmap(¥+&R)

nmap(DMZ2)

DMZ

o FW
KRRk RAb

RER nmap(RHR)

RAL RAE

0.1 Xy PU—27NIZEBIT 5 nmap DREH

® W FAZIZ nmap ZEE T 5 Z & TOAMBIZABR SNIZARA NBI O —E XA Z{ETHZ LA ARET
T, UL, AN D OB EEE LTt F = v 7 L LTHERITT,

® DMZ k2 nmap ZHElE T HZ & T, DMZ EOFR AR FEB LY —EZADOFHA, DMZ D NERIZT 7 & A H]
REZR AR A PB L OV —EXADORFAENFRET T, THUE, SMTICAR LT\ % DMZ ED A A R VRIE
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BASIIZIBE DD S DB DIZ EDRA RS OEMEI X Lo 7= NEH S OB & AE
LIefedstenF = > 7 & LTHETT,

® WNiixRry NU—7|Znmap ZFLET S Z LT, WHORA MBI —ERAOFENARETT, Zh
X, WEBDOER A KD OERE I A7 EOWNEI D OB ETE LIt oF = 7 L LTHZT
¥

8.2.3. nmap DA X F—JL

ARFNETIX, Cent0S 6.3 IZUNFK X3 TV D nmap-5.51-2 ZF|H L EF,

=174

[root@localhost disk]# rpm —ivh nmap—5.51-2. el6. x86_64. rpm
Preparing. . . HHHH AR T R R R RS [100%]
1:nmap BESHHEH AR A ST AR RIS [100%]

8.2.4. nmap IZL SR Y FI—9U XX v VDELT

nmap | L, E@EDOa~v > FATva U PHESNTWET Gl o~y K472 3 U220 T, nmap (1)
@ manpage x ZH L T &0,

1) *v FI—7 ETEE LTV AHKRA hORE

nmap

,192.168.0.0/24 / \
/N T

RAK RAK T RAR

0.2 nmap 28T HEEEN L TV DR A RO

IFDa<y FTiE, 192.168.198.0/24 OF > U —7 ETEEIL TWARA FMEFHEL TWET,
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[1pij@localhost ~]$ nmap —sn 192. 168. 198.0/24

Starting Nmap 5.51 ( http://nmap.org ) at 2013-01-13 05:36 PST
Nmap scan report for 192.168.198.1

Host is up (0.00015s latency).

MAC Address: 00:50:56:C0:00:08 (VMware)

Nmap scan report for 192.168.198. 2

Host is up (0.00010s latency).

MAC Address: 00:50:56:E3:64:AD (VMware)

Nmap scan report for 192.168. 198. 129

Host is up.

Nmap scan report for 192.168. 198. 254

Host is up (0.00011s latency).

MAC Address: 00:50:56:FA:D3:1F (VMware)

Nmap done: 256 IP addresses (4 hosts up) scanned in 5.38 seconds

FEOFNCEB W TR, BATHRE L 0 . 192. 168, 198. 1, 192. 168. 198. 2, 192. 168. 198. 129, 192. 168. 198. 254
DAFRARPEINELTWDZ ENERSNE LT,

2) RABMTENEL CWA Y —E RO

nmap @ RAR

X 0.3 nmap {ZBIFHEMEL TWDH—E RADOFHAE

DLFDa~y RTIE, FrEad A b+ (192. 168. 198. 129) @ TCP 1 L OV UDP D4R — k (0-65535) 125 L A
YoEEmRL, BFIL WS —EREZR/ELTWET,
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[1pij@localhost ~1$ nmap —sT —sU —p 0-65535 192. 168. 198. 129

Starting Nmap 5.51 ( http://nmap.org ) at 2013-01-13 05:58 PST

Nmap scan report for 192.168.198. 129
Host is up (0.00045s latency).
Not shown: 131066 closed ports

PORT STATE
22/tcp open
25/tcp open
80/tcp open
68/udp open|filtered
5353/udp open|filtered
34224/udp open|filtered

Nmap done: 1 IP address

SERVICE
ssh

smtp
http
dhepe
zeroconf

unknown

(1 host up) scanned in 6.53 seconds

EATRER LY. ZORRAPTIE3 DO TP H—E R (R— FEH : 22,25,80) BLU3 DD UDP H—E 2

(AR— F&E 5 :68,5353,3422) NEHEL TWAZ R MEREINE L,

TX 2V T4 AXY UDOETHRERENS ., BEL TWVARVWKRRA oY —EARAHIN TV W HER L

TLEEW, KY—z2FfH+5Z LT,
A& D, AERR— FORBERIET DI ENTELTLE I,

188
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Nessus I2&kb5tEFa) T4 RAFVY

8.3.1. Nessus DHFE

Nessus |, UNIX B L OVUNIX A#i~3 >, Windows v v ECEIfET 5., IP Xy hU—2 ETEIfEL T
WD —E KT DO T 7Y r—3 g UfegatekE, VE— FARARBFIHALTWNS 0SY 7 b
U= T D= g BRI O E L fRe L T o X 2 U T 4 A% ¥ Y —)L T, LARTIE GPL (GNU
General Public License) |ZEDW=A—T7 2V —AY 7 =7 TLED, FLEIT TENABLE Network
Security fE23FTA L TRV, FEEHBRE COAEECTHHAT LI LN TEET,

&/ N— 3 X, http://www. nessus. org/ KD AFTEET,

8.3.2. Nessus DEITIBIE

MEBItE A v U AT O 7201201E. Ry b U — 7Rk & BEYIZ)S U T Nessus DR EREZBHT 5
VERH Y £97,

1)

Nessus(DMZ) {
DMZ
o FW
RA K RAR
RER Nessus(PI&B)
RAR RAR

0.4 *v FU—27MIZEIT 5 Nessus D& &

® DMZ [l Nessus ZFlETHZ & T, DMZ EDOKRA MBI A WEgtoFHE R 1 FE T4, DMZ ED R A
Mo THH S MagstEiL, Ny RU—2ZNOR A kLl L TRV EERICRHST X T,

® Nty NU—2IZ Nessus ZELET 5 Z & T, WIOH A MBI D MEFHHEOTHAE N ATHETT,
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8.3.3. Nessus DA R b—JL
ARFENETIX. http://www. nessus. org/ LY Nessus—5.0.2 & u—RL, FIFALET,

@D Nessus X T —TDA A R—)L

E1761

[root@localhost disk]# rpm —ivh Nessus—5. 0. 2—-es6. x86_64. rpm
HUHH AR R R R R [100%]

1:Nessus BEHHHEH AR A ST A SR I E RIS [100%]
nessusd (Nessus) 5.0.2 [build R23205] for Linux
(C) 1998 — 2012 Tenable Network Security, Inc.

Preparing. ..

Processing the Nessus plugins...

[HHSHHE R R R R R R |

All plugins loaded
- You can start nessusd by typing /sbin/service nessusd start

— Then go to https://hostname:8834/ to configure your scanner

@ Nessus —E ZADELH)

K176l

[root@localhost disk]# /etc/init.d/nessusd start

Starting Nessus services: [ 0K ]

® 7Z7UY XY https://hostname:8834 ~7 7 A L. [Get started] ZZIR L £,
*hostname #7701, A A b— LT HEEEIZE U CHEb) 2 EICE S L TEEW,
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Y
nessus

Thank you for installing Nessus, the world leader in vulnerability scanners. Nessus will allow you to perform:

« High-speed vulnerability discovery, to determine which hosts are running which services

« Agentless auditing, to make sure no host on your network is missing security patches

« Compliance checks, to verify and prove that every host on your network adheres to the security policy
you defined

« Scan scheduling, to automatically run scans at the frequency you select

« And more!

During the next steps, we are going to create an administrative account and register your scanner with a
Plugin Feed, which we will download. You will need an Activation Code before you can use Nessus; if you do
not have an Activation Code already, please go to http://www.nessus.crg/register/ to get one now.

Get started >

0.5 Nessus OFEE Y 4 W — NiEEh i

@ Nessus THUY v DBy N7 v
T MBI ORRT—RA2 AL, [next >]&ERLET,

Yy
nessus

First, we need to create an admin user for the scanner. This user will have administrative control on the
scanner; the admin has the ability to create/delete users, stop ongoing scans, and change the scanner
configuration.

Login:
Password:
Confirm Password:
< Prev Next >
Because the admin user can change the scanner configuration, the admin has the ability to execute commands

on the remote host. Therefore, it should be considered that the admin user has the same privileges as the
"root"” (or administrator) user on the remote host.

0.6 Nessus ODEEV 4 —FK (TAHv by v T v 7)

® 774 N—vara—RANBIORTIFI 740Dy T v

T T 4 _N—3 g 2 a— NiL, http://www. nessus. org/register/ LV AFTHI LN TEET,
Nessus A A b—/VEREENA  Z —X» NERAIRERGAE AFLET 7T 4 _X—vara— Kz Ah
L. WNext DIZEIRLET, F7/-. Nessus £ A M—JILERENA X —X v NEFEARAR DA
[offline] Z AJ7 L., [Next >]Z@IRL £,
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As information about new vulnerabilities is discovered and released into the public domain, Tenable's research staff designs programs
("plugins") that enable Nessus to detect their presence. The plugins contain vulnerability information, the algorithm to test for the
presence of the security issue, and a set of remediation actions. To use Nessus, you need to subscribe to a "Plugin Feed". You can do so
by visiting http://www.nessus.org/register/ to obtain an Activation Code.

« To use Nessus at your workplace, purchase a commercial ProfessionalFeed

+ To use Nessus at in a non-commercial home environment, you can get a HomeFeed for free
« Tenable SecurityCenter users: Enter 'SecurityCenter' in the field below

« To perform offline plugin updates, enter 'offline' in the field below

Activation Code

Please enter your Activation Code:

Optional Proxy Settings

< Prev Next >

0.7 Nessus DREV AP —F (T 77 4= ara—FAM)

® Nessus A v A h—/VEBREENA X —X v MMERATRER A
TIT 4 R—= g N TTHEUTOFRRTESRY EFT DT, [Next: Download plugins >] & %R L F
K

Successfully registered the scanner with Tenable.
Successfully created the user.

Next: Download plugins >

0.8 Nessus DFEET 4V —F (T 77 4 _X— 3 VETHOHEIH)

TITADE T ru— By Ty IRBENET,

i

Please wait...

C |
The Nessus server is now downloading the newest plugins from Tenable which may take some time as we're testing for a lot of stuff.

Then, the Nessus server will start processing the plugins, which is CPU / disk intensive and, therefore, takes a lot of time -- this is all part of the
installation process. Once the plugins are downloaded and processed, subsequent startups will be much faster.

0.9 Nessus DEEY 4 P— K (v b7 v 7EFTHIH)
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TITA Dy NT T RETTHE. 0 /A VEEICEELETOT, FIE Oy N T v 75ET)
WA TLIZE,

® Nessus A VA M—VEREENA U X —F% v NEG AR DOSEE

[Next: Download plugins >]Zi®IR L £,

Nessus updates will be done offline.
Successfully created the user.

Next: Download plugins >

X 0.10 Nessus DFREV 4 V—F (X7 T A VIRFICERI N W H)

[No plugins are installed] & FERENF T,

g
I"Iessus’

No plugins are installed. If you manage Nessus with SecurityCenter, connect to the SecurityCenter console and
make sure this scanner is listed as a scanner to use, and SecurityCenter will upload the plugins for you.

If you use the scanner by itself and opted to perform an offline plugin update, you need to go to
https: lugins.nessus.org/ offline.php, register there, and follow the instructions.

X 0.11 Nessus DFREYV 4 P—F (FT7 7 A inA A =)L TE 72V HFOHE| )

A B —Fy MERAT DTS, 7774 NEFETEY N7 v 7 TH0ERHY £3, FlENo. 6,
@. ®IZft~> T, Challenge code DGR LI OTTZ /A DA n—R, vy T v 7 %247-oTCL 72
W,
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® Challenge code MHf5
A U H—Fy NEGBRARERBREEOS S, 7T 74 v &2 F Y v a— R4 572 0IC0E 7R Chal lenge
code ZHUE L £,

K174

[1pij@localhost ~]$ /opt/nessus/bin/nessus—fetch —challenge
Challenge code: 7e6ae00c9364aab49a90d0ab5013e428a54712b70

You can copy the challenge code above and paste it alongside your

Activation Code at:
https://plugins. nessus. org/offline. php

@ FII7A4rDFT =R
https://plugins. nessus. org/offline. php ~7 Z & A L. Challenge code BT 77 4 X—T g
a— R EANLET,

KT 7T 4 _N—vara—RE, UFXYEETETYT, (R—Aa—2miT)

http://www. tenable. com/products/nessus/nessus—homefeed

RABLOA =LY RLRZRETHZET, 777 4_X—Yara— R LIEA—LT RLX
ICEfR SN ET,
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@ TENABLE Network Security®

Type 'nessus-fetch —challenge’ on your nessusd server and type in the result :

Enter your activation code -

Submit

X 0.12 WEB /2B DF ¥ Lo Ya— RES (A m)

Aooa— R IRERENETOT, 774 VM7 74 0. all-2.0. tar. gz) B LY,
nessus—fetch.rc 77 AN Z X u—RNLET,

@ TENABLE Network Security®

Thank you. You can now obtain the newest Nessus plugins at:
hitp:ifplugins .nessus orgfget.php?f=all-2.0 tar gz &u=6382efe84a10ea2b 138557858457 1 2c&p=afaBfl 711 3baBd Va7 G4bc49fcfd 1512

You also need to copy the following file to :

+ loptinessusieteinessusinessus-fetch.re {Unix)
+ C:AProgram FilesiTenableiNessusiConf (Windows)

nessus-fefch.rc

B 0.13 WEB 2B DF v L ¥a— RESG (A58 T Hii)

® T34 Dty TS
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Z vy a— R L7 nessus—fetch. rc 7 7 A /WX, /opt/nessus/ete/nessus/5 4 L7 RV icat™— L%,

R1761

[root@localhost ~]# 1s —1 /opt/nessus/etc/nessus/

total 28

=T . 1 root root 5736 Jan 13 09:25 nessusd. conf. imported
=i . 1 root root 6144 Jan 13 09:25 nessusd. db
—rw—r—r——. 1 root root 474 Jan 13 09:25 nessusd. rules
=R 1 root root 4096 Jan 13 10:11 nessus—fetch. db
-rw—r—r— 1 root root 593 Jan 13 11:05 nessus—fetch. rc

DIFoa~ Rk, Forva—RLET 774 v OBPIABZITWVE T,

=174

[root@localhost ~]# /opt/nessus/sbin/nessus—update—plugins all-2. 0. tar. gz
Expanding all-2.0. tar. gz. ..

Done. The Nessus server will start processing these plugins within a minute

T TA L DMBPIARILIERIZL, 2~ FTa T RRRST#E SNy 7 770 FTEfEL THWET,

© vy " NTYTET
T T A DORIRIABRSTE T HIL, 7T 7 H XV https://hostname:8834 ~7 7 A4+ 5 &L, vn /A H
HNFRINDE IR F9,
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Nessus’

Log In

<S> TENABLE

Network Security

0. 14 Nessus OFHMHE (7 7 A L HH)

8.3.4. Nessus [CKAHEFTHERF ¥ U DELT
Nessus IZ. BEEHE LV AR Y o —D/ERK. AF v DOFEIT, LAR— FORERNTEE T,

@O Nessus BEFIWEICT 7 A v

77 Y XD https://hostname:8834 ~T7 7 AL, £ L A h—/LBFITHER LTZzT 7 MlaTar 7 A
YLET,

Nessus’

Log In

<> TENABLE

Network Security

X 0.15 Nessus OEFLE A (7 7' A )

@ AFXy VIHHT DAY — DU
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R —0OREIF., 77 A %[Policies] ¥ 7 X VERELET,

E Nessus

Policies

@ Import Pollcy @ Add @ Export @ Copy

Name Visibility

External Network Scan & credential scan Shared
Web App Tests Shared
Prepare for PCI-DSS audits (section 11.2.2) Shared
Internal Network Sean Shared

External Network Scan Shared

0.16 Nessus OFHEE (KU —i%E)

RV —ZT 74/ FT4OORY) =0 SN TWET, T 74/ FOREIL, AW EF=
TAAXXY U EITITZDDRENINTZHLDRDOT, ZOT 75/ IR —% UM A H~ A X
HZ lEREIOLET,

Policies

@® Import Policy (%) Add @ Export {8 Copy
Name Visibility Owner
Web App Tests Shared Tenable Policy Distribution Service
Prepare for PCI-DSS audits (section 11.2.2) Shared Tenable Policy Distribution Service
Internal Network Scan Shared Tenable Policy Distribution Service
External Network Scan Shared Tenable Policy Distribution Service

] 0.17 Nessus OEFHEFE (T 74/ hDORY —)

F01TFT7ANVIIRI O —DBE—E

Y S —4 o

External Network Scan IR (A B2 —F v b)) ISR A
BT DR Y >—, 65,536 # D4R — Mkt
LAX Y 2 FEmLET, ZORY —% %
HEIZEXF2 VT A AX YV EITH) ORI
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TLX 9,

Internal Network Scan NER Y RO —Z7NORA MalFAR Y o—,
FEHER 7R — MR L AR v 2 L F
7,

Web App Tests T T T T =g = NET R Y v

o

Prepare for PCI DSS audits Bt U T ¢ EYETH 5 PCIDSS FLED
AT L TV AN AR 5 12O E
REnERY o—,

@ RV —DOhAZ~AX
TIHNIRY —mabt— LT, WAZ~A A& LEY, [Policies] 72T, 774/ FRY ¥ —
[External Network Scan] %R L. [Copy] ZEI 5 &, [Copy of External Network Scan] &\>9
WY —=DFBUANER S E T

Nessus

Policies

® Import Policy @ Add @ Export (&) Copy (#) Edit (=) Delete

Name Visibility

External Network Scan Shared
Web App Tests Shared
Prepare for PCI-DSS audits (section 11.2.2) Shared

Internal Network Scan Shared

Copy of External Network Scan Shared

0. 18 Nessus OFHHE (KR v —nD—H&)

AN Y 32— [Copy of External Network Scan] ZHX 7 /N7 U v 7 F7-1EARY o —BIKHZIT[Edit] ZER
THE, RY —REHENRRINET,

AENX, 77 44 hARY 2 —IZ Credential AF ¥ o ZBMHFEELET,

*Credential AF ¥ 0%, VE—FFRAMISSHEZFIHL TV E— AL, Nor—I—
2 Y DOF = 7 FZ LD Mgt 29 DRE T Linux 2 A7 LTI D HESPER 0SS /X or— 1
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EENSFARECEET D LOBEL | Sy r—UR—V 3 L OF = v 7 |2 LB BRI
CEAGE

kA K8—@ [Credentials] %I L., [Credential Type] ® RKu v & 7> U A kb [SSH
Settings] ZER LT 7ZE0,

Policies Mobile  Scans  Policies Users  Configuration

@ Edit Policy

Qe =L DL EIRGY LN SSH settings

I

SSHuser name : [{11§
General
SSH password (unsafel) :

Credentials SSH public key to use :

Plugins SSH private key to use :
Passphrase for SSH key :

Elevate privileges with : NIl

su login :

Escalation account :

Escalation password :

SSH known_hosts file :

Preferred SSH port : e

(ol 1 80 L Il OpenSSH_5.0

Cancel

0.19 Nessus OE M (R YV o —HREHE )

%% 0.2 Credentials A%y > SSH/RTF A —% —&

SSH user name ssh v 74 > 1D & AJJ,
SSH password ssh /XA T— K& AJ],
SSH public key to use ssh ZABH##E % 2N,
SSH private key to use ssh FUEE S 2 RN
Passphrase for SSH key BEDO/IRAT L — X% AT,
Elevate privileges with EELEMERA~BAT T 5 A 3R,
Nothing : ssh & 7'+ o ID NWEHEHEIROLEIC
EER,
sudo: sudo |2 &V BEREHERA~EATT 2555 10%
EA
sut sulZ K EEREHERA~BITT 256 108,
sutsudo: su FATHEIZ sudo FE(T9 5 2 & TEHEE
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MERA~BAT T D BN,

su login Elevate privileges with {ZT, su 7213

sutsudo Z#IN L 725H 1A T1, RATIOHAETE.
root £72 0 F£9,

Escalation account Elevate privileges with {Z T, sudo £721%

sutsudo Z#IN L 725H 1A T1, RATIOHETE.
root £ 720 F£9,

Escalation password su F7203 sudo 1T X W EFHLEMEIR A FFOT T 2 b
AT T DDA T — R & A S,

AEDOFNEIZTAF ¥ 2479 VE— FEBA ME, root 2—WFIZTRAT— R A R [RERBRED
728 . [SSH password] IZ root @7 A L /RAU—KAZ A L. [Submit] ZERLET,

2%, Credential A ¥ X root MEFRDME L 720 £4°, root 2—HF TH SSH T 7 & A ZEE L 1L T\
HEAEIE. su E77 1% sudo R UE 9, [Elevate privileges with] CERAESFAEIR L, [su login].
[Escalation account]., [Escalation password] IZERiFE#HAZ AT L TF XU,

@ AXyDFELT
X L DFELTIL. [Scans] ¥ 7 X VITVWET,

@ Add @ Edit @ Browse ® Launch @ Pause @ Delete

Name Qwner Status. Start Time

0.20 Nessus OE M (AX v DHEIT)

[Add] ZEIRT DL AF vy L D/NT A—=F ATJWENPZRSNET,
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Nessus tost | Help | About | Log out
Scans Reports  Mobile Scans  Policies Users  Configuration

@® Add Scan

e

2= 5U External Network Scan & credential ...~

Scan Targets

Targets File

Cancel Launch Scan

0.21 Nessus OF WA (AX v L D/3T7 A —H A JjHiH)

# 0.3 AX ¥ L DETNT A —F—E

Name AX ¥ VL EFRET D,
Type FEATHA T HLLFOWT I HERT A,

Run Now (Launch Scan &R RIEFFELT)
Scheduled (BH4f H e &2 F5 7€)
Template (77 L— k& L TIERR).

Policy [Policies] # ZICTHERR L7=AR Y v—0 b
BRI 5,
Scan Targets AX v RGO Y EF— FKRA RNELLTFOW

TNPOEXTHET 5,
IP7 FL A (fl. 192.168.0.1)

P L (.
192. 168. 0. 1-192. 168. 0. 255)

CIDR JEZ (fFl. 192.168.0.0/24)

RA R (). www. nessus. org)

Targets File AF ¥ URBOY E— FEA MDY X &
FEET 5, ¥I[ScanTargets] = A1 T H5E
ISR EARNE,
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ABIOFMETIE, BLFD/RT A —=2% AF L, [Launch Scan] ZIRL F L7z,
Name: [test scan]

Type: [Run Now].

Policy: [Copy of External Network Scan]

Scan Targets: [192.168.198.129]

Nessus &4 Scan was successfully launched  Close test | Help | About | Log out

Scans

@) Add @ Edit (@ Browse @® Launch @ Pause (=) Stop @ Delete

Status Start Time

Running (0 IPs /1 IPs) Jan 14, 2013 22:49

0. 22 Nessus OEFHET (A% ¥ > OFEITHEE)

® LR— O
A% ¥ VEITOMRAER EN A LA — hOEERIX. [Reports] # 7 X 0iTW\FE4,
FEITLT-AFZT v D58 T 95 &, [Status] 2 Completed & FmILE T,
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test | Help | About | Log out

Reports

@ Upload Report @ Browse @ Compare (@ Download @ Delete

Name Last Updated

test scan Completed Jan 14, 2013 22:53

0.23 Nessus OEPFHHE (A¥ vy L OEITHHE : FEI1758 T1%)

SRBDAF Y XTI ) w7 E7013, RO AF ¥ o Z18BIR%IZ [Browse] ZBIRTLHZ LT, A%
¥ UFITHEROLR— M~ U NERENET,

et | ot | About | Lo out
Reports Reports
test scan Vulnerability Summary | Host Summary Download Report
‘Completed: Jan 14, 2013 22:63 Remove Vulnerability | Audit Trail

Filters NoFilters @& Add Filter ® Clear Filters

[Fonio_—[com v [sovery__v [name Famiy

| Critical CentOS : RHSA-2012-1068 CentOS Local Security Checks

1

1 Critical CentOS : RHSA-2012-1088 CentOS Local Security Checks.
Critical CentOS : RHSA-2012-1210 Cent0S Local Security Checks
Critical CentOS : RHSA-2012-1288 CentOS Local Security Checks.
Critical CentOS : RHSA-2012-1350 Cent0S Local Security Checks
Critical CentOS : RHSA-2012-1461 CentOS Local Security Checks
Critical CentOS : RHSA-2012-1482 CentOS Local Security Checks
High CentOS : RHSA-2012-1054 Cent0S Local Security Checks
High CentOS : RHSA-2012-1064 CentOS Local Security Checks
High CentOS : RHSA-2012-1081 Cent0S Local Security Checks
High CentOS : RHSA-2012-1098 CentOS Local Security Checks.
High CentOS : RHSA-2012-1255 CentOS Local Security Checks:
High CentOS : RHSA-2012-1268 CentOS Local Security Checks
High CentOS : RHSA-2012-1361 CentOS Local Security Checks.

High CentOS : RHSA-2012-1363 CentOS Local Security Checks

%] 0.24 Nessus O&HHT (LAR— F¥~<1)

LiR— b~ VICFOR SN FR R A 2 asatE O mTREMEDN H 5 b O T, $EMER Z2®IRT 5 & 35l
IRIEWMMPFRSNETOT, BEIIECTHL LTI IZE 0,

T
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test | Help | About | Log out

Reports

test scan Vulnerability Summary | Host Summary Download Report
Completed: Jan 14, 2013 22:53 Remove Vulnerability | Audit Trall

Filters NoFilters @& Add Filter L ] Clear Fllters

Plugin ID: 62484 Port / Service: generalicp Severity: Critical x
Plugin Name: CentOS : RHSA-2012-1350

Synopsis: The remote host is missing a security update

Description
The remote CentOS system is missing a security update which has been documented in Red Hat
advisory RHSA-2012-1350.

Solution
Update the affected package(s) using, for example, 'yum updats.

See Also
https://thn.redhat. /errata/RHSA-2012-1350.himl

Risk Factor: Critical

CVSS Base Score
10.0 (CVSSZ2#AV:N/AC:L/Au:NIC:C/Il:C/A:C)

Plugin Qutput
Remote package installed : firefox-10.0.5-1.€l6 centos
Should be : firefox-10.0.8-1.&l6.centos

Remote package installed : xulrunner-10.0.5-1.¢l6 .centos

0.25 Nessus OEFELEm  (FE R OFEMZFE )

8.3.5. Nessus 0T HAEFH

Nessus @ Plugin lZA 4 7 v 77— h SN TWET,

Z DR, WEFHEA X v 21T S BRITIE, Plugin ZRFDON—T 3 N7 v 7T — F LT 2 TIT O LE

B0 ET,

Nessus FEITBREENA & —2y N7 7 B AWRERY B, BE)T Nessus 2 Plugin O7 v 77— R &1T

WET B, AT TAVRETHHAHEA TS AT, £ 7T Plugin @ & 3 fF #
(https://plugins. nessus. org/offline. php) ZHMER L T, BHRHIETF 7o a— LT 7EE0,
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9. WEB #—/\ (apache) IZHIF5tFxa)T«

Linux IZ. —/NH0S & LT, Web, A—/b, F—HFR—R/p VL I — X5 AZ L3 TXx F
T, ZDOFTYH, Web = NXHICAKFELE DT 7 & A2 1T 5720, A5 6 OB ITHE S e
TWEERET,

Web H— N2t L THEEATV, $— "2 RS- 72 ETHEEZUSATHENIZL OHEGDRH Y 7,
Web H— NTxPd D BEEFIEITH A TN, RN T 0 I~—RNr 7 vX o Tx21TH 2 LA/ EFT R
HTLEY. ZLOHBAEIE. 77 vF 0 7Y —NEESTCHMARBIRIZ LD 00T, KETHRMT
% £ D 2 I 72 FIE T H — B EOEBHIFF TE £,

Web 2TV HEKIAINDZ X, FIAEICERREZ )T 57210 TldZe < | BESCHBOSER %
T LIThLoRNYFET, BFHEL LTI T E0ONERITORRICH S LERNH Y F4, KETIT
Web — DX T 4 ZEmdDH I LA BRIZ, apache DF%EZE HOMIFH L E97,

91. A—HEADES

Web H— 27 7 & AHIBRZ 5% T 2 8FKH 72 HEZIE, 77 B A0 X o THIRR T 5 ik & 2= —FRGEIC
Ko THIRT 2 HERHD 3, ART i:L‘_“H-nun LR HEEFBHLET,

T U AHIRBOSIETREL H Y F903, iptables X° apache OFRER LI LT, 77 ®8ATEZAEIPT
RURAZHIRTHERTEET, LrL, ZOHFETHEH, flx 0FHEZHRTH2FHIITET EEA,

ZORREIX. U U —REFID Web — 27 7 B AKIREZFZ T T2WGAICHATEET, U U —XF[D Web
Y=L, RELEZLITH), ETAMHIOT a7 7 Lh58ELRE, BX2 T 4 FR—RNTEOT N
RZHHrEE25TLE D,

7. HDWeb X—T % —EO—FIZIFICRE WS, B IP 7T RL ALK AHIRTIEARL, =
—H‘uu nft%?? ) Zgﬁ)% D i'@’"

apache IZBW T —ViE%2 Efi 554, Basic 383FE L Digest FRAED DD FENFEL E T, AL
FIFHENTWA DT Basic FBAFT9, Basic FAFIT/ AT — RAEL TERE SN ELDIT% L Digest ZREE
[ZRAT — RS SN 5728, Basic il Digest @GEIZH~EF 2 T 4 THY £T, AET
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X, L0 LAR Digest RBilFA FEH T L HEEZHMBALET, 2720, HW T T UV DOEA Digest #RGFIC
SR L TWRWEEARH D D THEENLETT,

ZZTOMNL, /var/www/html 5 4 L7 BUELTFOT 7 & A% LT Digest RiF&179 Z L 2 ME L £
£
- HIIZ apache DFRTE T 7 A /v /ete/httpd/conf/httpd. conf ZHRE L 97,

/var/www/html 2889 B<Directory> T 4 L7 7 4 71T, Digest FFEIZET Db ZBML £,
(CKF2NBINESY)

Directory ”/var/www/html”>
Options Indexes FollowSymLinks
AllowOverride None
Order allow, deny
Allow from all

AuthType Digest
AuthName “Digest Auth Name”
AuthUserFile /etc/httpd/conf/. htdigest
Require valid-user

<{/Directory>

FEHOBHIILL T D@ Y T,

9.1 Digest FHALITPT D Apache DR EEH
AuthType RREOMEEHZFE LE T, Digest iiEDH AL, Digest ZHEL ET,
AuthName RALTT, NAT—=RT7 7 ANV ERLbDERET DHENRD Y £7,
NAT—=RTZ7ANVTRT 7 A NVEEDBITHREL £,
AuthUserFile NAT—=RT 7 A VDONRAEHELET,
Require LA A2—FEEELET, AT — R 77 A UIEEESIN T
Ha—P T _XRTCOPEIT valid—user & LE9, linuec &9 2—HF DA
W2 L7eWATE, user linue & LET,

WIZNAT— R 7 7 A )VEAERE L £,
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Digest FRREIZIIT D /XA T — R 7 7 A WAERKIZIE, htdigest 2~ REFHA L ET,

htdigest —¢ /NATU— K7 7 A )L ~D/RA L LA 2—F4

AT at, T ANVFRIEROA T a T, TTCICNAY— R 7 7 A VBNFET DA
T EH D FH A, LILAITITEREEOHERI4 & LT http. conf TIiBN L7- AuthName DEZIEE L ET,

TR linue & WD 2—HF N AY — R 7 7 A JVZBET 26T, a~ FEeFETTL5E& AT —F

ZEINETOT, 2—HF DA T—RKEZ AN LTLIEEN,

=174

[root@localhost]# htdigest —c¢ /etc/httpd/conf/. htdigest “Digest Auth Name” linuc

Adding password for linuc in realm Digest Auth Name.

New password:
Re—-type new password:

CZETOEENTET LI ORELT 2 KI5 7-9DIZ, apache Z FLHE) L F9°,

K174

[root@localhost]# /etc/init.d/httpd restart
httpd Zf{g 1k [ 0K ]
httpd Z k&) :

HEENET L, 79U TT 78R T5L, A—AX—URNRRINARNCEIAR v 7 ZAREREN
T4, RELE2—VLERRT—=FE2ANL T, IEE#ERLET,
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@ Mozilla Firefox o ox
J7PIUE) WE(E) #|/R(Y) BES) Fwov—0(B) Y—ILI) ~ILF(H)
| e | | v

| 192.168.138.130 v Ol [ R

A—HRENRRAT—READLTLLEZ L

http://192.168.138.130 (> "Digest Auth Name" [CH T 31— RE/ADT—FEANLTLES
(W)

21— | |

IR — [ l

(Feven|[ ok |

192.168.138.130 MIGEERF>TWVET ...

.9 1 =— —‘j-nmpﬁ@ﬁﬂ—‘

AFITIL, Digest WAETYT 7 B A WREARa— W EIRET D HiLEHIT LE LT,

Digest FRAETCII/NAT — R 7 7 A L THRRAT— REFH L TWH720, BT OV A R ZREGREZITIZ
T EAISELENWEERL, —HOMEO =Y BME ARV EHE LIZWEER EIZE L T
WET, SNSDOEIREL D2—HF 2254 b TO—PFRAEIZITE L T EHA, SNS DL 9 72R
FrESE D2 —YRRIHT 5 X 5 72 CoM(Consumer Generated Media) ¥4 b Cl. FRAFEEEZ Web 77V
r—>a O TREREL, SAT— RER S L ECT =2 _X—XRET 2 HER#E L TOET,
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9.2. Y—N\IZBHT BIEHREFIIERTICT S

INERIN S DY A N—BEB TR A RTGERH Y £, X2V T4 R—VEROT, £ 2WET 5
DPERTT, BF 2 VT 4 B—VEZ BT DI, WEFRITWRNRERZRVED T T,

TRUTE ZEDFELRNT 7 AV EFRTE LTZFFICFEK R S35 Not Found Wi T, WX4727 7 A V4
AT NIEI VO THETHEHEICE R TEET,

[ 404 Not Found
& - C [)192.168.138.130/aza.html % KOkl =

Not Found

The requested URL faaahtml was not found on this server,

Apache /2215 (CentO8) Server at 192 168 138 130 Port 80

9.2 T 7 # /)L h® not found Hjm
—RARCHRWVEEIICRZ D0 LILERADN, Z ZIids 2ERNFRENTHET,
1. Web ¥ — D77 F hELTapache ZFHL TS

2. apache DX—T g N 2.2.15 TH D
3. 0S{%. Cent0S TH 5
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WEEFH T 2O DR D apache D/N— 3 2 2.2 15 12 L THEIIHEDIER A T2 = L 23 A[RE T,
L7223 > T, Web =D/ — 5 008 OFSER E. VAT AIETHEREARTLZ &%, &%
2T 4 FOY R 7 L0 F9,

apache I[CEETA1EH 7% Fv) ZERLAWVWE T AITIE. /ete/httpd/conf/httpd. conf D

ServerSignature On

Lo TWBE &

ServerSignature Off

LIEIELET,

[ 404 Not Found
& - C [}192.168.138.130/aaa.html w K =

Not Found

The requested URL faza html was not found on this server.

9.3 FRIEMARE L7z not found H[f]

Fio, I BHZFEHELTRDODEIIICWRLIZT 4 L7 MU EBETHZLET, TDT 417 M) D—E&
NRZDIRENDH Y £, TR LE "FIAEREREG 25208 x2 T 4 LDV R L7 0iG%
—gAO
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5 " - e W Eﬁlg‘

/[ Index of /dir1 % f : - S
& > ¢ [4192.168.138.130/dir1/ ¥ hm k|l =

| Index of /dirl

Name Last modified Size Description

3 Parent Directory -
ahtl 29-Jan-2013 0638 52

I

9.4 77 UHICLLT 4L M) DOHEFRT LB

Z DA httpd. conf IZB W T, {directory>T 4 L7 T 4 7@ Options IZ Indexes BDREIN TV 5D
EEZLNET,

2

<Directory ”/var/www/html”>
Options Indexes FollowSymLinks
AllowOverride None
Order allow, deny
Allow from all

<{/Directory>

T4V P ORE —EEZFRIERNE DT HIZIE, Indexes DL ZLL FDO X 5 ICHIBRL £,
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R

<Directory ”/var/www/html”>
Options FollowSymLinks
AllowOverride None
Order allow, deny
Allow from all
<{/Directory>

DX, REFEESHDO2—FNDT 7B AIND Web Hh— 3Tld, RERE®REEBIZABR LW
FIOCHREDARELEZTHEERNWTL X I,

==

Apache DR ELMSMZ | B 1L PHP OENWEMEGR 21T 9 72812 phpinfo () A Y » RZ{# > 7= PHP < Apache
BT OHR—TEOR—VERRT L7 7 ANVENER LTS E, ZOT7 7 ANELZDEERET L L
ITHELL BV ERA, £F2. VAT T T7A)N%E, /var/ww L TR EBEZFENT VB ATES
EO7Web a T Y EFLT 4 L7 FVICELSRETEH Y FHEA,
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93.Web O T VYDFBEELN—Z v 3 VDERE

ZZT—oORETY,

Web r— N2 v X —Fy "B U Z TR NBH-7-H, index.html 2 ED LT LY 77 A T E
?D Linux —H « J)L—T DR TT 7B AZINDHTLE HIMN?

ez, httpd. conf ICBITAREEN TV L —FB LI L—FTT,

httpd. conf IZBWT User B L O Group DR E SN TWAEATEZMER L T 72X,
%< OEEIE, FilD X ) R EIT/R> TWET,

REHI

User apache

Group apache

FROBREDHEE. Wb 2TV 7 7 A ~DT 7 A1IE T2 — apache DR TT 7/ BRI F
ERS

apache = —HX, Web 27 V2T 7 B AT HDORKERBOMHERLNE 2 5N TR LT, @y
AT — RIZEDEFENTE RN a—P L LTEERINTWET, 2D X 512 apache 2—HFRHIR T
WD DX, BN OARERBIET, VAT LAOBEERRENEZIRI ONRNLIICTHDTT,

User R Group (2, fF/E LRV —Hn 7 A VfRERMEIRZ RO — VP RRE SN TWDHEEIEL, &
ZRELEZTRRENVTLXL O,

R
i

B2 CGL 7' 7T Lip ED Web 2 7 Y OFTAETX. EFL®D User/Group DX EIZ A #>H T apache =
—FIZHET HRXTT, Web 2T Y DOFFAEHEIZ, Web 22T Y UAMNIT 7 B AR[RE/R 2 — WP 2 5%
ETHREXTIIH Y FHA, Web 2T UV EZFIFLT, REICHMO 7 7 A NV 2EXHZ 5NDZ &2
=TT,

BN HIML 2o 7 ThUE, 77 A VD R—3 v o g VLG RABRER O B ET T+ T,
CGI 7 a7 KIp EFATNMEER T 7 A NV THIURFATHERO AR ETNIE+H0TT, EHLLDOHATH,
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HEABMERZ G2 D2 813, EX=2VT 4 EiFE LSS EHA, £ LT, FrAHEUIMNIITER] 22 B
7RV R D MR 2 5 2 2 M BITH D £H A,

aLT U T AVIETEETE T TR, v —7"%9_TCapache Z/L—IZLFET, ZDO-DIT, U
27 arTF UV EBELS T ALV RUICIESCID ZREL T, BB TFD T 7 A T4 T apache 7 /L—7IZ
RHEIITLTHEBSERWTLE I,

TR, V=T ar7 oY EELST 4 V7 R D var/www/html OEIZIT D ETHITT,

=174

[root@localhost]# chmod 2755 /var/www/html
[root@localhost]# 1s -1 /var/www

&k 16

drwxr—-xr—x. 2 apache apache 4096 1 H 29 07:32 2013 cgi-bin
drwxr—xr—x. 3 apache apache 4096 9 H 3 05:17 2012 error

3 apache apache 4096 1 H 29 06:39 2013 html

3 apache apache 4096 1 H 29 06:30 2013 icons

drwxr—sr—x.

drwxr—xr—x.
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94.CGIISHEITEHIER

FIFMEIH D £330, FEARIZCGI 7 a7 T Ak >T . Web a7 Y DT 4 L7 MVIZT 7 A VEVER
THZLF. FELL BV EFA, Webar T YDFT 4 L7 MUICEINZT 74U, http AT
HETOLNRZMET S ENAEETT,

=M OHATTENTZ, FEFT s A=V T RL A« RAT— KRR EOERIT KA TH, Web 27 Y
DF 4 L7 RV TO7 7 A MCEX AT Z &1, HFRIFRICORN S AREMENH Y £77,

Flo, 2—FNODOANREDITNLRKLT —XIE, TOEEZITMOREITEHY FHA, a~v
RAPxlvar SQALA Y=l v arREDNgtEa £l Z L1TR D (= "2 REICEREIND,
FITHEBRIRE WO FRICRVEL O TT, AMShieT7 —2I3NAE2F = v 7 LIEYITIN T %
EoCa =Ty T DRNERHY FT,

BE  av RNV ay, SQLA VY 2T 2 a BT 5 IPA O

http://www. ipa. go. jp/security/vuln/vuln_contents/sql_solution. html

http://www. ipa. go. jp/security/vuln/vuln_contents/oscmd_solution. html

ZHET 7Y = a YNEIOFE T, = NEEUIIBRORWVERICH Z 2 500 LLER A,

LUMESIED 35 CCT 7' r 7T LxE Y — N IZEW5HES ., FADNEK TH— "N E-ROLNTLED
FEEMERH DL E, CCL 7a 7T L EDWeb 77V r—2a DX ) T4+ EEL, v V2
W HREDY AT EREITH) 223X a7 o —R"E2EHT 5 FCIFICEEREHE T,
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9.5. apache @ DoS WE X%

Web Pr— Tt AEBFE L U TRERZR S O DoS WETH, DoS WELIT, — N2t L TRED
Ny NEEET DI ETARMENT, P—EREZFHAEILIZEBVIAT S O T,

DoS BEEDXIR & LT, A hIRT 255N H Y £9, BIZIE, httpd. conf (2%, FREDO X 9 ITK
TE’L\ij«O

R

{IfModule prefork. c>
StartServers 8
MinSpareServers B

MaxSpareServers 20

ServerLimit 256
MaxClients 256
MaxRequestsPerChild 4000
</IfModule>

MaxClients X, V27 = A MISETDHTZOINEREND F 7 0B ADRRBAREL TEBY
MaxRequestsPerChild 1Z+ 7t A 1 {EABNUECEX AV oA MR EF 2R EL TWET,

IO TENESTHE, ZLDV 7= A MPRNTH, V= "BEPEEREICRD Z &2 <
ZENTEET,

LrL, ZH7ET TlE DoS WEBEA~DOXIHR E L TUIH0TIEH Y T A, —_"2ENPEEEIETD Z L
EBF T, U2 NERERKRICR D L, FHOZ—FETHRNeb a T oV EEET A LNTX
o T LENVET,

B A PR 5 LIS D DoS A~ D% & L TIE, DoS kEEY 2 — L2 FHAT 5 HERH Y £7°,
IHEDEY a—NERIHTAI L TCREDT VB ABITIRIETLOLETa v 7 L, FOMOIEH
—PIIFEFE VP — R T 2 Z E0NAREL 72 D 9,

apache @ DoS % HRE Y 2 — /L, WL OPFELE T, Z 2 Tld mod_evasive Z#NM L E7,
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mod_evasive (%, Jonathan A. Zdziarski FC2MERK L 72 DoS ®H_EY 22—/ T, GPL A=Y 3 2D FT
RSN TWAA—F =AY T vy =T TY,

mod_evasive A > A b—/L 3 A1Z1%. Jonathan A. Zdziarski KOV A FHx5 wget a2~ K& T
V—Aa—REREL, 2 AT H0ERDY 7,

3 XA VT apxs TV RTITH 2 ENA[HETT M, apxs ZF|H9 5HIZ1E httpd-devel /X 7 — U034
BT, httpd-devel /Ny 7r—UMNA VA F— /L ENTWRWEAEIT yum 2~ 2 RTHEAHIA VA b—/b
THULENRH Y 7,

VL. mod_evasive DY —Aa— R%&/tmp IZEBA L TA A h—/L9 54| T9,

=174

[root@localhost]# cd /tmp
[root@localhost]# yum install httpd-devel

[root@localhost]# wget
http://www. zdziarski. com/blog/wp—content/uploads/2010/02/mod_evasive_1. 10. 1. tar. gz

[root@localhost]# tar xvzf mod_evasive_l.10. 1. tar. gz

=== Al ===

[root@localhost]# cd mod_evasive

[root@localhost]# apxs —cia mod_evasive20. c
[root@localhost]# vi /etc/httpd/conf.d/mod_evasive20. conf

FEROMEIZ XY | /ete/httpd/modules IZ mod_evasive20. so MERK SV E 9,

KIZ mod_evasive DFRTE Y 7 A /L% /ete/httpd/conf. d/mod_evasive20. conf & L CLL FOWNE CTIERK L
N

M

{IfModule mod_evasive20. c>
DOSHashTableSize 3097

DOSPageCount 2
DOSSiteCount 50
DOSPageInterval 1
DOSSitelnterval 1
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DOSBlockingPeriod 10
</IfModule>

9.2 mod_evasive DR TEH]

DOSHashTableSize N 2T =TI A X, NT —< 2 AZHEEN N H)ED . 3000 <
HWE BZIZEET D,

DOSPageCount DOSPagelInterval TRRE LIEMELINT A LN—VZT7 78R T&E 5 1

DOSPageInterval REZELET, REFTIE, =TI 1 BHEIC 2B ET 7 2AR
oL, EDITAT Y NET Ty VA MABE LR ZHIRL £,

DOSSi teCount DOSSiteCount |% DOSSitelnterval TRREIN=HEICH T D, 1 M &

DOSSiteInterval R+ 57 7 & 25D IR,

DOSBlockingPeriod 7T w7 U AR NGRS BT & T 5 R 2 R TR E,

FEMER 21T 2 121E, mod_evasive DV —RAa—RKNHLHT 4 L7 b (EELOHE/tmp/ mod_evasive)
WD test.pl 77 A NEHNET, perl A~ RTCEITTAHI L TR TEXFET,

oo~y NI, BY (127.0.0.1) @80 FAR— F~100[HY 7= A M ¥%E L ET, mod_evasive VA
HTHIX, BHRNOINEN 200 (KEh) 76 403 (FER) ~EEDbV 9,
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K174

[1pij@localhost ~1$ perl test.pl

HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 200 OK
HTTP/1.1 403 Forbidden
HTTP/1.1 403 Forbidden
HTTP/1.1 403 Forbidden
== LUTAMK ===
220 https://linuc.org @@ LinuC




9.6. EDMDELFa ) T4 KFE

AETII Web =D F 2V T 4 2EmDDTEO—HEBNLUE Lz, b—S~DOUEFEL, B
FIIAAZBLTEY, 2T TBIHIELLE W) HiETZH Y £HA, £7-, BESYH—EZAD
FHIC L > TITHORE X2 U TF 4B VLD 9,

Bl 21X, EC YA b7 PR EBRSCUTFIERZR O A FTHIUX, EEERK & L THITPS THRIENE %
g9 R&E T, FOBE, 20 FF LIRS LT, BHEEOESWIRGERN L RBIT SN B HEHES
fEvy, A FOESBEEGEHATHEENVTL X 9,

9.5 fiTIE, Web ¥— SHIKTD DoS XK AN L E L72Ad, Web ¥ — NHUEDOXRTIEHR v b7 — 7 #F
WAEASINTLEIRNETITHTEEA, Xy NU—ZDAVAERDE T 7 AT — U 4 —/LTDR
AP A5 2 (IPS : Intrusion Prevention System) 72 EZEFINIIEMAT 5 Z & TDoS WX /2 L
EEMBL, Xy NT—7 VAT AR TEX2 T xR EZ1TH 2 ENEETT,

Flo. REDI ARy =V D7 v 77— b eRBolo/g EOER LD I ANER & v ) Fildd 7z <
b FERA, HEICREIT2EMER - BEEZFEAICIT) 2ehEmntda ) 7 0 OHRHICEER Z &
ZEME L TV T UEsE N T,
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